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Chapter 1 - Product Overview

Package Contents

The following items are included in your AirStation package. If any of the items are missing, please contact your vender.

AirStation 1
Case 1
Ethernet Cable 1
Quick Setup Guide......cocerrerrrrrerrrrennns 1
Warranty Statement.........oocveeveenneee. 1

T usscable
You can connect this cable to your PC or USB devices to supply the power.

2 Internet Access LED (Green)
On:
Router functionality is enabled and you can connect to the Internet.
Blinking:
Router functionality is enabled but you cannot connect to the Internet.

Off:
6



Router functionality is disabled.

Power LED (Green or Red)

On (Green):

Power is on and wireless LAN is enabled.

Blinking (Green):

Internal system is booting.

Double blinks (Green):

AirStation is waiting for an AOSS or WPS security key.
Slow blinks (Green):

Power is on but wireless LAN is disabled.
Continuously blinking (Red):

AOSS/WPS error; failed to exchange security keys.
Blinking (Red):

You can see the status as below:

Blinking Status Meaning

Double* Flash ROM error Cannot read or write on the flash memory.

Triple* Wired LAN error Wired LAN controller has crashed.

4 times* Wireless LAN error Wireless LAN controller has crashed.
Cannot communicate because WAN-side and LAN-side

5 times IP address setting error IP addresses are same. Change LAN-side IP address of
the AirStation.

. Updating firmware Updating firmware.
Continuously** . o , . o :
Backing up or initializing settings Backing up or initializing settings.

Notes:
* Reconnect USB cable. If it blinks again, please contact your vender.
** Do not disconnect USB cable while continuously blinking (red).

AOSS Button

To initiate AOSS, hold down this button until the wireless LED flashes (about 1 second). Then, push or click the
AOSS button on your wireless client device to complete the connection. Both devices must be powered on for this
to work.

Reset Button
To reset all settings, hold down this button until the Buffalo LED turns red (about 3 seconds). The power must be
on for this to work.

Internet Port
10 Mbps and 100 Mbps connections are supported.

Factory Default Label
Displays AirStation’s SSID, encryption key, PIN and MAC address.



Chapter 2 - Installation

Initial Setup

To configure your AirStation, follow the procedure below.

1 Connect the LAN cable to the AirStation and LAN port in the hotel, then turn the power on. The AirStation power
can be supplied from an USB port on your PC or from an outlet with an USB power adapter.

2 Connect your PC or smartphone to the AirStation wirelessly.

3 Open a browser and connect to the Internet.

Note: You may need to register information to connect to the Internet depending on the hotel. For more
information, please contact a staff in the hotel.



Chapter 3 - Configuration

Configuration of the AirStation is done from Settings, the web-based configuration GUI.

Accessing Settings

To configure the AirStation’s settings manually, log in to Settings as shown below.

1 Open a browser.

2 Enter the AirStation’s LAN-side IP address in the address field and press the enter key.

/& Blank Page - Windows Internet Explorer

Q O - [l 192168111
Wk [@ Blank Page
!
Notes:
« The AirStation’s default LAN-side IP address is 192.168.11.1.
« If you changed the IP address of the AirStation, then use the new IP address.

3 Enter “admin” for the username and “password”for the password, then click OK.
Windows Security

The server 192.168.11.1 at AirStation{user=admin) requires a username
and password.

Warning: This server is requesting that your username and password be
sent in an insecure manner (basic authentication without a secure
connection).

= l

[7] Rerember my credentials

[ OK ]’ Cancel ]

Note: If you forget your password, hold down the reset button to initialize all settings. Note that all other settings
will also revert to their default values.



4 This is Settings, where most AirStation settings can be configured.

Help is always displayed on the right side of each screen. Refer to the help screens for more information on using

Settings.
GOl VWAN/LAN | Wireless | Firewall | Games/Apps | Admin | Diagnostic
Wizards & Overview T
Manual
as Mode Wizards & Overview -
@ Router Mode © Bridge Mode -
. o Wizards for "Easy Setup” are on
¥ BasicWirsless Setup Internet the jeft.
 Weless (DHCP Auto Acquisition->not P
ol e dormiaton Is daplayed on
C Condition Stopped right.
e P
- Release || Renew Basic Setting
¥ Wireless Mullicast Rate [ Check Connection || Refresh |
. Wirel Choose I;:olndaddeowﬂﬂnn
- : ’ IEEE 802.11n/g/b ( auto / 10ch T mana"nikasa
— D = raas yansiaton whan
s i \U‘FWIQ:M PSK connecting to the Internet, or as a
simpie u?mm betiveen
_Encplion  AES VAN and LAN ports
S81D 2 Buftalo-G-TEBC-1 Drefault seting is Router mode.
Authentication g:ﬁ WPAMPAZ mixedmaode - Basic Wireh
‘This wizard lets you set an SSID

Encnplion  ADSSAES
o

(netwark namae) and choase a
‘wireless channel for your netwark.

Wireless Encryption

This wizard lets you choose the
Type of ancryption (WE 1o
USE 0N your wireless ni

Internet

Language
English_~ mm1mw -
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Setup is the home page of Settings. You can verify settings and the status of the AirStation here.

OO /| s | it | Games gpa |~ i Dgnos

Wizards & Overview

Basic Settings

Mode
@ Router Mode ©) Bridge Mode | APRlY

Log out
Manual

Wizards & Overview F

Wizards for "Easy Setup” are on =

* BasicWireless Setup Internet the left.
¥ Wireless Encrypion (DHCP Auto Acquisition->not An oveniew of your AirStation's
connected, system information is displayed on
- P ———— Connedion Condition Stopped the right.
e [ Reloase | [Ronew ] Basic Settings
* Wireless Mullicast Rate [ Check G ion || Refresh | e
Other sl g:.aese ha;elndm:e‘emmﬂan
ﬁfe—‘f?luu SIL':‘F” _IEEE 802.11n/g/b ( auto [ 10ch ) The Airstation may work s a
585101 Buffalo-G-TEBC Address Translation when
Authentication WPAWPA2 mixed mode - PSK mr!’uedin mnw::m;:u
Encryption AES WAN and pors.
SSD2 Bultalo-G-TEBC-1 Default setting is Router mode.
Authentication .:rg:& WPANPAZ mixedmode - Basic Wireloss Setup
Encryption ADSS AES R&omgma%ﬁoﬁﬁo
B ‘wireless channel for your netwark.
‘Wireless Encryption
mwu'mnmumnosem:
USE 0N your wireless ni .
Language ) Internet
English = |Apply Internet Games (Port Forwarding) =
Parameter Meaning
WAN / LAN Displays the configuration screen for Internet-side and LAN-side settings.
Wireless Displays the configuration screen for wireless settings.
Firewall Displays the configuration screen for the firewall.
Games/Apps Displays the configuration screen to open ports for games and applications.
Admin Displays the configuration screen for administration settings.
Diagnostic Displays the status of the AirStation.
Easy Setup Enables you to easily configure the AirStation’s network settings automatically.
Mode This indicates the operation mode of the AirStation.
Internet Displays Internet-side system information for the AirStation.
Check Connection Click to check if the AirStation is connected to the Internet properly.
Refresh Click to refresh the current screen.
Wireless Displays the current wireless settings.
AOSS Setup Click to display the AOSS configuration screen.
WPS Setup Click to display the WPS configuration screen.
Language Enables you to select the language you use.
Log Out Log out of Settings. If the AirStation does not communicate for 5 minutes, it will log out

automatically.
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WAN /LAN

Internet (Router Mode only)

Configure the Internet-side port.

(COTTIY vireiss | Frevsn | Games1dops | amin—|_tgnostc

Internet LAN| DHCP NATI Routing Log out
Manual
Internet Ethernet Settings 7
i@ Acquire an IP address automatically from a DHCP server . = . |E
O Use Mis address guring your jslemel side port J
Method of Acquiring IP Address Sholic IP Address Hormally, youll ¢?g,|;nctag‘:m
Subnél Mask 55,255 - % such as the intemet.
Method of Acquiring IP Address
Select one of the followin
methods to amcm {nfzmnm
i @ase asl r
Advanced Settings wg. "‘ﬁ“ -
'our line 'Dﬂ'l\ﬂ re ot
Default Gateway sure which method to d»y::o try
saleclmg' ¥ Sahl You can
DNS Name Server Add o side 1P Mhe cur:ﬁm
ress L]
Secondary. Information screen.
@ Use defaull MAC address (20:10:7TAD2.TEBC)
Internet MAC Address = Mate:
) Use this address.
« Auta line delermination ‘Eas
MTU Size of Internet Port 1500 Bytes Se‘" Bmw Ws ne
Uslﬂ such as a norrna‘l DSLW
Apply Cahleligh—s eed intarmat
connection. For ather ypes of
Intemet connections, select

Parameter Meaning

Method of Acquiring IP Specify how the WAN-side IP address is obtained.
Address

Default Gateway Configure an IP address for the default gateway.
DNS Name Server .

Address Specify an IP address for the DNS server.

You may use the default MAC address or specify one manually.
Internet MAC Address Note: Configuring an improper MAC address may make the AirStation unusable. Do not
change the MAC address unless you know what you're doing!

MTU Size of Internet Configure the MTU value of the Internet port. Values of 578 to 1500 bytes may be
Port entered.
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LAN

Configure LAN-side and DHCP

Server settings.

WAN | LAN Games | Apps Diagnostic
|_setwp | | wireless | _Firowall | Games 1Apps | Admin | Diagnostc |

Internet| LAN DHCP| NAT| Routing Log out
Manual
LAN-Side Ethernet Settings |
IP Address  192.168.11.1 : :
LAN-side P Address Configure the AirStation’s LAN
SubnetMask 255.255.256.0 - m Subnet Mask. and local
erver settings here. Unless

DHCP Server [#lEnable

192.168.11.2
DHCP IP Address Pool

snu‘me a networking expert, the
efault settings are recommended.

64
for up to Agdress(es) Note

Excluded IP Addresses: M you hawve an exsting
Al

DHCP Server Settings

Advanced Settings [ | Display

(Aery]

LAM, the
configuration must be
oo UWO':meeldw itPlease
T nere o set u) ur
AirStation on an eds%r‘l'g network.

LAN-Side IP Address

Configure the AirStation's LAN [P
Address. The default is
“ n

Parameter

Meaning

LAN-side IP Address

By default, the LAN-side IP address is 192.168.11.1 with subnet mask 255.255.255.0. You
may change it here.

DHCP Server

Enable or disable the DHCP server, which assigns LAN-side IP addresses automatically.

DHCP IP Address Pool

Configure the range of IP addresses to be assigned by the DHCP server and IP addresses
to be excluded from that range. Values from 1-256 may be entered.

Advanced Settings

Check Display to display DHCP server advanced settings options.

Lease Period

Set the effective period of an IP address assigned by the DHCP server. Up to 999 hours
may be entered.

Default Gateway Set the default gateway IP address for the DHCP server to issue to clients.
DNS Servers Set the DNS server IP address for the DHCP server to issue to clients.
WINS Server Set the WINS server IP address for the DHCP server to issue to clients.

Domain Name

Set the domain name for the DHCP server to issue to clients. You may enter up to 64
alphanumerical characters, hyphens, and periods.
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DHCP (Router Mode only)

Configure DHCP exceptions.

CTCTET s | _rrovn | Games sgps | _semn | Daonose |

Internet| LAN| DHCF NAT| Routing Log out

Manual

DHCP Lease Settings

Add Client
Add manual Ig' muss P =
assignment, delete automatic
1P Address M?i.rga"ss_miqnmenl or set
automatic assignment to manual
MAC Address Manual assignment
Assign an IP address to specified
@ address manually.

Add/Edit Client information
c t DHCP Clients
urren en This area is for adding or editing a
IP Address MAC Address Lease Period Status Customize me.
192168112 (%) SCEATOADODDE 475032 Auto IP Address

Enter an IP address for manual
* The IP address of this computer is 192.168.11.2 5: @nt.

a m
Th:%‘aul! is blank in append
mode.

[:Rm The current IP address is
displayed in edit mode The IP 18

Parameter Meaning

Enter an IP address to lease manually. The IP address should be from the same subnet as

IP Address the DHCP scope, but not be within the range that DHCP is assigning to other devices.

MAC Address Enter the MAC address of the client.

Displays information for current leases. An IP address which is leased automatically can

Current DHCP Clients be changed to manual leasing by clicking Manual Assignment.

NAT (Router Mode only)

Configure network address translation settings. This enables LAN-side devices to communicate with the Internet.

[ seuy |IIVRRN viveiss | vt | Gomes ops | amin| tgnose |

Internet LAN| DHCP| NAT Routing Log out
Manual
Hetwork Address Translation
Settings =
Address Translation Enable
Configure address translation to
Log Output of Deleted Packets [/|Enable :‘onng:l1 e Al
ternat.

Address Translation i

Parameter Meaning
Address Translation Enable to use network address translation (NAT).
:',:gkc;:‘:pm of Deleted Enable to log deleted packets (such as errors) during address translation.

14



Routing

Configure the AirStation’s IP communication route.

WAN / LAN

s | Frewat | Games)sops | _Aamn—| Dnost |

Internet| LAN| DHCP| NAT| Routing Log out
Manual
Routing Information E
Add a Route ) )
Configure Routing Information. L
IP Address
Destination Address
Subnet Mask 265.255.255.0 d Add or Edit a Route |
Gateway
Metric 5 mxaa is for adding or editing a
Destination Address
ify the destination IF address
nscpewnetwk address.
if you're entering an IP address as
SRR e
255265, sul
Routing mask.In case of entering a network
Destination Address SubnetMask Gateway Melric Operation Al sl estimalny pacilyiihe

Mo routes are registered,

Gateway

b !

Parameter

Meaning

Destination Address

Adds a destination IP address and subnet mask to a routing table.

Gateway

Adds a gateway address to a routing table.

Metric

The metric is the maximum number of router hops a packet may take on the way to its
destination address. Values between 1 and 15 may be entered. The default value is 15.

Routing

Manual entries will appear here after being added.
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WPS

WPS status and settings.

[ “seup | i ISR Frevar | comes sops | aamin | gnose |

[[GEREGEEN Basici11nig/b) § Advanced(11n/gib) [l WMM({11nig/b) Bl ==-T1 Log out

Manual

WP [Wi-Fi Protected Setup)

WPS [#IEnable WS
External Registrar Requestis rejected in AOSS Mode WPS is Wi-Fi Protected Setup

which comesponds to Windows
Connect Now-NET (WCH-NET).

g!'PS is also known as the Wi-Fi

AlrStation PIN_ 21271663 [ Generate PIN S g O ey
easily distribute wireless secu
Enroliee PIN information from an access poi
mr&atlm&m_the WPS clients.
. ) 'WPS device which registers
WPS Security Settings wireless security information is
%ﬂegi jon has an intemal
Configured 3 ion hag an intem;
WPS Status registrar built-in it, but can also
. i
evice which receives
SsiD Eulfalo-G-7EBC-1 the wireless security information
11inig/b Security WPAWPA2 mixedmode - PSK AES from the registrar is called enrollee.

i h
Encryption key  024hsecgympbm Enabled by defaul.

Parameter Meaning

WPS Enable to use WPS automatic configuration.

Enable to accept configure requests from other WPS devices.

External Registrar
X 9 Note: Configure requests will not be accepted if AOSS is in use.

Displays the PIN code of the AirStation. Clicking Generate PIN will generate a new PIN

AirStation PIN code. This code can be entered into other wireless devices that support WPS.

Enrollee PIN Enter the PIN code for the other wireless device and click OK.

Displays “configured”if all available wireless bands are configured. Displays

WPS Status ' ) . . )
“unconfigured” if at least one wireless band is unconfigured.
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AOSS

AOSS status and settings.

[ seur | vnnriae VSRR Frowet | Gamessagps | umn | Daost |

EERCEE 5asici11n/gio) [ Advanc

Current Security Information 802.11n/g/b

Encryption
Key 024hzecgympbm

Encryplion Type WEP128

S50 Buffalo-G-TEBC-3
d26beabd2605d8f5d7b1 18760
B867Tead 384024507 Heab8 1608
Key 67a99de2fe053d3d3c93aa3esf
e55ebald5d5b5dd Zbbledcb

Encryption Type WEFs4

==t Buffalo-G-TEBC4
be51642e1e
deb0TITE38
: Key INafi61ad
5339890344
[ Rendon [ KEVBase [ Roset |

ed(11n/g/b) | WMM{11n/g/b) JEETREEUDH]

Manual

ADSS (AirStation One-Touch
i Secure System)
— T
quic a
)
can see a
ADSS Settings status from this screen
Exclusive SSID for WEP 80211nign Stop v ﬂ 1
802 11nig Disabled = A.DI 55 ADSS :
Dedicated WEP SSID Isolation When this is enabled, clients connecting via WEP will be isolated %’Ex&fs wm:%:[‘:‘pgm'
from clients connecting via more secure encryplion methods. router works the same as this
AOSS Button on the AirStation Unit 7] Enable for MM.\":

ENCOVRHON. o vypaz mixedmade - PSKIAES) (Now in use) This button appears when AOSS is
emll:lad Cic hIB button to
SSD | BuflaloG7EBCA S o

\\mm: clmvn mII b.mrmm
&n msel to i.s duhl
1nlormn wall also bc rémoved.
Wireless md Mﬁlelas
Security are enabled in
Seltings when ADSS is duublou
(Sending Key) How 1o use ADSS

How 1o use ADSS:
) First

an of reboot e AirStation
and 3 wireless client that suppons

(Sending Kay) i m Wq"’ e

Hate:

o
T Oper; nnnea
indl ADSS Is

m!hmwoﬂ! state.
Up o 24 wirslsss chents may
ecied through ADSS

By default, ADSS is funcional
Bt does notindiate 3

comﬂian unilgss uam
ADSS Client Information V{NS gt
r here of on m g
of the router.
Client Information  MAC Address  Encryplion Type Wireless Sonnection * Use AirStation's System
— e e,
. y WEPGS4MWEP 128MWPA-PSK-
sc-028 b4:07 1 et38:41 THIPAWPA PSK-AES B0Z11gh  Allow nt support AQ:
EC Devices /| Not - %ﬂ:’!l’r&ﬁ smﬂngb
! . . A (=] I 'S SeCul
ADSS Devices 9c2a 70400006 B0Z11n/gid Allow iforimalion I8 SEccaded.
EC Devices | Not s
AQSS Devices Lo il L In the following cases, the setting
of wireless security is rwl
[ Edit ADSS Chent Information succesded and ums

- gﬂmklkmlﬁ]nﬂd inSSID. -

Parameter

Meaning

Initiates AOSS automatic wireless configuration. Click this, then press or click the AOSS
button on your AOSS-compatible wireless client. Repeat for additional AOSS clients.

Click this button to disconnect AOSS connections.
Note: If AOSS connections are disconnected, the SSID and encryption keys will be
restored to their last settings from before AOSS was used.

You may allow a separate SSID specifically for WEP connections. If “Disabled” is selected,

Exclusive SSID for WEP then clients will not be able to connect with WEP.

Dedicated WEP SSID Seta separatg SSID anq network segment speaﬂ.cally for WEP cpnnectlons. DeV|c.es

Isolation connected with WEP will not be able to communicate with devices connected using
AES/TKIP. All connected devices will be able to communicate with the Internet.

AOSS Button on the

AirStation Unit

Uncheck to disable the physical AOSS button on the AirStation.

Current Encryption
Information

Displays the encryption type, SSID, and encryption key configured by AOSS.
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Parameter

Meaning

Random Click to enter random values for SSID, encryption key, and other settings.

Click to return the SSID, encryption key, and other wireless settings to the values on the
KEY base .

case sticker.
Reset Click to return the SSID, encryption key, and other wireless settings to their previous

values.

AOSS Client Information

Displays AOSS clients connected to the AirStation and information of the devices which
are wirelessly communicated.

Basic

Configure basic wireless settings from here.

WPs| A0sS| Basic(11n/g/b) ELVELICLIRELTIEN RODDURRLUENS] Guest Account Log out
Manual
Basic Wireless Setting E
(11n/aig/b)
‘Wireless Channel  Auto Channel = (Current Channel: 3) E
. - You can set basic configuration
Banawicth: 20 MHz information for your wireless LAN
High Speed Mode manually here. If encryption is not
Extension Channel used, communication will be
eslabhslmd just by this basic
Broadcast SSID ] Allow setup. Enci phon is hlghl;«I
recommen:
SSID1 [#luse Wireless Channel
solation You may s a channel
= . Fuse tflw\lenr;y-at "loLyuul m:tlﬁss
\, communication. ere are er
381D A N RN S ) wireless clients near the
Erite ion, you
i interfera nc?%“a‘?ggloadﬂaranl
Authentication WPAWPAZ mixed mode - PSK +

and preferably non-overlappin
tclmnﬁgl in thg‘x‘sa Mrp' 7

Encryption  AES ~ :E'é‘:r:‘f wusng LTERTE
WPA-PSK i nel Is se ed, a vacant
(Pre-shared  seases channel is selected automatically.
s T T
5'1%%" Auto, 1-11 Channel
sspz Cluse (Defautt value - Auto channsl)
SSID Isolation Use High Speed Mode
sy @ Use AirStation's MAC address (Buffalo-G-TEBC-1) Wireless communication
Enter gmnr"vglnhf uses 20 MHz per
Encryption vr\lfh“:ilrﬂd 5 a:lscu:r;:é
WPA-PSK the chann Isplay on the wireless
(Pre-shared  [sssees Sre ahannel Jicpia on the AP
Key) The wireless client channel display
may not display the control
SSID3WEP Fluse e
$SID Isolation use e e g
S50 il :l;:kirstaﬁon's MAC address (Buffalo-G-TEBC-3) am;amglmr?;;;: —
' channel 7 is selected as the
extension channel, channel 5 is
displayed.
WEP - ; Bandwidth
encryption key . ;’gma: ﬁ;’? smhm }l-;H: or
used for wireless communication.
o Default value is 20 MHz
Extension Channel
Key Renewal Interval 60 minutes When 40 MHz has been selected
grzrsad A control chaﬂ‘;msan
@xtension channel
Parameter Meaning
. Sets a channel (a range of frequencies) for wireless connections. When “Auto Channel” is
Wireless Channel : . . - .
selected, the AirStation will automatically use the best available channel.
High-speed mode uses double the normal frequency range, 40 MHz instead of 20 MHz.
High Speed Mode In uncongested areas this can increase performance. To use high speed mode, set the

bandwidth to 40 MHz.
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Parameter

Meaning

If Allow is checked, then the AirStation will respond to SSID searches from wireless

Broadcast SSID devices by broadcasting its SSID. If Allow is unchecked, then the AirStation ignores SSID
searches from wireless devices.
The multi-security SSID 1 can use no authentication, WPA-PSK, WPA2-PSK, or WPA/WPA2-
SSID 1 . . .
mixed mode - PSK for wireless security.
The multi-security SSID 2 can use no authentication, WPA-PSK, WPA2-PSK, or WPA/WPA2-
SSID 2 . - .
mixed mode - PSK for wireless security.
SSID 3 The multi-security SSID 3 can use the WEP for wireless security.

SSID Isolation

When enabled, wireless devices connected to the AirStation can communicate only with
the Internet side, not with each other.

SSID

Set SSID using 1 - 32 alphanumeric characters.

Authentication

Specifies the authentication method used when connecting to a wireless device.

Encryption

You may use any of the following types of encryption:
No encryption

Data is transmitted without encryption. With this setting, anyone within range can
connect to your wireless network and might be able to access data on the network. Not
recommended for anyone with private data that needs to be kept secure. No encryption
can be selected only when No authentication is selected for wireless authentication.

WEP

WEP is a common encryption method supported by most devices. WEP can only be
selected when wireless authentication is set to No authentication. Note that WEP's
encryption is weak, and networks protected with WEP are not much more secure than
those with no encryption at all. Not recommended for anyone with private data that
needs to be kept secure.

AES
AES is more secure than TKIP, and faster. Use a pre-shared key to communicate with a

wireless device. AES can be selected only when WPA-PSK or WPA2-PSK is selected for
wireless authentication.

WPA-PSK (Pre-Shared
Key)

A pre-shared key or passphrase is the password for your wireless connections. There are
two different formats for a pre-shared key. Use 8 to 63 alphanumeric characters (case-
sensitive) for an ASCIl passphrase, or use 64 alphanumeric characters (0 to 9and atof,
not case-sensitive) for a hexadecimal passphrase.

Setup WEP encryption
key

A WEP encryption key (passphrase) may have any of four different formats. An

ASCII passphrase may use either 5 or 13 alphanumeric characters (case-sensitive). A
hexadecimal passphrase may use either 10 or 26 alphanumeric characters (0 to 9 and a
to f, not case-sensitive).

Key Renewal Interval

Set the update interval for the encryption key between 0 and 1440 (minutes).
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Advanced

Configure advanced wireless settings.

[ seuy | wanru [T Freven | Gamestops |_pamin | Dunosts |

WPs| Aoss| Advanced(11nigib) Guest Account| Log out
Manual
Advanced Wireless Settings :
{11n/al11niglb) :I
Multicast Rate 1Mbps ~
Specify Advanced Wireless
DTIM Period 1 Sl
Wireless Client Isolation [ Enable Multicast Rate
You can select 1, 2, 5.5, 6, 9, 11,
12, 18, 24, 36, 48, 64 Mbps.

Default Value is "1 Mbps™.

Parameter

Meaning

Multicast Rate

Set the communication speed of multi-cast packets.

DTIM Period

Set the beacon responding interval (1 -255) for which the AirStation responds to a
wireless device. This setting is effective only when power management is enabled for
the wireless device.

Wireless Client Isolation

If enabled, the wireless client isolation blocks communication between wireless devices
connected to the AirStation. Wireless devices will be able to connect to the Internet

but not with each other. Devices that are connected to the AirStation with wired
connections will still be able to connect to wireless devices normally.
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WMM

Set priorities for specific communications.

WPs| A0SS| WMM{11nigib) Guest Account| Log out
Manual
WMM Settings (11n/a/11n/g/b)
WMM-EDCA Parameters Prioritized AirStation
communication for specific
Priority Parameter transactions. Thlsﬂstgttmgs
provides some real time
ForAP For STA gommﬁﬁgtimd_mi?|\g%hdp
CWmin: improve t ity o or
e 1 1 ather stmnlqr:g protocols.
AC BKiLow)  CWmax 1023 1023 =
AIFSH: T 7
TXOP Limit: 0 0 WMM-EDCA Parameters
ForAP For STA It is usually not necessary to
CWmin. 15 15 change this value.
AC_BE{Normal) CWmac 63 1023 Priority
AFSN: 3 3 The 'Dll'tnlls ranked (Highest)s :
i : (Normal)2 : 1 for
b R e Ll
For AP For STA Parameter
CWmin; 7 7 CWmin, CWmax
CWmax 15 15 The rmaximum and minimum value
AC_VI{High) for the contention window. The
AIFSN: 1 2 contention window Is used to
control the frame collision
TXOP Limit: 94 94 avoidance system in IEEEB02.11.
Values that can be inputted: 1-
For AP For STA 32767.
CWmin: 3 3 AIFSH
i CWmax: T T Interval of the sending frame. The
AC_VO(Highest) unit defines a time-slot (similar to
AIFSH: 1 2 the window value of CWmin,
- CWrnax). Lower values define a
TXOP Limit: 47 47 higher priority as the back-off
algorithm starts earller. Values that
can be inputted: 1-15.
TXOP Limit

Parameter Meaning

You don't usually need to change these settings. Using the default settings is recommended.
Priority

The following priorities may be applied to individual transmission packets: (Highest) 8, (High) 4,
(Normal) 2, and (Low) 1. From the queue, these packets are processed in order of priority.

CWmin, CWmax

The maximum and minimum value of the contention window. The contention window is used
in the frame collision avoidance structure performed in IEEE 802.11, and generally, the smaller

WMM-EDCA the value in the window, the higher the probability that the queue obtains the right to send.

Parameters AIFSN

The interval to send frames. The unit of the AIFSN is a slot, just as the window defined by
CWmin and CWmax is. The smaller the interval of sending frames, the faster the algorithm can
restart. As a result, the priority of the queue is higher.

TXOP Limit

The period of time that the queue can use after obtaining the right to send. The unit is 32 ms.
The longer this time, the more frames can be sent per right to send. However, the queue may
interfere with other packet transmissions. If TXOP limit is set to 0 (zero), only one frame can be
sent per right to send.
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Guest Account

Configure the AirStation’s guest account.

[ seup | i [ rreven | Ganestaops | somn | Digrote |

WPS| AOSS Advanced(11n/g/b) Guest Account Log out

Manual

Guest Account Settings
Guest Account Settings

Enabling the guest account
Guest Account [FlEnable provides a separate Intemet

connection fnth visitors Ml;:_a
maintaining the security of your
Guest User Authentication Enable 56 o wireless network,
@ Auto mﬁ'”s cI:ent dewries °°"“°°.;'§§'
Guest Account LAN IP Address  — 8 guest account can conn
Manual Setting to the Intemnet. but they cannot
accass other wireless devices on
Wireless en :
= Guest account
g Cuse By default, the guest account is
S5iD (@) Use AirStation's MAC address(Guest-TEEC) disabled.
Enter | Guest User Authentication
" o I enabled, only registered users
Authentication will ba aIR d to use the ﬂleﬂ
s P — account. Register guests below.
Encryption lo encrypt The maximum connection time for
uest users is 24 hours. After 24
ours have passed. the guest must
be reauthonzed.
If authenticated wireless client
Show Guests devices are disconnected,
hlea\nhfr'_\lhcatulon is required after 1
Usemame Connection MAC Address Connection Status  Operation our(s) has elapsed.
ES Disal by uaﬁﬁf
Edit Guast User Guest Account LAN IP Address
Refresh This sets the LAN IP address for
J guest account.

Parameter Meaning

Guest Account This sets whether the guest account is enabled.

Guest Us'er . This sets whether authentication is performed for users who use the guest account.
Authentication

Guest Account LANIP This sets the LAN-side IP address for the guest account.

Address

Guest Account DHCP This sets whether IP addresses are automatically assigned for devices connected to the
Server guest account.

11n/g/b This sets 11n/g/b for the guest account.

SSID This sets the SSID for the guest account.

Authentication This sets whether wireless authentication is performed for the guest account.
Encryption This sets the wireless encryption system for the guest account.

:ivel::)‘-PSK (Pre-shared This sets the wireless encryption key for the guest account.

Edit Guest User Click to register a user who is using the guest account.

Username This sets the name of the user using the guest account.

Password This sets the password of the user using the guest account.
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Guest User Settings

To enable guest users, configure the AirStation with the settings below, then click Apply.
Guest Account: Enabled
Guest User Authentication: Disabled
Guest Account LAN IP Address: Auto
SSID: Guest
Authentication: No authentication
Encryption: No encryption

Notes:

Wireless clients connected to the guest SSID can connect to the Internet only. Communication with other devices
on the LAN is not allowed.

To allow only registered guests to connect, enable guest user authentication, click Edit Guest User, and register the
user.

23



Firewall (Router Mode only)

Configure the AirStation’s firewall.

e | v | vroess ST Gomes ops | amin | oragone

Firewall VPN Pass!hrougn] Log out
Manual
Firewall
Log Output 7] Enabi =
SRS e Limtsthetype of packets allowed =
5 belwserll niemet and
knts reach the
Enable Basic Rules Number of Packets Alrsmon l firewall evaluates
als, and forwards pacl
[l Prohibit NET and Microsoft-DS routing o that don't match any filter to thelr
& destination. The f;r(awalfl“bloa:ts
| Reject ident requests o unnecessary packets from the
WAN side and prevents leaki
@  Blockping from Internet 0 i;cum information from the
Log Output

Checkiﬁ this box will record .

Parameter Meaning

Log Output Enable to output a log of firewall activity.

Enable to use any of the quick filters. Preconfigured quick filters include:

Prohibit NBT and Microsoft-DS routing

Enabling this blocks communication using these protocols from the WAN side to the
LAN side or from the LAN side to the Internet. You can configure this with PPPoE if you

select Use PPPoE Client or Use IP Unnumbered from the method of acquiring IP address, or
if Easy Setup identified a PPPoE connection during setup.

Reject ident requests

Enabling this option will answer ident requests from the Internet side with
corresponding rejection packets. Enable this option if you experienced slow transfer
speeds for network applications such as mail, FTP or web browsing. If you have
configured transfer of ident requests to the LAN side computer in the address
translation settings (DMZ or TCP port 113), then that setting has higher priority and
overrides this setting.

Basic Rules

Block ping from Internet

If this is enabled, the AirStation will not respond to pings from the WAN side. You can
configure this with PPPoE if you select Use PPPoE Client or Use IP Unnumbered from the
method of acquiring IP address, or if Easy Setup identified a PPPoE connection during
setup.
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VPN Passthrough (Router Mode only)

Configure IPv6 passthrough, PPPoE passthrough, and PPTP passthrough.

Firewall| VPN Passthrough Log out
Manual
VPN Passthrough J
IPVE Passthrough [T Enable Specify VPN passthrough settings.
PPTP Passthrough [ Enatle IPv6 Passthrough
Salar.:| \uhethr?;l:dlase IPvE.
ssthro ress
tpr.;aslalinl':lg. The default setting is
disabled

Parameter Meaning
IPv6 Passthrough Enable to use IPv6 passthrough for address translation.
PPTP Passthrough Enable to use PPTP passthrough for address translation.
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Games / Apps (Router Mode only)

Port Forwarding (Router Mode only)

Configure port translation.

Port Forwarding DMZ UPnP| Log out
Manual
Port Forwarding
Forward a Port g d appicat
ome games and a ions
forwarding. Thi =
Group New Group ~  Group Name: ﬁ"".’&,‘m set port mlng.rdngrhaga
- — - Up to 32 rules can be registered.
Internet-side IP AirStation's Intemet-side IP Address =
Address Manual IP Address:
& A Forward a Port
Oicup You can add a new port to forward
~ or edit an existing entry.
Protocol ©)Manual  Protocol Number:
Group
Set TCP port manually ~ Specification .
@ TCRIUDP Mathod You can give a name (group name)
- to a rule group and manage them
Port Number. together.
= ‘You can tum a of rules on or
LAN-side IP 192.168.11.2 off You can alss edt or delete
Address. Wdual E;_lles iy
. en making rules,
LAN-side Port TCPMUDP Port select a group from tgw
or add a new group rE a
Add\ name into the mup fiel
[ Group name may have up to 16
alphanumeric characters.
. Memo
Forwarded Ports mﬁﬁ{."#." l;luamemlls 2 Bk
S o,
Internet-side IP Address Protocol up02) is given automatica
Gi i A Customize
LAN-side IP Address LAN-side Port
- WAN-Side IP address
AirStation's Internet-side IP Address TCP Por:909 Specify the P address to forward
Group0l o5 168112 TCP Port90a [oFF ] @ %rlr:m“y En;:.l;[b:n Egud;:r; -
highly recommend using
AurStation’s Intemet-side [P a2
Parameter Meaning

Specify a group name for a new rule to belong to. Select New Group and enter the new
Group group name in the group name field to create a new group. A group name can include
up to 16 alphanumeric characters.

Internet-side IP Address | Enter the Internet-side IP address (before translation) for the port translation table entry.

Protocol Select the Internet-side protocol (before translation) for the port translation table entry.

LAN-side IP Address Enter the LAN-side IP address (after translation) for the port translation table entry.

LAN-side Port Select the LAN-side (after translation) port number (1 - 65535) for the port translation
table entry.

Forwarded Ports Displays current entries in the port translation table.
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DMZ (Router Mode only)

Configure a destination for packets that don’t have a LAN-side destination.

Port Forwarding| DMZ UPnP| k‘c‘;gnszll
DMZ Settings -
IP Address of DMZ e —— 3
* The IP address of this computer is 192.168.11.2. f;m Ig&ﬂ:ﬁﬁnmm
[Aeety] Sanslorad \Whan an I audees s
entered for the DMZ, it becomes
Parameter Meaning
Enter the IP address of the destination to which packets which are not routed by a port
IP Address of DMZ translation table are forwarded.
Note: RIP protocol packets (UDP port number 520) will not be forwarded.

UPnP (Router Mode only)

Configure UPnP (universal plug and play).

Port Forwarding | DMZ| ‘UPnP Log out
Manual
UPnP Settings ﬂ
UPnP [ ¥|Enable mmmm;‘d P'm
al network 1ons
i St o
disabled, you will have to manually .
Parameter Meaning
UPnP Enable or disable universal plug and play (UPnP) functionality.
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Name

Configure AirStation name.

Name Password| Time and Date| NTP| Access| Syslog Settings] Save/Restore Log out
Manual

Initialize/Restart| Update

AirStation Name |

AirStation Name AP2010TADZTEBC AirStation Name
Assign a name to the AirStation.

The AirStation name.mai include -

Parameter Meaning

Enter a name for the AirStation. Names may include up to 64 alphanumeric characters

AirStation Name and hyphens (-).

Password

Configure the password to log in Settings.

Name | Password Time and Date NTP| Access| Syslog Settings| Save/Restore Log out
Initialize/Restart| Update Manual

Administrator Password
" Settings =
Admin Name admin (fixed) j
Ty Admin Name
AT TIREEETET enee (Confirm) Im"a;;ln username cannot be
Admin Password
Configure the administrator =
Parameter Meaning
Admin Name The name of the administrator account is “admin”.

The administrator password may contain up to 8 alphanumeric characters and

Admin Password
underscores ().




Time/Date

Configure the AirStation’s internal clock.

WAN/LAN | Wireless Y Admin

Name| Password| Time and Date N‘I‘P| a:cess] Syslog Senings] SaveIResmre| Log out
Initialize/Restart| Update Manual
Time and Date -
MNTP is enabled. Changes made to time and date settings may be E
overwritten by the NTP server when it syncs. Set the AirStation’s internal clock.
Date 2010 year 1 Month 1 Day Note:
LocalTime 0  Hour 27  Minute 27 Seconds Tasetto e dersunsomng
- = Hnmnw::walli Ia:}m -
Time Zone  (GMT+00:00) Greenwich Mean Time, London - m"“‘“"mam““?mmm g
acting it to avaTP mo:ﬁd
[Apply | [ Refresh | | Get Current Time from Your PC | %gmr’asgm“mm
Parameter Meaning
Date Configure the date of the AirStation’s internal clock.
Local Time Configure the time of the AirStation’s internal clock.
Time Zone Specify the time zone (offset of Greenwich mean time) of the AirStation’s internal clock.

NTP

Configure an NTP server to automatically synchronize the AirStation’s internal clock.

Name | Password| Time and Date| NTP Access| Syslog Setlings| Save/Restore Log out
Initialize/Restart| Update Manual
NTP
NTP 7 -
EEnanie The AirStation can automatically ‘
NTP Server time.nist.gov set and update the time
accessing a NTP Time
Update Interval 24 o Frotacol) server.
NTP Functionality
[ﬁpply] Enable to use an NTP server.

Parameter Meaning

NTP Enable to use an NTP server. Enabled by default.

Enter the name of the NTP server as a hostname, hostname with domain name, or IP

NTP Server address. Up to 255 alphanumeric characters, hyphens (-), and underscores (_) may be
used. The default is “time.nist.gov".
How often shall the AirStation check the NTP server for the correct time? Intervals of 1 -
Update Interval

24 hours may be set. The default is 24 hours.
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Access

Restrict access to Settings.

Log Output [“]Enable

Enable Management Access

B Prohibit configuration from wireless LAN 0

Internet-side Remote Access

Enable Management Access

[l Permit configuration from the wired WAN

Name | Password| Time and Date| NTP rm— Syslog Settings | Save/Restore
Initialize/Restart| Update

Games [ Apps [T Diagnostic
Log out
Manual

Management Access

You can enable limitations to
nt other PCs from chanynﬁ

e AirStation's settings. Note that
checlunﬁ all of these boxes at
once will make it impossible to
change the AirStation’s setti
until it is restored to its defaul
settings.

Number of Packets

Log Output
Checking this box will record
M Access” i i

to alog.

Prohibit configuration from

Parameter Meaning
Log Output Enabling outputs a log of changes to access settings.
Prohibit configuration If enabled, prevents access to Settings from wirelessly connected devices (only wired
from wireless LAN devices may configure).
Permit 'conflguratlon If enabled, allows access to Settings from network devices on the Internet side.
from wired WAN

. Displayed only if Internet-side configuration is enabled. Enter the IP address of a device
Permitted IP Address that is permitted to configure the AirStation remotely from the WAN (Internet) side.

. Displayed only if Internet-side configuration is enabled. Set a port number (1 - 65535) to
Permitted Port configure the AirStation from the WAN (Internet) side.

Syslog Settings

Transfer the AirStation’s logs to a syslog server.

Transfer Logs [|Enable

Name | Password| Time and Date| NTP |Ac:ess| Syslog Settings Save/Restore
Initialize/Restart| Update

m Games /Apps L. Diagnostic

Log out
Manual
Syslog Setup

Transfers the AirStation’s logs to a

Syslog Server syslog server.
[¥] Address Translation  [¥] Firewall Transfer Logs
[¥| DHCP Client [¥ DHCP Server Enable to have the AirStation
tr
- @ A0sS @ Wireless ransmit logs to a Syslog server.
¥ Authentication [¥] Setting Changes Syslog Server
£l v 5 the neme of !ﬁ
[¥] System Boot [¥INTP Clignt Sep:nat:rlgf
& wired mﬂpr;ldarnam orcI.I:’ a:éltrass iyple
r 4 anumenc characters, y ns
Apply be u:
L] ‘M‘ Clear Al Ths S Ilr)\g sew"ﬁn:m shntld not
start or end with a hyphen ' or -
Parameter Meaning

Transfer Logs

Enable to send logs to a syslog server.

Syslog Server

Identify the syslog server by hostname, hostname with domain name, or IP address. You
may enter up to 255 alphanumeric characters, hyphens (-) and periods (.).

Logs

Choose which logs will be transferred to the syslog server.
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Save/Restore

Save AirStation settings as a file and restore from them later.

Name | Password| Time and Date NTP| A:cess] Syslog Settings [ Save/Restore Log out
Initialize/Restart| Update Manual

Save/Restore AirStation

Settings E
Back Up Settings 220K UP i ;
"] Encryptthe configuration file with a password 5 Current Settings
You may save the current
configuration of the AirStation to a
backup file on the PC.
Backup File Browse... Hote:
Restore Settings -Rw:ua The AirStation will not be abla to
- § restore configurations from the
[7] Open file with password saved file if it was created with a
Iater version of the firmware than
you are currently running, or =
Parameter Meaning

Clicking Back Up will save the current configuration of the AirStation to a file. If the
Back Up Settings Encrypt the configuration file with a password option is checked, then the configuration
file will be password protected with the password.

Restore the configuration of the AirStation from a saved configuration file by clicking
Restore Settings Browse..., navigating to the configuration file, and clicking Restore. If the configuration

file was password protected, then put a check next to Open file with password, enter the
password, and click Restore.

Initialize/Restart

Initialize or restart the AirStation.

Name | Password| Time and Date NTP| a:cess] Syslog Settings| Save/Restore Log out

Initialize/Restart Update Manual
Initialize/Restart

This reboots your AirStation

Restart Restart o

This reboots your AirStation.
Note:
e This willrestore your AirStation to the factory default settings. mﬁnn?\e‘?‘“ resetthe cockio its

Parameter Meaning
Restart Click Restart Now to restart the AirStation.
Initialize Click Initialize Now to initialize and restart the AirStation.
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Update

Update the AirStation’s firmware.

Name] Password| Time and Date| NTP| Access| Syslog 5ettir|gs| Save!Resmre] Log out
Initialize/Restart| Update

Manual

Firmware Update

FIMWAME. 0 300 Ver 1.00(R2.72183.00)

Version Update the AirStation’s firmware. 3
Update  ® Selectafile on your PC Firmware Version
Method & sutomatic update Dismlp firmware version of b
the ion.
Firmware
File Update Method
Name F'Iemsol‘ocl firmware update
method
Specify Local File
Get updated firmware files from the link below: Uipctabe the Brmmware with a flle
Buffalo G THRE:
Auto Update Online

Parameter Meaning
Firmware Version Displays the current firmware version of the AirStation.

Select a file on your PC updates from a firmware update file that you've downloaded to
Update Method your computer. Automatic update will search the Internet for updated firmware and

update your firmware automatically when new firmware is available.

Click Browse... to navigate to the firmware file on your computer if Select a file on your PC
Firmware File Name was selected. You don't need to specify the firmware location if you're using Automatic
update. Click Update Firmware to update the firmware.
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Diagnostic

System Info

View system information for the AirStation.

“seup | waniLaw | roes |

System Info Logs] Packet Inf0| Client Moniwr| Log out
Ping Manual
System Information
Model WHR-300 Ver.1.00{R2.72/83.00) Display the AirStation's main
settings.
AirStation Name AP2010TAD2TEBC E
Mode Router mode Model =
Displays the model name and
Method of Acauifing Al b
IP Address
AirStation Name
Displays the AirStation's
Internet Connection Status Not Connected i)
Operation Operational Mode
Displays the cumrent mode of
operation.
Wired Link Disconnected Internet
1P Address 192.168.11.1 e
e Subnet Mask 255.255.255.0
DHCP Sanver Enabled Method of Acquiring IP Address
MAC Address 20110:7ADZTEBC Acquiring an Internet IP address.
Wireless Status Enabled Name of the Connection
The name of the PPFoE
ssiD1 Buffalo-G-7EBC gﬂ:;.‘,‘,’;’.";,‘l“d"“ i
WPAMWPAZ mixed mode - PSK
Encryption HES ‘Connection Status
Dllastﬂlm the current WAN-side
ssID2 Buffalo-G-TEBC-1 sias.
Wireless(802 11n/g/b) Authentication ADSS WPAMWPAZ mixedmods - PSK Operational Mode
Encryption AQSS AES The Operational Mode will show i
any DHCP or PPPOE configuration
is active. If DHCP is in use, the
Broadcast SSID Enabled foll(mina commands can be
Wireless Clignt Isolation Disabled eaecuted.
‘Release” Releases the IP
Wireless Channel 4(Auto) e assigned by the
High Speed Mode 20 MHz DHCP server.
MAC Address 20:10:7TADZTEBC + ‘Renew: Renews the IP
’ address from the DHCP
Guest Account Guest Account Disabled Server.
The following commands can be
exsculed when using PPPGE.
= ‘Start: Start connecling to a
PPPOE Sarver from idle/siop. A

Parameter

Meaning

Model

Displays the product name of the AirStation and the firmware version.

AirStation Name

Displays the name of the AirStation.

Mode

Displays the AirStation’s current operational mode.

Internet Displays the status of the Internet port.
LAN Displays the status of the LAN port.
Wireless Displays the wireless status.

Guest Account Displays the status of the Guest Account.
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Logs

The AirStation’s logs are recorded here.

_System Info| Logs Packetinfo| Client Log out
Ping Manual
- -
[ Address Transiation V] Firewall oi orded &
[9] DHCP Client 9] DHCP Server e 3
Displa [¥] noss [¥] wireless Client The oldest information is
yLogs [¥] authentication [¥] Setting Changes WU
[¥] System Boot [#INTP Client Display log info
[¥] wired Select the types of information that
should be Iaqgod I_I?“Ilhe AirStation.
[ Display | [ Select Al | [ Clear Al | e
« Address Translation
Logs « Firewall(includes discarded IP
Masquerade packels)
+ DHp Clent
(WAN Side)
=R NP [Foe « DHCP Server(LAN Side)
Jan 100:05:36 DHCFPS Sending INFORM to 0.0.0.0 « ADSS
Jan 1000536 DHCPS Received INFORM... = Wireless Client(Star/stop and
Jan 100:00:36 DHCPS Sending INFORM to 0.0.0.0 - LMLz 0 -
Parameter Meaning
Display Logs Choose the types of logs to display.
Logs Displays the log information recorded in the AirStation.

Packet Info

View packet transfer information.

m WAN / LAN Wireless m Games | Apps m Diagnostic

System Iinfo| Logs| Packetinfo Client Monitor Log out

Pin: Manual
Packet Traffic Information

Interface Seil

Nomal Erors Nommal  Erors e totaln Smbers of e kot sencll |
Wired Internet 0 0 0 0 well as the emors sending and N
receiving, are displayed.
Wireless LAN (802.11n/g/b) 5173 0 9709 0
Refresh
R
when this button is clicked. -
Parameter Meaning
Sent Displays the number of packets sent to the WAN, the LAN, and the wireless LAN.
Received Displays the number of packets received from the WAN, the LAN, and the wireless LAN.
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Client Monitor

This screen shows devices that are connected to the AirStation.

System Info| Logs| Packetinfo| Client Monitor Log out
Pin Manual
-
Client Monitor =
Lease IP Communication Wireless
MAC Address Address Hostname: Method Authentication 802.11n Displays the LAN-side clients
5) that are accessing the
9C:2AT04D000:D6 192.168.11.2 bulalo_pc  Wireless Authenticated Enabled i i0n.
Rafresh The following information is
- displayed:
Parameter Meaning

Client Monitor

Displays information (MAC address, lease IP address, hostname, communication

method, wireless authentication and 802.11n) for devices that are connected to the
AirStation.

Ping

A ping test checks whether the AirStation can communicate with a specific network device.

System Info| Logs| PacketInfo| Client Monitor| Log out
Ping Manual
Ping -
[EETE A Ping test can be performed from
the AirStation. With a ping test,
you can determine whether the
irStation can communicate with a
Result specific natwork device.
Destination Address
Destination ot entered
e Enter the network IP address that
Result Not executed ing:

Y80 et Sor -9
www. buffalotech.com.

Parameter Meaning
s Enter the IP address or hostname of the device that you are testing communication with,
Destination Address . . .
then click Execute. The result will be displayed below.
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Chapter 4 - Connect to a Wireless Network

Automatic Secure Setup (AOSS / WPS)

AOSS and WPS are systems that enable you to automatically configure wireless LAN settings. Just pressing the buttons
will connect wireless devices and complete security settings. Use them to automatically connect wireless devices,
computers, or game machines which support AOSS or WPS.

)

AOSS"

AOSS (AirStation One-Touch Secure System) is technology developed by Buffalo. WPS was created by the Wi-Fi Alliance.

« Before using AOSS or WPS to connect the Buffalo wireless client to the computer, download Client Manager or AOSS
Assistant from the Buffalo website and install it.

. Buffalo’s Client Manager software can be used with the wireless LAN devices built into your computer. However, it is
not guaranteed to work with all wireless LAN devices available.

36



Windows 8, Windows 7 or Windows Vista (Client Manager V)

If you are using Windows 8, Windows 7 or Windows Vista, use Client Manager V to connect wirelessly with AOSS or WPS.

1 Launch Client Manager V.

2 Click Create Profile.

BUFFALOD
Client Manager V Ver 144

Connection [ (Disconnected) - ]

Transmission -—
Create Profile

TX Advance Setup

Signal

3 If the “User Account Control” screen opens, click Yes or Continue.

4  Ciick wps AOsS.

'\J Ei Create profile
Perform setup of wireless connection to the AirStation
Wireless Adapter BUFFALO WLI-UC-G300N -
Select the Setup Method
Automatic Secure Setup
Perform connection and security configuration automatically, % ((i®i))
wi AOSS”
Advanced Setup
Selecta Network Name (SSID) or enter the SSID,
then connect manually. p
Otherwise connect with WPS-PIN method.
Option (Expert only) Client Manager V Ver1.4.4 BUFFALH

When the wireless LED on the front of the AirStation stops flashing and glows steadily, the connection is ready to use.
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Windows XP (Client Manager 3)

If you are using Windows XP, use Client Manager 3 to connect wirelessly with AOSS or WPS.

1 Right-click the '?T icon in the system tray and select Profile.

2 Click WPS AOSS.

Status Q_ scan [E]  Profiles
AirStation e

Create profile and display priority level.

Profile Name

D Yoo NEwed e

4

It will take several seconds for your wireless connection to be configured. When the wireless LED on the front of the
AirStation stops flashing and glows steadily, the connection is ready to use.

Mac OS (AOSS Assistant)

If you are using OS X 10.8, 10.7, 10.6, 10.5 or 10.4, use AOSS Assistant to connect wirelessly with AOSS.
T Download AOSS Assistant from Buffalo's website.

2 Open the AOSS Assistant software. Click Agree to proceed.
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3 Click Start AOSS.

A0 AOSS Assi

First of all
Welcome to the ADSS Assistant.

This application helps you to set up a wireless LAN connection using ADSS between this
Mac and the AirStation. Security (encryption) settings are also made automatically.

Before starting, make sure your AirStation is turned on and within range of this Mac.
If this Mac is already connected by an Ethernet (LAN) cable, please unplug the cable.

(@

AOSS"

Click "Start ADSS" to begin.

You must enter the admini: name and d for this Mac.

—
Start AOSS )

4 Enter the Mac’s username and password and click OK.

— Type your password to allow AOSS6 to make
& & changes.

S

Name: BUFFALO

Password: ssssssssss ]

b Details

@ (Ganeel) @06

It will take several seconds for your wireless connection to be configured. When the wireless LED on the front of the
AirStation stops flashing and glows steadily, the connection is ready to use.

Other Devices (e.g. Game Console)

If you are using a game machine which supports AOSS or WPS, refer to that device’s manual to initiate AOSS or WPS.
When instructed, hold down the AOSS button on the AirStation for 1 second.

When the wireless LED on the front of the AirStation stops flashing and glows steadily, the connection is ready to use.
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Manual Setup

You can also connect to the AirStation without installing Client Manager V or Client Manager 3 by using the utility built-
in to the operating system. The procedure varies depending on which operating system you are using.

Windows 8 (WLAN AutoConfig)

With Windows 8, use WLAN AutoConfig to connect to the AirStation.

1 Switch Windows 8 to desktop mode.

2 Click the network icon ﬂ in the system tray.

3 Select the target AirStation’s name and click Connect. If you will be connecting to this device again, check Connect
automatically.

Networks

Wi-Fi
BUFFALO-123456(Manual)_A aill

BUFFALO-123456(Manual)_G il

Connect automatically

BUFFALO-123456(Manual)_G-1 aill

4 Enter the encryption key and click Next.
(© Networks

BUFFALO-123456(Manual)_G all

Enter the network security key
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5 Click No, don't turn on sharing or connect to devices.

(© Networks

BUFFALO-123456(Manual)_G all

Do you want to turn on sharing
between PCs and connect to devices
on this network?

Yes, turn on sharing and connect
to devices
For home or v

Windows 7 (WLAN AutoConfig)

With Windows 7, use WLAN AutoConfig to connect to the AirStation.

1 Click the network icon d in the system tray.

2 Select the target AirStation and click Connect. If you will be connecting to this device in the future, checking
Connect automatically is recommended.

Currently connected to:

11 Network
2. Internet access

m

Wireless Network Connection ~
manual_G 1.1_“_
V| Connect automatically
WAP-G oL

0018E76A1EGE

"

MName: 0018E76A1EGE
Signal Strength: Fair
Open Network an Security Type: WPA2-PSK
Radio Type: 802.11n

001D7390E9F2
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3 Enter the encryption key and click OK.
r@ Connect to a Network M

Type the network security key

Security key:

[ Hide characters

You can also connect by pushing the
button on the router.
v

Windows Vista (WLAN AutoConfig)

With Vista, use WLAN AutoConfig to connect to the AirStation.

1 Right-click the wireless network icon in the system tray.
2 Click Connect to a network.

3 When this screen is displayed, select your network and click Connect.

=lEE=

(&) Lg\" Cennect to a network

Select a network to connect to

o : iy- : '
& 001073899104 Security-enabled network !51!5 i

&' 001073299104 Security-enabled network dﬂ!

Set up a connecticn or netwerk
Open Metwork and Sharing Center

Connect l Cancel
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If the screen below is displayed, click | want to enter the network key or passphrase instead.

Otherwise,go to step 4.

Press the configuration button on your access point

Press the cenfiguration button on the
access point before continuing.

I can't find the configuration butten.
Lwant to enter the network key or passphrase instead

Enter the PIN for BUFFALO INC. WHR-G300N on 001D73B8991D4

‘You can find this PIN displayed on the BUFFALO INC. WHR -G300N.

PIN:

|| Display characters

I den't have the PIN,
Lwant to enter the network key or passphrase instead

(et [ conce |
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4 Enter the encryption key and click Connect.

=lEE=

@ % Connect to a network

Type the network security key or passphrase for 001D738991D4

The person who setup the network can give you the key or passphrase.

Security key or passphrase:

|| Display characters

s Iyouhave a USE flash drive with network settings for (01073899104, insert it now.

Connect Cancel

Step through the wizard to finish configuration.

If the “Set Network Location” screen is displayed, select Home, Work, or Public location depending on where you're using
the AirStation.

Windows XP (Wireless Zero Configuration)

Windows XP includes Wireless Zero Config, a built-in utility to connect to your AirStation.

Note: If Client Manager 3 is installed on your computer, Wireless Zero Config is disabled. Uninstall Client Manager 3
to use Wireless Zero Config, or just use Client Manager 3 to connect to the AirStation.

)
1 Right-click the image wireless network icon ﬂ in the system tray.

2 Click View Available Wireless Networks.
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3

4

Select the network to connect to and click Connect.

") Wireless Network Connection

Network Tadka Choose a wireless network

ﬁ Refresh network list Click an item in the list below to connect to a wireless network in range or to get more

information
<2 Setup a wireless network 001073899104
for a home or small office

Related Tasks

i) Learn about wireless
networking

Change the order of
preferred netwoarks ([i))

p Change advanced '’ Security-enabled wireless network
sattings

will

The network '001D73899104' requires a network key (also called a WEP key or WP key),
A network key helps prevent unknown intruders from connecting to this netwark,

Type the key, and then click Connect.

Mebwork key: | |

Confirm network key: | |

L Conneck J [ Cancel ]

It will take several seconds for configuration to complete.
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Mac OS (Wi-Fi)

Use Wi-Fi on a Mac to connect to the AirStation.
Note: In Mac OS 10.6 and earlier, “Wi-Fi” appears as “AirPort”.

1 Clickthe * iconin the top section of the screen and select Turn Wi-Fi On.
R Gr o2 2337 Q
Wi-Fi: Off

Turn Wi-Fi On

Open Network Preferences...

2 Find the SSID from step 1 on the list. Click it to highlight it.

hi G029 23:38 Q
Wi-Fi: On
Turn Wi-Fi Off

No network selected
BUFFALO-010175 a8
BUFFALO-6400A5 a

BUFFALO-0OF13F1 8=

)] 1) 4)

3 Enter your encryption key in the password field, check Remember this network, and click Join.

The Wi-Fi network “BUFFALO-0F13F1” requires a
— WPA2 password.

Pas;word;lu..u.uuu !

|| Show password
[2] Remember this network

Cance

It will take several seconds for configuration to complete.
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Chapter 5 - Troubleshooting

Cannot Access Settings.

« See chapter 3 for instructions to open Settings.

+ Enter the correct username and password to log in to Settings. If you are using AirStation with factory default
settings, enter “admin” for the username and “password” for the password.

« Verify that your web browser is not set to use proxies.
+ Make sure that your computer is configured to “obtain an IP address automatically from DHCP”.

+ Restart your AirStation.

Cannot Connect to the Network Wirelessly.

«  Configure your wireless client with the same SSID, encryption type, and encryption key as set on the AirStation.
The factory defaults are:
SSID (11n/g/b) - Buffalo-G-XXXX (the last 4 digits of the AirStation’s MAC address).
Encryption Type - WPA2 - PSK AES, or none.
Encryption Key - Printed on the label.
Note: For details, refer to the label.
+ Place your AirStation and wireless devices 2 - 10 feet apart.

+ Restart your AirStation.

Forgot AirStation’s SSID, Encryption Key, or Password.

Hold down the reset button on the base of your AirStation for 3 seconds to initialize its settings. All settings, including
your password, SSID, and encryption key will be initialized to their defaults.

With the AirStation powered on, hold down this button for 3 seconds to return it to factory default settings.
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How to Configure TCP/IP

Windows 8

To configure TCP/IP in Windows 8, follow the procedure below.

Open Control Panel.

Click Network and Internet.

Click Network and Sharing Center.

Click Change Adapter Settings on the left side menu.

Right-click the network adapter, then click Properties.

If the “User Account Control” screen opens, click Yes or Continue.

Select Internet Protocol Version 4 (TCP/IPv4) then click Properties.

0 N O U1 A W N =

To have DHCP set your IP address settings automatically, check Obtain an IP address automatically and Obtain DNS
server address automatically.

Alternately, you can configure the settings manually. Example:

If the router’s IP address is 192.168.11.1,

IP address: 192.168.11.80

Subnet mask: 255.255.255.0

Default gateway: 192.168.11.1

Preferred DNS server: 192.168.11.1

Alternate DNS server: blank

9 cCiickoxk.
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Windows 7

To configure TCP/IP in Windows 7, follow the procedure below.

Open Control Panel.

Click Network and Sharing Center.

Click Change Adapter Settings on the left side menu.

Right-click the network adapter, then click Properties.

If the “User Account Control” screen opens, click Yes or Continue.

Select Internet Protocol Version 4 (TCP/IPv4) then click Properties.

NSO 1 A W N =

To have DHCP set your IP address settings automatically, check Obtain an IP address automatically and Obtain DNS
server address automatically.

Alternately, you can configure the settings manually. Example:

If the router’s IP address is 192.168.11.1,

IP address: 192.168.11.80

Subnet mask: 255.255.255.0

Default gateway: 192.168.11.1

Preferred DNS server: 192.168.11.1

Alternate DNS server: blank

8 dikoxk
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Windows Vista

To configure TCP/IP in Windows Vista, follow the procedure below.
Open Control Panel.

Click Network and Sharing Center.

Click Manage network connections on the left side menu.
Right-click the network adapter, then click Properties.

If the “User Account Control” screen opens, click Yes or Continue.

Select Internet Protocol Version 4 (TCP/IPv4) then click Properties.

NGO L1 A W N =

To have DHCP set your IP address settings automatically, check Obtain an IP address automatically and Obtain DNS
server address automatically.

Alternately, you can configure the settings manually. Example:

If the router’s IP address is 192.168.11.1,

IP address: 192.168.11.80

Subnet mask: 255.255.255.0

Default gateway: 192.168.11.1

Preferred DNS server: 192.168.11.1

Alternate DNS server: blank

8 dikoxk
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Windows XP

To configure TCP/IP in Windows XP, follow the procedure below.

1

vi b W N

Open Control Panel.

Double-click Network.

Right-click the network adapter, then click Properties.
Select Internet Protocol (TCP/IP) then click Properties.

To have DHCP set your IP address settings automatically, check Obtain an IP address automatically and Obtain DNS
server address automatically.

Alternately, you can configure the settings manually. Example:

If the router’s IP address is 192.168.11.1,

IP address: 192.168.11.80

Subnet mask: 255.255.255.0

Default gateway: 192.168.11.1

Preferred DNS server: 192.168.11.1

Alternate DNS server: blank

Click OK.

Mac OS

To configure TCP/IP in Mac OS, follow the procedure below.

1

2
3
4

Click Apple menu > System Preferences....
Click Network.
Click the network adapter.

To have DHCP set your IP address settings automatically, select Using DHCP in the “Configure IPv4” field.
Alternately, you can configure the settings manually. Example:

If the router’s IP address is 192.168.11.1,

IP address: 192.168.11.80

Subnet mask: 255.255.255.0

Default gateway: 192.168.11.1

Preferred DNS server: 192.168.11.1

Alternate DNS server: blank

Click Apply.
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Other Tips

Issue:
| reset my wireless router to factory settings and forgot how to log in to Settings.
Answer:

Open your browser, enter 192.168.11.1 as the browser address, and hit the enter key. You will be prompted to log in.
Enter “admin”for the username and “password” for the password. Click OK to log in. The option to reset your password
will be available on the first page.

Issue:
How do | forward ports on my wireless router for my gaming console?
Answer:

Log in Settings and navigate to Internet Games (Port Forwarding) on Setup page. Enter the port that needs to be
forwarded and the IP address of the gaming console.

Issue:
How do | enable or modify security encryption settings on the wireless router?
Answer:

Log in Settings and navigate to Wireless Encryption on Setup page. Buffalo recommends the use of WPA2-PSK AES for
wireless encryption. The passphrase or key should be at least 8 characters in length.

Issue:
How do | change my wireless router’s broadcasted network name (SSID)?
Answer:

Log in Settings and navigate to Wireless - Basic. Find the SSID setting. Select Use and enter the new name for your
network. Click Apply. Once the wireless router has rebooted, you will need reconnect any wireless clients to the
AirStation using the new network name. The encryption key will still be the same.

Issue:
What can | do if my wireless connection drops randomly or seems slow?
Answer:

There are many environmental factors that may cause this. First, ensure the issue is not range related by moving the
wireless router and the client device closer together. If the connection drops continue, then range is probably not the
issue.

Other 2.4 GHz devices such as microwaves, other wireless networks, and 2.4 GHz wireless phones may impact
performance. Try a different wireless channel for your wireless router. Log in Settings and navigate to Basic Wireless
Setup on Setup page. Wireless channels from 1 - 11 may be selected. Try “Auto Channel” option if available. Otherwise,
manually select an alternate channel and click Apply.

Issue:

Though | am able to successfully make a connection with my wireless router, | am unable to access the Internet with my
web browser.

Answer:

First, press the router button on the AirStation to switch to router mode. The router LED on the AirStation turns on,

and after about one minute, turn off the cable or DSL modem, AirStation, and your computer. Verify that the modem

is connected to the Internet port on the AirStation with a Ethernet cable. Power on the modem and wait one minute.
Power on the wireless router and wait another minute. Power on the computer. Open a browser on the computer and
navigate to a familiar website to verify whether the Internet connection is functioning normally.

If after these steps, an Internet connection is still unavailable, power off the cable or DSL modem and computer again
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and directly connect your computer to the cable or DSL modem with a cable between the computer and the port
on the modem. Power on the modem and wait one minute. Power on the computer and again check for an Internet
connection.

If an Internet connection IS NOT available with a direct connection to the computer, please call the Internet service
provider who installed the modem.

If an Internet connection IS available with a direct connection to the computer, please call our customer support.
Issue:

Where can | download the latest drivers, firmware, and instructions for my Buffalo wireless products?

Answer:

The latest drivers and firmware are available online at www.buffalotech.com
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Chapter 6 - Default Configuration Settings

Feature Parameter Default Setting
Method of Acquiring IP Address | Acquire an IP address automatically from a DHCP server
Default Gateway -
Internet DNS Name Server Address -
Internet MAC Address Use default MAC address
MTU Size of Internet Port 1500 Bytes
Router mode (Router On):
LAN-side IP Address 1?2.168.1 1.1 (255.255.255.0)
Bridge mode (Router Off):
192.168.11.100 (255.255.255.0)
DHCP Server Enabled
LAN DHCP IP Address Pool 192.168.11.2 for up to 64 Addresses
Lease Period 48 Hours
Default Gateway AirStation’s IP address
DNS Servers AirStation’s IP address
WINS Server Assigned IP address
Domain Name Assigned domain name
DHCP Current DHCP Clients -
NAT Address Translation Enabled
Log Output of Deleted Packets Disabled
Routing Routing No routes are registered.
WPS Enabled
External Registrar Enabled
AirStation PIN Qir:’i—aciiig:)random value (Printed on the label of the
WPS status:
Configured
SSID:
WPS
Buffalo-G-XXXX (the last 4 digits of the AirStation’s MAC
. . address)
WPS Security Settings .
Security:
WPA2 - PSK AES
Encryption key:
Either a 8-digit random value or disabled. Printed on the
setup card.
Exclusive SSID for WEP AOSS is not in use.
AOSS Dedicated WEP SSID Isolation Disabled
AOSS Button on the AirStation
Enabled

Unit
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Feature Parameter Default Setting
Wireless Channel Auto Channel
High Speed Mode Bandwidth: 20 MHz
Broadcast SSID Allow
SSID1 Enabled
SSID Isolation Disabled
SSID Use AirStation’s MAC address
L. SSID1: WPA/WPA2 mixed mode - PSK
Basic Authentication
SSID2: WPA2 - PSK
Encryption AES
WPA-PSK (Pre-Shared Key) An 8-digit random value
(Printed on the factory default label.)
SSID2 Enabled
SSID3:WEP Disabled
Rekey Interval 60 minutes
Multicast Rate 1 Mbps
Advanced DTIM Period 1
Wireless Client Isolation Disabled
For AP For STA
o CWmin 15 15
XVCI\fII;/IKE(LDCSV/:) I;arameters (Priority CWmax 1023 1023
AIFSN 7 7
TXOP Limit | 0 0
For AP For STA
WMM-EDCA Parameters (Priorit CWmin 1> =
AC_BE (Normal)] Y | cwmax 63 1023
AIFSN 3 3
WMM TXOP Limit | 0 0
For AP For STA
WMM-EDCA Parameters (Priorit CWmin ! ’
AC VI (High) Y | cWmax 15 15
AIFSN 1 2
TXOP Limit | 94 94
For AP For STA
WMM-EDCA Parameters (Priorit CWmin > >
AC_VO (Highest)) 7 | cWmax ! ’
AIFSN 1 2
TXOP Limit | 47 47
Guest Account Disabled
Guest User Authorization Disabled
Guest Account LAN IP Address Auto
Guest Account 11n/g/b Disabled
SSID Use AirStation’s MAC address
Authentication No authentication
Encryption No encryption
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Feature Parameter Default Setting
Log Output Disabled
Prohibit NBT and Microsoft-DS routing: Disabled
Firewall . .
Basic Rules Reject ident requests: Enabled
Block ping from Internet: Enabled
VPN IPv6 Passthrough Disabled
Passthrough PPTP Passthrough Disabled
Port Forwarding | Forwarded Ports Port forwarding has not been configured yet.
DMz IP Address of DMZ -
UPnP UPnP Enabled
Name AirStation Name AP + AirStation’s MAC Address
Admin Name admin (fixed)
Password -
Admin Password password
Date 2010 Year 1 Month 1 Day
Time/Date Local Time 0 Hour 0 Minute 0 Seconds
Time Zone (GMT+00:00) Greenwich Mean Time, London
NTP Functionality Enabled
NTP NTP Server time.nist.gov
Update Interval 24 hours
Log Output Disabled
Prohibit configuration from wireless LAN:
Access Disabled
Management Access

Permit configuration from wired WAN:
Disabled

Syslog Settings

Transfer Logs

Disabled

Syslog Server

Address Translation, Firewall, DHCP Client, DHCP Server,

Logs AOSS, Wireless, Authentication, Setting Changes, System
Boot, NTP Client and Wired
Update Update Method Select a file on your PC
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Appendix A - Supplemental Information

Technical Specifications

Wireless LAN Interface

Standard Compliance

IEEE 802.11n/ IEEE 802.11g / IEEE 802.11b

Transmission Method

Direct Sequence Spread Spectrum (DSSS), OFDM, MIMO

Frequency Range

Available frequencies depend on the country of purchase.

Transmission Rate

IEEE 802.11n 20 MHz BW <Long GI>:
130/117/104/78/52/39/26/13 Mbps (2 stream)
65/58.5/52/39/26/19.5/13/6.5 Mbps (1 stream)

IEEE 802.11n 20 MHz BW <Short GI>:
144.4/130/115.6/86.7/57.8/43.3/28.9/14.4 Mbps (2 stream)
72.2/65/57.8/43.3/28.9/21.7/14.4/7.2 Mbps (1 stream)
IEEE 802.11n 40 MHz BW <Long GI>:
270/243/216/162/108/81/54/27 Mbps (2 stream)
135/121.5/108/81/54/40.5/27/13.5 Mbps (1 stream)
IEEE 802.11n 40 MHz BW <Short GI>:
300/270/240/180/120/90/60/30 Mbps (2 stream)
150/135/120/90/60/45/30/15 Mbps (1 stream)

IEEE 802.11¢g:

54/48/36/24/18/12/9/6 Mbps

IEEE 802.11b:

11/5.5/2/1 Mbps

Access Mode

Infrastructure Mode

Security
Wired Interface
Standard Compliance

AOSS, WPA/WPA2 mixed PSK, WPA2-PSK (AES), WPA-PSK (AES), 64-bit or 128-bit WEP

IEEE 802.3u (100BASE-TX) / IEEE 802.3 (10BASE-T)

Transmission Rate 10/ 100 Mbps
Transmission Encoding 100BASE-TX 4B5B/MLT-3, 10BASE-T Manchester Coding
Access Method CSMA/CD

Speed and Flow Control

10/ 100 Mbps, Auto Sensing, Auto MDIX

Number of LAN Ports

1

Power Supply 5V

Power Consumption About 2.5 W (Max)

Dimensions 58 x 58 x 20 mm (2.28 x 2.28 x 0.79in.)
Weight 51g(1.80z)

Operating Environment

0-40°C(32-104°F), 10 - 85% (non-condensing)




Environmental Information

« The equipment that you have purchased has required the extraction and use of natural resources for its production.
« The equipment may contain hazardous substances that could impact health and the environment.

« In order to avoid the dissemination of those substances in our environment and to diminish the pressure on the
natural resources, we encourage you to use the appropriate take-back systems.

+ The take-back systems will reuse or recycle most of the materials of your end life equipment in a sound way.

« The crossed-out wheeled bin symbol invites you to use those systems.

« If you need more information on collection, reuse, and recycling systems, please contact your local or regional waste
administration.

GPL Information

The source code for Buffalo products that use GPL code is available at http://opensource.buffalo.jp/ .
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