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Chapter 1 - Product Overview

Package Contents

The following items are included in your AirStation package. If any of the items are missing, please contact your vender.

AirStation 1
AirStation Setup Card.....ccoeeerrreerenne 1
AC adapter. 1
Ethernet Cable 1
Quick Setup GUIdE......couvveemerrerrrriirnes 1
Warranty Statement.........coocveeveenneee. 1

Diagrams and Layout

Front Panel
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T  A0Ss Button
To initiate AOSS, hold down this button until the wireless LED flashes (about 3 seconds). Then, push or click the
AOSS button on your wireless client device to complete the connection. Both devices must be powered on for this
to work.



Power / Diag LED (Green or Red)
On (Green):

Power is on.

Blinking (Green):

Booting.

Off:

Power is off.

2 blinks (Red)**:

Flash ROM error.

3 blinks (Red)**:

Wired LAN error.

4 blinks (Red)**:

Wireless LAN error.

5 blinks (Red)***:

IP address setting error.
Continuously blinking*:
Updating firmware, saving settings or initializing settings.

* Do not unplug the AC adapter while the LED is blinking continuously.

**Turn off AirStation first, wait for a few seconds, then turn it back on.

*** Cannot communicate because WAN-side and LAN-side IP addresses are same. Change LAN-side IP address of the
AirStation.

3

4

Wireless LED (Green or Amber)
On:
Wireless LAN is enabled or transmitting.
Double blinks:
AirStation is waiting for an AOSS or WPS security key.
Continuously blinking:
AOSS/WPS error; failed to exchange security keys.
Off:
Wireless LAN is disabled.
Note: The wireless LED will be green if security is enabled or amber if it is disabled.

Internet Access LED (Green)

On:

Router functionality is enabled and you can connect to the Internet.
Blinking:

Router functionality is enabled but you cannot connect to the Internet.
Off:

Router functionality is disabled (the AirStation is in the bridge mode).

Router LED (Green or Amber)

On (Green):

Mode switch is in the “Router” position.
On (Amber):

Mode switch is in the “Auto” position.
Off:

Mode switch is in the “Bridge” position.



Back Panel

=
POWER

1 Mode Switch

This switch changes between router mode and bridge (access point) mode. Auto mode will enable or disable
router functionality automatically.

2 LANPort

Connect your computer, hub, or other Ethernet devices to these ports. This switching hub supports 10 Mbps and
100 Mbps connections.

3 Internet Port
10 Mbps and 100 Mbps connections are supported.

Note: In bridge (access point) mode, the Internet port becomes a regular LAN port, for a total of 5 usable LAN ports.

4 Reset Button

To reset all settings, hold down this button until the power/diag LED turns red (about 3 seconds). The power must
be on for this to work.

5 DC Connector
Connect the included AC adapter here.



Bottom

AirStation Setup Card

For Client Access

sSsiD Buffalo-G-1234
Key: 87654321
Security Type: | WPA2-PSK

Client Access

1 Setup Card Slot
This is the slot where the AirStation setup card is stored. The initial settings for the username, password, SSID, and
encryption type are provided on the card.



Chapter 2 - Installation

Initial Setup

To configure your AirStation, follow the procedure below.
1 Verify that you can connect to the Internet without the AirStation, then turn off your modem and computer.

2 Unplug the LAN cable which connects your computer and modem.

Computer

3 Confirm that the mode switch is in the “Auto” position. Plug one end of the LAN cable into your modem and the
other end to the AirStation’s Internet (WAN) port. Turn on the modem.

Internet
port

|

AirStation

10



4 Turn on the AirStation and wait one minute.

AirStation

. )

5 If using a wired LAN, connect the AirStation LAN port and computer using a LAN cable.
If using a wireless LAN, connect the computer to the wireless LAN as described in Chapter 4.
AirStation

‘Q_L@¢

Computer

) )

(

6 Once your computer has booted, the AirStation’s LEDs should be lit as described below:
Power/Diag: Green LED on.
Wireless: Green LED on.
Router: Amber LED on.
For LED locations, refer to chapter 1.

Note: If the router LED is not lit, set the mode switch to “Router”.

7 Launch a web browser. If the home screen is displayed, setup is complete.
If username and password fields are displayed, enter “admin” for the username and “password” for the password,
then click OK. Step through the wizard to complete setup.

You've completed the initial setup of your AirStation. Refer to Chapter 3 for advanced settings.

1



Chapter 3 - Configuration

Configuration of the AirStation is done from Settings, the web-based configuration GUI.

Accessing Settings

To configure the AirStation’s settings manually, log in to Settings as shown below.

1 Open a browser.

2 Enter the AirStation’s LAN-side IP address in the address field and press the enter key.

/& Blank Page - Windows Internet Explorer
r X
(W) - & 92168111

Wl [@BIank Page

Notes:

« The AirStation’s default LAN-side IP address depends on the mode.
In router mode: 192.168.11.1
In bridge (access point) mode: 192.168.11.100

If the mode switch is set to Auto and the AirStation is in bridge (access point) mode, the AirStation’s IP address is
assigned by an external DHCP server.

« If you changed the IP address of the AirStation, then use the new IP address.

3 Enter “admin” for the username and “password” for the password, then click OK.
Windows Security @

The server 192.168.11.1 at AirStation{user=admin) requires a username
and password.

Warning: This server is requesting that your username and password be
sent in an insecure manner (basic authentication without a secure
connection).

o

[7] Rerember my credentials

Note: If you forget your password, hold down the reset button to initialize all settings. Note that all other settings
will also revert to their default values.

12



WHR-300HP2

Wireless

Firewall

Games | Apps

4 This is Settings, where most AirStation settings can be configured. Help is always displayed on the right side of
each screen. Refer to the help screens for more information on using Settings.

AirStation

Diagnostic

Manual

Log out
Easy Setup m:"me Wizards & Overview
Basic Settings .
ey et mh “Easy Satup” are on
-- (PPPOE Connection
, Hascu |nmnugsurqn.ﬂlmq An ovendew of your AirStation's
Wiraless - Condiion ke fﬁ:‘,,-';““'_ is displayed on
s Basic Settings
# ypwp [ cnecko: | [ Refresh |
¥ Wieless Wulicast Rate {Easy Setup) Wiizand
Other wi This wizard scans your Intemet
IEEE 802.11n/g/b { auto | 3ch connection and connects 1o the
¥ Update AlrStation Firmware Internet. Most cable modems will
il B connect automalically when e
 Initialize AlrStation Authentication WPAZ-PSK ToRme Soneton W ta .
DsL modems may require P PPPoE
lmmu lmrcnmdon requires
a password or other PPPoE
i on, ﬂmnm or‘o}l'IBP
can rlwaum inform, you
Basic Wireless Setup
This wizard lets you set an SSID
ECO Mode (netwark name) and chaose 3
Status Disabled wireless channel for your network.
Wireless Encryption
pesea sy
Utilities use mwdmm
MNetwork Senices Intarnat
Language Internet Games (Port Forwarding)
- This wizard lets you set a Static
puto Do
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Setup is the home page of Settings. You can verify settings and the status of the AirStation here.

Air Station

WHR-300HP2
‘Wizards & Overview Manual
Log out
Easy Setup Mode Wizards & Overview
Basic Settings Router Mode
Wizards for "Easy Setup” are an
¥ Bunthe Intemat Connection Wizarg il the left. e =
" e Wired " (PPPoE Connection) P ofmmmmon‘s
Mw_ Internet@Start{Default)
¥ Witeless Encrvption
— c Condiion Online a“m'm Ektpsyedon
Internet
** Intemet Games (Pert Forwarding) B
[ Ok Comeston (R ]
o 0
# Wireless Multicast Rate {Easy Setup)
Other i SE This wizard scans your Intarmet
P _IEEE 802.11nig/b (auto [3ch) L
¥ Update AlrStation Firmware SSID1 Buffalo-G-0074 ANERTMOzt CabiY '“‘,‘_‘f,"_’_’,“;,‘;‘
= Initialize Airstation Authentication WPAZ-PSK nternet
Y DL modems may require P PPPoE
ritermet. lwurmawon requires
a password or er PPPoE
m el informton, hae Hreact Your 15°
- can on if
@ o A
Basic Wireless Setup
This wizard lets you set an SSID
ECO Mode (hebwork name) and chooss 3
Status. Disabled wirgless channel TOI"NUMMI'K
Wireless Encryption
gl::mam lets you choose l:
encrypli
Utilities use unw\ndraless neﬁ
Network Senices Internet
Language Internet Games (Port Forwarding)
- | Apply This wizard l6ts you set a Static
Auto LUAT to piy inferned Garmes. A

WAN / LAN Displays the configuration screen for the Internet port and LAN ports.
Wireless Displays the configuration screen for wireless settings.
Firewall Displays the configuration screen for the firewall.
Games / Apps Displays the configuration screen to open ports for games and applications.
Admin Displays the configuration screen for administration settings.
Diagnostic Displays the status of the AirStation.
Easy Setup Enables you to easily configure the AirStation’s network settings automatically.
Mode This indicates the operation mode of the AirStation.
Internet Displays WAN-side system information for the AirStation.
Check Connection Click to check if the AirStation is connected to the Internet properly.
Status Click to refresh the current screen.
Wireless Displays the current wireless settings.
AOSS Setup Click to display the AOSS configuration screen.
WPS Setup Click to display the WPS configuration screen.
eco Mode This indicates the operating status of eco Mode.

. Displays the list of the network devices for which information is provided from the
Network Services .

network on the LAN-side.

Language Enables you to select the language you use.
Log Out Log out of Settings. If the AirStation does not communicate for 5 minutes, it will log out

automatically.
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WAN /LAN

Internet

Configure the WAN-side port (“Internet port”) here. This function is only available when the AirStation is in router mode.

"“sous [EUCITETR viroess | Frovat | anos sops | _amin | Disnosi

PPPoE| DDNS| PPTP Server| LAN| DHCP| MNAT| Routing Manual
Log out

Internet Ethernet Settings
@ Perform Easy Setup (Intermet Connection Wizard)

~, Acquire an IP address automatically from a DHCP Configuring your Intemet side port: =
s enen Normally, you'll connect the
Method of Acquiring IP | @) Use PPPOE Client Intemet side port to an extemal L 4
Address @ Use tis address network such as the intemet.
Static IP Address Method of Acquiring IP Address
SubnetMask | 2552552550 ~ Select one of the following
methods to acquire an
To set up PPPoE, click here. - Please ask your

any other information
about your line format. If you're not
sure which method to choose, try
lecting Easy Setup.You can
confirm ﬂ'!e status of the cumment

Advanced Settings gjgm side IP Address on the
ystem Information screen.
THEIET S Y Perform Easy Setup (Interet
Primary. sl d}
' The Easy Setup scans your
DNS Name Server Address PR e o
mines your internet
et MAG Ag @ Use default MAC address (20:10:7AD27E:94) S e R
met MAC Address .
& Use this address is then a automatically.
MTU Size of Internet Port 1500 Bytes L
* Auto line determination ‘Eas
Setup’ is effective mg\‘ora ne
on which PPPoE of DHCP is

used, such as a normal DSL or

Cable ninn—sieed internet -

Method of Acquiring IP Specify how the WAN-side IP address is obtained.

Address

Default Gateway Configure an IP address for the default gateway.
DNS Name Server .

Address Specify an IP address for the DNS server.

You may use the default MAC address or specify one manually.
Internet MAC Address Note: Configuring an improper MAC address may make the AirStation unusable. Do not
change the MAC address unless you know what you're doing!

MTU Size of Internet Configure the MTU value of the Internet port. Values of 578 to 1500 bytes may be
Port entered.
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PPPoE

Configure PPPoE settings here. This function is only available when the AirStation is in router mode.

[ e TSIV vicess | roval | Ganesitops | amin | Donossc |

PPPoE Connection

Internet| PPPOE DDNS| PPTP Server| LAN| DHCP| NAT| Routing

Manual
Log out

Add/Edit PPPoE Connection

Name of Connection |
Username

Password

Service Name

PPPOE Static IP i
PPPOE IP Address
PPPOE DNS1

PPPOE DNS2

Advanced Settings

This field lets you edrt or add a line | _
to the table below 3

Name of Connection

Enter a unigue name such as the
Emmp name as the destination m
me.
(Conrmation) Thiz must ba entered and you
cannot enter an axlslmg
dmlnlllon name.
0 32 al'phmumenc characters
can be ente
characters cannol he used.

Note:

The Easy Setup configures the
side IP addrass if the

oE server is detected, the

'AUTO connection ks added to the

connecion |

Username
?owrzecllon Continugus connection Enter the use;l:laruu npm:uxas
- axKimum aFSd cEmlm may be
Disconnect Condition When no packets are sent or received = entered.
Automatic 5 Minutes .Imh CmRl
. name incl
s e Time  grine i jon time is et to 0 minutes, C'"’"‘d“ e % i
then the AirStation will maintain the connection indefinftely.) has provi l one
— - dumar.lg name after '@
""" M ifthe cnnnacl':m usemame ;‘s .
incorrect, authentication with the
MTU Size 1454 Bytes PPPOE server will fal
MRU Size 1454 Bytes Password
Keepalh [l Enter the password provided
palive [ Enatie Ty acna'
r ime in the rmation fiekd.
Apply of 64 duaractlrs may

maximum
be used and is case sensitive.

Name of Connection

Enter the name to identify the connected destination. You may enter up to 32
alphanumerical characters and symbols.

Username

Enter the username specified by your ISP for PPPoE certification. You may enter up to 64
alphanumerical characters and symbols.

Password

Enter the password specified by your ISP for PPPoE certification. You may enter up to 64
alphanumerical characters and symbols.

Service Name

Fill in this field only if your ISP specifies a service name. Leave blank otherwise. You may
enter up to 64 alphanumerical characters and symbols.

PPPoE Static IP Check to use a static IP address.

PPPoE IP Address Enter an IP address if you check PPPoE Static IP.

PPPoE DNS Enter the DNS address.

Connection Type Specifies the timing for the AirStation to connect to your ISP.

Automatic Set time to disconnect after communication is stopped when the connection method is

Disconnection

set to Connection on demand or Manual. You can enter up to 1440 minutes.

Authentication

Configure an authorization method with an ISP.

MTU Size Configure the MTU size for PPPoE. Values of 578 to 1492 bytes may be entered.
MRU Size Configure MRU (maximum receive unit) for PPPoE. Values of 578 to 1492 may be
entered.
If keepalive is enabled, then the AirStation will issue an LCP echo request once a minute
. in order to maintain the connection with the PPPoE. If the server does not respond for
Keepalive

more than 6 minutes, the line is recognized as disconnected and the AirStation will
terminate the connection.
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DDNS

Configure dynamic DNS settings here. Many settings are only available when the appropriate dynamic DNS service is
enabled. This function is only available when the AirStation is in router mode.

Setup WAN / LAN

Dynamic DNS Service Disabled ~

(Apety

Current Dynamic DNS Settings

Internet-side IP Address Mo IP Address was acquired

Domain Name
Status

Disabled
Disabled

Wireless
Internet| PPPoE| DDNS PPTP Server| LAN| DHCP| NAT| Routing

 Freval | Game s |_umin_| Diostc |

Manual
Log out

Dynamic DNS Settings

E

Dynamic DNS Setuhp.

Before configuning this settings,

Bnu need to sign '2‘” a dynamic
NS senvice provider.

Dynamic DNS Service

Select a dynamic DNS senice
provider.

« DynDNS

* TZO

The following values are different
depending on your dynamic DNS
senice provider.

WNS =

Dynamic DNS Service

Select a provider (DynDNS or TZO) for dynamic DNS.

Enter the dynamic DNS username. You may enter up to 64 alphanumerical characters

Username and symbols.

Enter the dynamic DNS password. You may enter up to 64 alphanumerical characters
Password

and symbols.

Enter the dynamic DNS hostname. You may enter up to 255 alphanumerical characters,
Hostname

hyphens, and periods.

Email Address

Enter the email address which is registered to the dynamic DNS service. You may enter
up to 64 alphanumerical characters and symbols.

TZO Key

Enter the TZO Key which is registered to the dynamic DNS service. You may enter up to
64 alphanumerical characters and symbols.

Domain Name

Enter the domain name which is registered to the dynamic DNS service. You may enter
up to 255 alphanumerical characters, hyphens, and periods.

IP Address Update
Period

Specifies the period to notify the dynamic DNS service provider of the current IP
address. For DynDNS, set it between 0 and 35 days. For TZO, set it between 0 and 99
days. If 0 (zero) days is set, no periodic update is performed.

Internet-side IP Address

The WAN-side IP address of the AirStation’s Internet port. This address is sent to the
dynamic DNS service provider.

Domain Name

The domain name assigned by the dynamic DNS service provider. The AirStation can be
accessed from the Internet using this domain name.

Status

Displays the status of the dynamic DNS service.
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PPTP Server

Configure the PPTP server here. This function is only available when the AirStation is in router mode.

Setup WAN / LAN

[ roess | Frowal | Ganestpps | _amin | Disnost |

Internet| PPPoE| DDNS| PPTP Server LAN| DHCP| NAT| Routing Manual
Log out
PPTP (VPN) Server Settings T
The LAN side IP address is set to 192.168.11.1.
Therefore, a PC connected to BUFFALO's router may be unable to Lvﬂrsrlt:lﬂpmwghci:“auxsnl:itm
on from the Internet a
acoass fothe PC on the LAN. LAN from a Windows PPTP client.
The LAN-side IP address and DHCP IP address pool should be
changed.
Note :
If using GRE protocol g’mm 3
Auto Input | Generate Recommended IP Address ] no.47) and the 1723 TCP port is
nmr&n“gg’?ls function may not
0
LAN-side P IP Acdress  192.168.11.1 A3, iese ports are blocked on
Address SubnetMask 255.256.255.0 = CUESOSE YOG S
m‘:m ’ [¥]Enable
Aute Input
DHCP IP Address ~ 192.168.11.2 forup to 64 Add Click this button to generate a
Pool (@5) A ress random P adclass with B small
possibility of ove h IP

PPTP Server Function [7|Enable

Authentication Type MS-CHAPV2 (40/128-bit Encryption) ~

Advanced Settings

addresses of ulhil Io ruutals

LAN Side IP Address
The AirStation's default LAN-side

an existing LAN, s a unique,
unused Mgﬂgup:nun?lhe
range resses.

@
Server IP Address :"° |
=l Subnet Mask
@) Auto The AirStation's default LAN-side
Client IP Address Manual for up to 5 address :m:‘mﬁ:kn'ﬂs 25: mﬁzg? ol
(es) LAN speu%a unique,
~ unus mﬁ m the LAN's
(@) LAN IP address of the AirStation range resses.
DNS Server IP —
Address anua DHCP Server
Do Not Specily Enable the DHCP server here. It is
WINS Server IP enabled by default. If there is
Address another DHCP server on the
:alwﬂrakd onlehDI FE:P senver mulstbebe
isabled or the &5 mus!
MTUMRU value cl anged to avoid ¢ ts caused
overlapping DHCP scopes. If
server is enabled, ¢
that the DHCP IP address pool
doesn't overlap existing P
addresses.
PPTP User List LBl s i il
Tange vomWhich 1o S vl
i i range from whic
User Name Connection Condition P Address Operation be distributed to DHCP | m

Mo registered users

Edit PPTP User List

both wired and wireless). Enter

@ starting IP address and the
number of connections to be
allowed. The default start address
is 192.168.11.2 and the default
number of addresses is 64. The
starting IP address must be on the
same subnet as the AirStation's&

LAN side :ﬁ %ﬁ g. ffthe

Auto Input

Click to generate a random IP address.

LAN-side IP Address

Set a LAN-side IP address and subnet mask.

DHCP Server Function

Enable or disable the DHCP server, which assigns IP addresses automatically.

DHCP IP Address Pool

Configure the range of IP addresses to be assigned by the DHCP server and IP addresses
to be excluded from that range. Values from 1-256 may be entered.

PPTP Server Function

Enable to use a PPTP server.

Authentication Type Select the authentication method for PPTP connection.

Server IP Address Select the server IP address.

Client IP Address Select the IP address range.

DNS Server IP Address Choose the IP address for the DNS server.

WINS Server IP Address | Choose the IP address for the WINS server.

MTU/MRU value The MTU/MRU value is used by PPTP. Values from 578 to 1500 are supported.
Edit PPTP User List Click to edit user information.
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Add new user

Click Edit PPTP User List to display.
Username

Enter the username to connect to the PPTP server. You may enter up to 16
alphanumerical characters and symbols.

Password

Enter the password to connect to the PPTP server. You may enter up to 16
alphanumerical characters and symbols.

Click Edit PPTP User List to display.

Advanced Settings Method of Acquiring IP Address
Select the method to be used to assign the IP address for the PPTP client.
PPTP User List Displays the PPTP connection user information.

LAN

Configure LAN-side and DHCP Server settings here.

Setup WAN / LAN

| s | Frowst_| st pops |_umin | Diostc |

Internet| PPPoE| DDNS| PPTP Server| LAN DHCP| NAT| Routing Manual
Log out
LAN Side Ethenet Settings |-
LAN-side P IP Address  192.168.11.1 Canfigure the AirStation's LAN [P
Address SubnetMask 2552562550 - Subnet Mask, and local

emver settings here. Unless

DHCP Server | Enabi you're a networking expert, the
PiEnatie default settings are recommended.
192.168.11.2 64

DHCP IP Address e forup to Address Note

Pool :;w have an existing LAN, the
Excluded IP Addresses: rStation’s configuration must be

DHCP Server Settings
Advanced Settings [ Display

(Aot

mn Egnfa%nnalam itPlease

r s r

AirStation on an exi: ﬁmm
LAN-side IP Address

Configure the AirStation's LAN IP
53”&" The default is
192.168.11.1. If you want to 2

nl »

LAN-side IP Address

By default, the LAN-side IP address is 192.168.11.1 with subnet mask 255.255.255.0. You
may change it here.

DHCP Server

Enable or disable the DHCP server, which assigns LAN-side IP addresses automatically.

DHCP IP Address Pool

Configure the range of IP addresses to be assigned by the DHCP server and IP addresses
to be excluded from that range. Values from 1-256 may be entered.

Advanced Settings

Check Display to display DHCP server advanced settings options.

Lease Period

Set the effective period of an IP address assigned by the DHCP server. Up to 999 hours
may be entered.

Default Gateway

Set the default gateway IP address for the DHCP server to issue to clients.

DNS Servers

Set the DNS server IP address for the DHCP server to issue to clients.

WINS Server

Set the WINS server IP address for the DHCP server to issue to clients.

Domain Name

Set the domain name for the DHCP server to issue to clients. You may enter up to 64
alphanumerical characters, hyphens, and periods.
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DHCP

Configure DHCP settings here. This function is only available when the AirStation is in router mode.

[ e JEUCIVRR viroess | Frevst | Games Apps | Aamn | lanose |

Internet| PPPoE| DDNS| PPTP Server| LAM| DHCP NAT| Routing

Add Client

IP Address
MAC Address

Current DHCP Clients

IP Address MAC Address Lease Period Status Customize
Mo IP Addresses have been assigned

* The IP address of this computer is 192.168.11.3.

Manual
Log out

DHCP Lease Settings

Add manual IP address
assignment, delete automatic P
55 assignment or set
automatic assignment to manual

Manual assignment
Assign an |P address to specified
address manually.

Add/Edit Client information
'|!1|is area is for adding or editing a
ne.

IP Address

Enter an |P address for manual
asa-anmali; .

The default is blank in append
mode. i

The cument IP address is

nl

T

IP Address

Enter an IP address to lease manually. The IP address should be from the same subnet as
the DHCP scope, but not be within the range that DHCP is assigning to other devices.

MAC Address Enter the MAC address of the client.

Current DHCP Clients

Displays information for current leases. An IP address which is leased automatically can
be changed to manual leasing by clicking Manual Assignment.

NAT

Configure network address translation settings here. This enables LAN-side devices to communicate with the Internet.
This function is only available when the AirStation is in router mode.

Address Translation Enable
Log Output of Deleted Packets [ 1Enable

| Freusl | Gamestps | _pamin | iagnas

Internet| PPPoE| DDNS| PPTP Server| LAN| DHCP| MAT Routing]|

Manual
Log out

Hetwork Address Translation
Settings

Ci address translation to
connect the WAN side to the
Internet.

Address Translation

| »

Address Translation Enable to use network address translation (NAT).

Log Output of Deleted
Packets

Enable to log deleted packets (such as errors) during address translation.
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Routing

Configure the AirStation’s IP communication route here.

[ cour [TV vimess | Frevs | Goms s |_hamin | Dgrstc

Internet| PPPoE| DDNMS| PPTP Server LAN| DHCP] NAT| Routing
Add a Route
IP Address
Destination Address
SubnetMask 255255 255.0 -
Gateway
Metric 15
Routing
Destination Address Subnet Mask Gateway Metric Operation
Mo routes are registered.

Manual

Log out

Routing Information

Configure Routing Information.

Add or Edit a Route

This area is for adding or editing a
line.

Destination Address

Specify the destination |P address
or network address.

If you're entering an IP address as
destination,

265 255 255 265 for the subnet
mask In case of entering a network
address as destination, specify th
network address and subnet mask.

Gateway

e o i 2000 2012 Butialoine. -]

-

Destination Address Adds a destination IP address and subnet mask to the routing table.

Gateway Adds a gateway address to the routing table.

Metric The metric is the maximum number of router hops a packet may take on the way to its
destination address. Values between 1 and 15 may be entered. The default value is 15.

Routing Manual entries will appear here after being added.

21




WPS

WPS is a system for configuring your wireless network automatically. If your wireless devices support WPS, you may
connect them by pushing buttons on the devices or by entering a PIN from one device into another.

[ seu | o TR rrevat | Ganesttops | i | ogrostc |

wes oss| EEEGEED EEETRLED] DODREREE]  MAC Filter| WDS| Multicast Control 'I:fg"gi'[

WPS [FEnatle

External Registrar  [¥] Enatie

Apply

AirStation PIN 05546299

Enroliee PIN @

WPS Security Settings

WPS Status Configurad
s8I0

11nfgb Security

Encryption key

Release
Buffalo-G-TE4
WPAZ-PSK AES
26jgrbbnckdhs

WPS (Wi-Fi Protected Setup) =

WPS
WPS is Wi-Fi Protected Setup

o -
WPS is also known as the Wi-Fi
Simge Configuration Protacal.
WP function can and easily
distribute wireless s y
information from an access point
;r.:.rsmm to the WPS clients.

@ WPS device which registers
wireless security information is
called registrar. X

2 ion has an intemal
registrar built-in it. but can also use
an axternal registrar.

The WPS dewice which raceives the
wireless security information from
the registrar is called enrollee.

Enabled by default

WPS

Enable to use WPS automatic configuration.

External Registrar

Enable to accept configure requests from other WPS devices.
Note: Configure requests will not be accepted if AOSS is in use.

Displays the PIN code of the AirStation. Clicking Generate PIN will generate a new PIN

AirStation PIN code. This code can be entered into other wireless devices that support WPS.
Enrollee PIN Enter the PIN code for the other wireless device and click OK.
WPS Status Displays “configured”if all available wireless bands are configured. Displays

“unconfigured” if at least one wireless band is unconfigured.
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AOSS

AOSS is a system for configuring your wireless network automatically. If your wireless devices support AOSS, you may
connect them by pushing buttons on the devices or in their software.

[ oo | wawrion [T rrevs | comes s Dimose
wes| ADSS ERHESSLTIRE EUVELTELIRRGT-U-E EURINRELE-I-] MAC Filter | WDS| Multicast Control Manual

Log out

ADSS [AirStation One-Touch
Secure System)

fOES is Blﬂrﬂns unigue
echnology ic %nmga
secure mrmrcommn

can sea ADSS's configuration and

AODSS Settings status from this screan.
Exclusive SSID for WEP 802.11nighh Stop - =
- Start ADSS
EREL SN Disstivd — Click this button to start ADSS.
Dedicated WEP SSID Isolation When this is enabled. dients connecting via WEP will be isclated The ADSS butta Donlopalml
from clients connecling via more secure encryplion methods. router works the same as this
AOSS Button on the AlrStation Unit [ Enable Imm Refer m_uu.jg yse AQSS
Current Security Information 802.11n/g/b m]
isable ADSS N
5;';;"’“"“ WPAWPA2 mixedmode - PSKIAES) (Now in use) This button appears when AOSS is
lnlblou ac:c'lécs this button to -
551 ‘Connections
Bulisle GTEM mrelaes clients will ba mmu;‘ndad
Encryption _. removed.
Z6jgubbnckdhs nEryplion reset to As default
Key valug, AES. Cument Encryption
Encryption Type Wer1za ireta im:dmmm )
v I 55 5
re enabled in Adanced
SSID Buffalo-G-TES4_1 Settings. umn ADSS is disabled.
d2ecid12eb95M4cBbace 35a2aT (Sending Key) How to use ADSS
e Koy | (BESTIRBRSTBAGeaEaTS (g e hoss:

Tyption F 0N of reboot the AlrStaion
0205200322 9bbeb5dcadabe g 8 Wrsees clent hat stopotis
042613ef15efedd3 124736001 B 3 ADSS Baioas

oot A00S ahonc,
. pr 8
Encryption Type WEPG4 mﬂmﬁnwmﬂ-&mr
0N an 2 wireless clienl
SSID Buffalo-G-TE4_2 will exchange s information
N seét up the most secure I
abSbaf3la (Sending Key) R S LT
s Key 355560832
L 1720336526 o Once m'fn"nﬁ -
fdTafbesa3 LU
et tbe S
a
([Rendom ][ KEY Base ](Reset ] i e At s
TElumS 10 its previous
=l . unloz-tmnmsﬁamsm
| ety | B0 connecied Mrough ADSS.

« By default, ADSS is funcional
but does notinitiate
m"“l‘n"ﬂy“ hing he 40SS

[1 1 manual pu: 8
AOSS Client Information wnmermmn?mmmo
& Iy T
Client Connection
MAC Address Encryption Type Wireless. = Use AirStation's el‘snsm
Wiomton — ORI  WASIeSS ari o
sC028 D407 et 3g:41 P oL (ZANPAFSKTKIEMEA g0 119, Allow oS SUppOAGSS.
« When wireless security is
Edit ADSS Client Information m&mm:»m

In the following cases, the setting
of wireless secunty is not
succeeded and ADSS retums =

Initiates AOSS automatic wireless configuration. Click this, then press or click the AOSS
button on your AOSS-compatible wireless client. Repeat for additional AOSS clients.

Click this button to disconnect AOSS connections.
Note: If AOSS connections are disconnected, the SSID and encryption keys will be
restored to their last settings from before AOSS was used.

. You may allow a separate SSID specifically for WEP connections. If “Disabled” is selected,
Exclusive SSID for WEP then clients will not be able to connect with WEP.

. Set a separate SSID and network segment specifically for WEP connections. Devices
Dedicated WEP SSID connected with WEP will not be able to communicate with devices connected using

isolation AES. All connected devices will be able to communicate with the Internet.
AOSS Button on the . . . .

AirStation Unit Uncheck to disable the physical AOSS button on the AirStation.

Current Security . . . .

Information Displays the encryption type, SSID, and encryption key configured by AOSS.
Random Click to enter random values for SSID, encryption key, and other settings.
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KEY Base

Click to return the SSID, encryption key, and other wireless settings to the values on the
case sticker.

Reset

Click to return the SSID, encryption key, and other wireless settings to their previous
values.

AOSS Client Information

Displays AOSS clients connected to the AirStation and information of the devices which
are wirelessly communicated.

Basic

Configure basic wireless settings here.

Setup

(R Frovs | Gamesaows | namin

WPS| ADSS| Basic(11n/gib) [DIREEIFES] MAC Filter| WDS$| Multicast Control | Manual
Log out
Basic Wireless Seting =
Wireless [#Enabie R
Wireless Channel  Auto Channel = (CumentChannel: 3) You can:::mmwncmm essLAN =
Banawiath: 20 MHz - e
High Speed Mode established just by this bam: &
Exension Channel:| Channel 2 ~ mwm
Broadcast SSID (V] alow
Wireless
SAUIECRIBII Fluse includin .,.i‘ uwcamg o
sab @ Use AirStation's MAC address (Bullalo-G-7E94) Enahl
O Enter; Wireless Channel
Authenticaion  WPA2-PSK - T ot
Encryption AES - E‘%“Te“"ss‘fn'ﬁé ST
el LTI mmwu Sy differant
skl o] G sy oo
SSID2'WEP Fluse and;ll‘?y‘?ﬁynmu:n“;'mh ‘wireless
SED i) Lo :m:l :: ::m momatlcllly.
s @ Use AirStation's MAC address (Bufalo-G-TES4_1) EE&'?‘&:'%E‘“UI“ e
Enter] Siara/b - Auto, 111 Channsl
Character Input : 13 characters (WEP128) ~ (Default value * Auto channel)
@ 1: High Speed Mode
Setup WEP encryption > 'Mrlless cnmnc ion
key N Conuon s 20 MHz per
High Speed mode is a mathod to
4 Il'hl‘.l'ﬂsi W:%Sm;slﬂ:’:m“'
Key Renewal Interval 60 minutes m'ecrl‘ﬂnsl |splaym5|i:x§n;.g'ss
r e ehannel 4 oniag on the A
(Besh) P o ool
Wireless Determines whether to allow wireless communication. If this is unchecked, then no
wireless connections will be allowed.
Wireless Channel Sets a channel (a range of frequencies) for wireless connections. When “Auto Channel”is
selected, the AirStation will automatically use the best available channel.
High speed mode uses triple the normal frequency range, 40 MHz instead of 20 MHz.
High Speed Mode In uncongested areas this can increase performance. To use high speed mode, set the
bandwidth to 40 MHz.
If Allow is checked, then the AirStation will respond to SSID searches from wireless
Broadcast SSID devices by broadcasting its SSID. If Allow is unchecked, then the AirStation ignores SSID
searches from wireless devices.
SSID 1 The multi-security SSID1 can use no authentication, WPA-PSK, WPA2-PSK, or WPA/WPA2
mixed mode - PSK for wireless security.
SSID 2 The multi-security SSID2 can use the WEP for wireless security.
SSID Isolation When enabled, wireless devices connected to the AirStation can communicate only with
the Internet side, not with each other.
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SSID

Set SSID using 1 - 32 alphanumeric characters.

Authentication

Specifies the authentication method used when connecting to a wireless device.

Encryption

You may use any of the following types of encryption:
No encryption

Data is transmitted without encryption. With this setting, anyone within range can
connect to your wireless network and might be able to access data on the network. Not
recommended for anyone with private data that needs to be kept secure. No encryption
can be selected only when No authentication is selected for wireless authentication.

WEP

WEP is a common encryption method supported by most devices. WEP can only be
selected when wireless authentication is set to No authentication. Note that WEP's
encryption is weak, and networks protected with WEP are not much more secure than
those with no encryption at all. Not recommended for anyone with private data that
needs to be kept secure.

AES
AES is very secure encryption method that is recommended for most users. Use a pre-

shared key to communicate with a wireless device. AES can be selected when WPA-PSK
or WPA2-PSK is selected for wireless authentication.

WPA-PSK (Pre-shared
Key)

A pre-shared key or passphrase is the password for your wireless connections. There are
two different formats for a pre-shared key. Use 8 to 63 alphanumeric characters (case-
sensitive) for an ASCIl passphrase, or use 64 alphanumeric characters (0 to 9and atof,
not case-sensitive) for a hexadecimal passphrase.

Key Renewal Interval

Set the update interval for the encryption key between 0 and 1440 (minutes).

Setup WEP encryption
key

A WEP encryption key (passphrase) may have any of four different formats. An

ASCIl passphrase may use either 5 or 13 alphanumeric characters (case-sensitive). A
hexadecimal passphrase may use either 10 or 26 alphanumeric characters (0 to 9 and a
to f, not case-sensitive).
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Advanced

Configure advanced wireless settings here.

Wireless m Games | Apps m Diagnostic

wes| Aoss| Advanced(11nigib) QICIRRGIEIEN] MAC Filter| WDS| Multicast Control | Manual
Log out
Advanced Wireless Settings [
{11nlal1nig/b) =
Multicast Rate 1Mbps = ]
ify Advanced Wireless
DTIM Period 1 M&uhgs.
Wireless Client Isolation ] Enable Multicast Rat
[ ] You can select 1, 2. 55, 6,9, 11,
oy 12,18, 24. 36, 48, 64 Mbps.
Default Value is "1 Mbps™. -

Multicast Rate Set the communication speed of multi-cast packets.
Set the beacon responding interval (1 -255) for which the AirStation responds to a
DTIM Period wireless device. This setting is effective only when power management is enabled for

the wireless device.

If enabled, the wireless client isolation blocks communication between wireless devices
connected to the AirStation. Wireless devices will be able to connect to the Internet

but not with each other. Devices that are connected to the AirStation with wired
connections will still be able to connect to wireless devices normally.

Wireless Client Isolation
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WMM

e
wes] 2055 | EEEERETEN B

WMM-EDCA Parameters

AC_WiHign) ~ CWmax 15

Set priorities for specific communications here.

Wireless
CEELEELTRALNEIAE WMM(11n/gib) MAC Filter WDS| Multicast Control | Manual

Diagnostic

Log out
WMM Settings (11n/a/ 1n/g/b)

Pri AirStation
communication for specific

Priority Parameter transactions. This settings
provides some real time
For AP For STA cnmmunﬁc:m Inhu:[h\gln;hdp
i im alit or
CWmin: 15 15 mmamq:g pryn acols.
AC_BK{Low) CWmac 1023 1023 =
AIFSN T T
TXOP Limit 0 0 WMM-EDCA Parameters
For AP For STA It is usually not necessary to
CWmin: 15 15 change this value.
AC_BE(Normar) CWmax 63 1023 Priority
AFSN 3 3 s laﬂlned |g||esl)8
TXOP Limit 0 0 {H@
For AP For STA Parameter
CWmin: 7 7 CWmin, CWmax

The maximum and minimum valus
for tha contention window. The

(Aosly]

AFSH 1 2 contention window is used 1o
§ control the frame collision
THOP Limit 94 W mmne system in IEEEAW2 1.
Values thal can be inpufled:
Far AP For STA 32767,
CWmin: 3 3 AFSN
7 Interval of the sending frame. The
ACLYOR Sghast) uni defines a Sme.sit (similar o
2 the window value of CWmin,
CWmax). Lower values define a
47 higher priofity as the back-off

algorithm stans earlier. Values that
«can be inputted: 1-15.

TXOP Limit

WMM-EDCA
Parameters

You don't usually need to change these settings. Using the default settings is recommended.
Priority

The following priorities may be applied to individual transmission packets: (Highest) 8, (High) 4
(Normal) 2, and (Low) 1. From the queue, these packets are processed in order of priority.
CWmin, CWmax

The maximum and minimum value of the contention window. The contention window is used
in the frame collision avoidance structure performed in IEEE 802.11, and generally, the smaller
the value in the window, the higher the probability that the queue obtains the right to send.

AIFSN

The interval to send frames. The unit of the AIFSN is a slot, just as the window defined by
CWmin and CWmax is. The smaller the interval of sending frames, the faster the algorithm can
restart. As a result, the priority of the queue is higher.

TXOP Limit

The period of time that the queue can use after obtaining the right to send. The unit is 32 ms.
The longer this time, the more frames can be sent per right to send. However, the queue may
interfere with other packet transmissions. If TXOP limit is set to 0 (zero), only one frame can be
sent per right to send.
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MAC Filter

MAC filtering lets you restrict access your network. Only specific wireless devices will be able to connect.

Enforce MAC Filtering [ Enable
| Apply

Registration List

MAC Address Connection Status
Mo registered MAC addresses

Wireless m Games | Apps m Diagnostic

WPS| AOSS FEEn L) ERERIEIEI MAC Filter WDS| Multicast Control | Manual

Log out
Wireless MAC Filtering r

Wireless connections to the
AirStation can be limited to
specific client MAC addressesto =

enhance security against
unwanted nehmlka\g:ilmg.

connect to theﬁ?lisgat_ion. nmwhie b |
wireless MAC filter is ignored

AOSS s in use.

Enforce MACL Filtering

Check Enable’ to use MAC

Edit Registration List filtering. Then, wireless clients
with registered -

Enforce MAC Filtering

Enable to restrict wireless connections to devices with registered MAC addresses.

Registration List

Displays the MAC addresses of registered devices which are permitted to connect
wirelessly.

Edit Registration List

Adds a wireless device to the list of permitted devices.

Enter a MAC address of a wireless device to permit to connect to the AirStation. Click

Enter MAC Addresses Register to add that MAC address to the list.
t:?::tfsConnected Display the list of all MAC addresses of wireless devices connected to the AirStation.
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WDS

Configure WDS here. This function is only available when the AirStation is in bridge mode.

 eon | v TR e | omnome
WPS AOSSl EERNELITIOY CUUELEL IR ROSIIRELIET) MAC Filter| WDS Multicast Control | rl:‘oagngill
WDS Puse H
Connection Type | Manual E] Configura this davicavlgénnnect to

wirelass master by 3
‘Connection Status If the distance between wireless

master and wireless slave is far and

|

they cannot establish the

s8I0 [Search] communication or their .
communication is unstabla, placing

Authentication | No authentication E‘ the AirStation batween them will
_rrnaﬂoe their communication stable.

Mo @ni ion 0 communicate ., connect

ESENE o encryplios B the AirStation mtg' is configured
for WODS to wirsless master

Apply | wirelass|

You cun_%«asiz connect them via .

WDS If enabled, the AirStation can connect to the wireless master by WDS. Disabled by
default.

Connection Type Select the connection method to cgnnect to the masFer. You may use AOSS or WPS to
connect push-button style, or specify an SSID to configure manually.

Connection Status Displays the connection status with the master.

SSID Specify an SSID to connect to the master manually.

Search Click this button to search for a master.

Authentication Specify the type of authentication used to connect to the master.

Encryption Specify the type of encryption used to connect to the master.

Multicast Control

Configure restrictions on unnecessary multicast packets sent to the wireless LAN port here.

WAN | LAN Wireless m Games | Apps Admin Diagnostic
wes| aoss| EEEGRLET EETE Rl [IIIREGESN MAC Filter| WDS| Multicast Contrel Manual

Log out

Multicast Control é

Snooping _IEnable m&m&ﬁr"&mﬁm"&m
Agply

SWm

. If enabled, snooping supervises multicast administrative packets such as IGMP and
Snooping X . . .
restricts unnecessary multicast transfers to wired or wireless ports.
Multicast Agina Time Set the time to hold the data from multicast snooping in the range of 1 to 3600
ging (seconds). Enter a value bigger than the IGMP/MLD query interval.
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Firewall

Configure the AirStation’s firewall here. This function is only available when the AirStation is in router mode.

“soup | WANILAN | iroess [N Gomes s | hamin_| lgnese

Firewall 1P Fi]ter] VPN Passthrough Manual

Log out

Firewall

e Fienstie Limis the type ofpackets alowed
5 belweant Intemet and

kets reach the
Enable Basic Rules Number of Packets All‘Slatlon e firewall evaluates
the packms md forwards pac|
&} Prohibit NET and Microsof-DS routing 0 that don't match any filter to Ih!l
destination. The firewall blocks
[¥]  Rejectident requests 0 unnecessary packets from the
. VAN side and prevents leakin
[¥1  Block ping from Internet [ secure information from the
side.

Log Output

Cho:kini this box will record e

Log Output Enable to output a log of firewall activity.

Enable to use any of the quick filters. Preconfigured quick filters include:
Prohibit NBT and Microsoft-DS routing

Enabling this blocks communication using these protocols from the WAN side to the
LAN side or from the LAN side to the Internet. You can configure this with PPPoE if
you select Use PPPoE Client from the method of acquiring IP address, or if Easy Setup
identified a PPPoE connection during setup.

Reject ident requests

Enabling this option will answer ident requests from the Internet side with

Basic Rules corresponding rejection packets. Enable this option if you experienced slow transfer
speeds for network applications such as mail, FTP or web browsing. If you have
configured transfer of ident requests to the LAN side computer in the address
translation settings (DMZ or TCP port 113), then that setting has higher priority and
overrides this setting.

Block ping from Internet

If this is enabled, the AirStation will not respond to pings from the WAN side. You can
configure this with PPPoE if you select Use PPPoE Client from the method of acquiring IP
address, or if Easy Setup identified a PPPoE connection during setup.
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IP Filter

Edit IP filters here. This function is only available when the AirStation is in router mode.

Firewall| IP Filter VPN Passlhrough]

Log Output 7] Enable

2oy ]

Add IP Address Based Filter

Action Ignore =
Direction  WAN—LAN -
P Source Address: —
Address Destination:
Al
2 ICHP
Protocol | ) Manual Protocol Number]
Set TCP port manually ~ Spacification mathod
@ TCPIUDP d
Port Number:
Add Rule
IP Filter
Source Address
Action Direction oo oo tion Address Protocol Count Customize

Mo IP filters have been configured yet

Manual
Log out

1P Filter Settings

Limits the type of packets allowed
&ﬁasﬁ between the Intemet and

The maximum number of rles is

If the packet meets one of the
imonitoring conditions (see below)
before it is routed, the specified
action will be taken. If multiple
conditions (see below) are met, the
appropriate action will be

g‘arfun'md_mm the packet meets
@ condition.

Log Output

Checking this box will record IP

e
ion is Accept,

disabled. R

Disabled by default.

Add/Edit IP Address Based
Filter

;I_‘hii area is for adding or editing a
ine.

Action

Select the action to be med
on packets that meet filter criteria.

&m
: p the packet and do not route

2:11001
:tumn the rejected packet to the
nt of origin.
cept
Pass the packet through.
The default is Tgnore’.

Log Output If enabled, IP filter activity is saved to a log.

Action Specify how to process target packets.

Direction Specify the transmission direction of target packets.

IP Address Specify the sender’s IP address and receiver’s IP address of the target packets.
Protocol Select a protocol for target transmission packet.

IP Filter Displays the list of IP filters which have been registered.
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VPN Passthrough

Configure IPv6 passthrough, PPPoE passthrough, and PPTP passthrough here. This function is only available when the
AirStation is in router mode.

Firewall| IP Filter| VPN Passthrough Manual

Log out

VPN Passthrough

IPv6 Passthrough ] Enable Specify VPN passthrough settings. (3
PPPOE Passthrough  [[IEnable IPv6 Passthrough
Select whether t IPvG
PPTP Passthrough  [JEnable pss:clllrmyl gr :dlcllf:ss
translation. The default setting is
[Appty | disabled.
Note: -

IPv6 Passthrough Enable to use IPv6 passthrough for address translation.
Enable to use PPPoE bridging. PPPoE bridging lets you automatically obtain an IP
PPPoE Passthrough address from your provider for your LAN-side computer using the PPPoE protocol
because PPPoE packets can pass between the Internet and LAN.
PPTP Passthrough Enable to use PPTP passthrough for address translation.
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Games / Apps

Port Forwarding

Configure port translation here. This function is only available when the AirStation is in router mode.

Port Forwarding DMZ| UPnP| QoS Manual

Log out

Port Forwarding

GrOUP | an-side IP Address  LAN-side Port
Port farwarding has not baen configured yet.

p\?:: om. All #ywcan =

Forward a Port -
Some gameé andda_ppll_craii._mns o
require port forwarding. This page
Group New Group ~  Group Name: Iaf's‘l I)N:I.ngat fnrwglding -i’.??s.
- — - Up to 32 rules can be registered.
Internet-side 1P AirStation’s Intemet-side IP Address -
Address Manual IP Address:
. Forward a Port
O Al
D icuP You can add a new port to forward
) or edit an existing entry.
Protocol CJManual  Protocol Number;
Group
Set TCP port manually ~ Specificaion )
@ TCPIUDP Method ‘You can give a name (group name)
= to a rule group and manage them
Port Number: together.
You can tum a group of rules on or
LAN-side IP
192.168.11.3 off. You can also edit or delete
Address individual ﬂlesl.“
. en making rules, you can
LAN-side Port TCRUDP Port: select a group from the drop-down
or add a new g&nup ? entering a
name into the Mew Group’ field.
Group name may have up to 16
alphanumeric characters.
Hote:
Forwarded Ports :{:‘,..Lq:f.‘?’emu}‘ (LETO
“Group*+Number’ (for example,
Internet-side IP Address Protocol Group02) is given automnatically.

Customize
Internet-side 1P Address
Specify the Phaddless to forward

Group

Specify a group name for a new rule to belong to. Select New Group and enter the new
group name in the group name field to create a new group. A group name can include
up to 16 alphanumeric characters.

Internet-side IP Address

Enter the Internet-side IP address (before translation) for the port translation table entry.

Protocol

Select the Internet-side protocol (before translation) for the port translation table entry.

LAN-side IP Address

Enter the LAN-side IP address (after translation) for the port translation table entry.

LAN-side Port

Select the LAN-side (after translation) port number (1 - 65535) for the port translation
table entry.

Forwarded Ports

Displays current entries in the port translation table.
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DMZ

Configure a destination for packets that don’t have a LAN-side destination here. This function is only available when the
AirStation is in router mode.

Port Forwarding| DMZ UPnP| QoS Manual
Log out
DMZ Settings -
[P Adaress ofionz 1P Address of DNZ |
. 2 : isc ar is 192,168.11.3. Specify the address of a LAN-side
The IP address of this computer is 192.168.11 nm deviceto \\ﬁk::tg m;aclege
communication are to
[ Aesty | Eanaterrod. Whan on b address 16
entered for the DMZ, it becomes -

Enter the IP address of a network device that will receive rejected packets. This device

IP Address of DMZ will be accessible from outside the firewall.
Note: RIP protocol packets (UDP port number 520) will not be forwarded.

UPnP

Configure UPnP (Universal Plug and Play) here. This function is only available when the AirStation is in router mode.

Manual
Log out

Port Forwarding| DMZ| UPnP QoS

UPnP Settings

UPnP [V
Enabl UPRP (Universal Plug and Play)
allows network applications that
support UPNP to configure por
forwarding automatically. If

disabled, you will have ¥o rmanually

| UPnP Enable or disable Universal Plug and Play (UPnP) functionality.
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QoS

Configure the priority of packets sent to the Internet here. This function is only available when the AirStation is in router
mode.

[SSovepes Svourrevsssi=uveyss ssrrvame={J LU Sl Souommes

Manual

Port Forwarding | DMZ UPnPl QoS Log out
Qo5 Settings

QoS ¥ Enavie QoS (q]usll ofsem:e isa
tlchno ogy use the idth en
re effactn

Upload Bandwidth 1000 Kbps 12':‘ ==n Ty used ma: Em.:"-fa’;f" |
time processing, such as VOIP. 1
No. Enable Application Name Protocol  Destination Port  Priority G

10 |ver uoe [] high _[=] When enstled. you il be abe to
— - add four levels of increased priont
ssh TCP El 22 medium El for specific applications. 4

2
— By default, this is disabled.
36 telnet TeP [+] (23 medium [~]
= Upload Bandwidth
4 flp TCP 21 law the bandwidth transfered
m&; unit to the il.erm';t in
TcP [+] law
TeP [+] law

kbps

If a bandwidth value larolnhan the
real line speed 15 entarad. the
uplink bandwidth will be limited by

. the line speed.

] TCP [=] low If a smaller bandwidth value is
enlsr;ib;he mmd rmum line speed

B cann use

o ce EI low Use 3 link speed tool on

the Immm! 1o find your uplink

the uplink bandwidth from 1
o mgﬁoou ﬁ'qs L

Tradainult in M oo

B E E E E

@ o~ @™ o,

QoS Check to enable QoS.

Specify the upstream bandwidth in kbps from the AirStation to the Internet side. Set the

Upload Bandwidth actual value for the upstream bandwidth.

Enable Enable or disable this entry.

Enter an application name. Names may use up to 32 alphanumerical characters, double

Application N . . . .
pplication Name or single tick marks (*'), quotation marks (“), and semicolons (;).

Protocol Select either TCP or UDP.

Destination Port Specify a destination port from 1 - 65535. If this field is empty, a random port is selected.

Select high, medium, or low. If packets do not qualify for classification as a type on the
list, then their priority is treated as a level between medium and low.

Priority
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Name

Configure basic AirStation settings here.

nitialize/Restart| Update

AirStation Name AP2010TAD27EM

Network Services 7] Enable

Name Password| Time and Date| NTP e:o] .Al:cess] Syslog Settings SaueiReswrel
I

Manual

Games | Apps

Log out
AirStation Name -
AirStation Name
Assign a name to the AirStation.
The AirStation name: include

up to 64 alphanumeric characters

and ens (-, but the first and
last mmrg]smmd not be -

AirStation Name

Enter a name for the AirStation. Names may include up to 64 alphanumeric characters
and hyphens (-).

Network Services

Enable or disable this to display the computers and devices on your network with their
supported services.

Password

Configure the password to log in to the AirStation’s configuration screen here.

Initialize/Restart I Update

Admin Name admin (fixed)

Admin Password

Name | Password Time and Date| NTP e:o] Ac:ess] Syslog Settings Savemesmre|

Manual
Log out

Administrator Password 1
Settings j

Admin Name

The admin usemname cannot be
changed.

Admin Password

Configure the administrator =

(Confirm)

Admin Name

The name of the administrator account is “admin”,

Admin Password

The administrator password may contain up to 8 alphanumeric characters and
underscores ().
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Time and Date

Configure the AirStation’s internal clock here.

Name | Password| Time and Date NTP| eco| Access| Syslog Setlings| Save/Restore Manual

Initialize/Restart| Update Log out

ﬂ

Time and Date

MNTP is enabled. Changes made to time and date settings may be

overwritten by the NTP server when it syncs. Set the AirStation’s intemal clock.

Date 2013 year 1 Month 1 Day HNote:
Local Time 0 Hour 0 Minute 0 Seconds E:fmﬁm%?uu
wheanever is losL
Time Zone  (GMT+00:00) Greenwich Mean Time, London - “"“’m“‘:‘;‘mﬁ; may be
automatically even when rebooted
[ Refresh | Get Current Time from Your PC ] Eﬁ%ﬁ&?;ﬂ?ﬂgmr
Date You may manually set the date of the AirStation’s internal clock.
Local Time You may manually set the time of the AirStation’s internal clock.
Time Zone Specify the time zone (offset of Greenwich mean time) of the AirStation’s internal clock.

NTP

Configure an NTP server to automatically synchronize the AirStation’s internal clock here.

Name | Password| Time and Date| NTP eco] Al::ess] Syslog Settings SaveiResmre] Manual
Initialize/Restart| Update Log out
NTP =
NTP £ 3
ol The AcStaion can automatal J
i set and update the time
AEEERE time.nist gov accessing a NTP {Nalw.;z Time
Update Interval 24 M Protocol) server.
NTP Functionality
Enable to use an NTP senver.

NTP Enable to use an NTP server. Enabled by default.
Enter the name of the NTP server as a hostname, hostname with domain name, or IP

NTP Server address. Up to 255 alphanumeric characters, hyphens (-), underscores (_), and periods (.)
may be used. The default is “time.nist.gov"

Update Interval How often shall the AirStation check the NTP server for the correct time? Intervals of 1 -
24 hours may be set. The default is 24 hours.
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eco

Configure eco Mode here.
| setwp | wansLAN
et Voo
Scheduling 7] Enable

Weekly Schedule
00 |02 |04 |06 |08 |10

Normal Wseer W custom

Power Saving Mode Normal -

Start Time 000 ~
Schedule Entry End Time 030 ~
Day of Week s&" T:°|° 'E‘
Y
LED Off -

Wireless LAN. OF =

Games | Apps Admin Diagnostic

eco Access| Syslog Settings| Save/Restore| Manual
Log out
eco
Configure pawer-saving functions
on this page.
Scheduling

Enahletn_wﬁ: svi!mme when
[- 5811 Inctions are

12 [a |16 |8 |20 o2 Etratadr

Weekly Schedule

Des tha i
Rintlons besed on schedin.

Schedule Entry

Power-Saving Mode
Th powel ing function
when this 5 2at 1o Harmal-

power consurmption is reduced
as much as possible when Sleep’
is selected

In Custom Made, power raduction
s based on your custom sattings.

Start Time

Specify a start

selected mode. Times from 0:00 to
23:30 in 30 minute intenvals may
be used.

End Time

Specify an end time for the
Thu Eri selected mode. Times from 0:30 to
Wed Thu Frl Sat 24:00 in 30 minute intenvals may
B B8 B868 be used.

Day of Week
Specify a day of the weelk.

Custom Mode

Custom Mode Wired LAN  eco (Slow operation) =

LED
The LED is i in normal mode.

Wired LAN
In eco Mode. wired Ethemet data =

Scheduling

Enable to schedule eco Mode. If eco Mode is enabled, AOSS will function only when the
AirStation is in normal operating mode.

Weekly Schedule

Graphically displays the configured schedule.

Schedule Entry

Configure operational mode for time periods in the weekly schedule. If custom mode is
chosen, configure it below.

Custom Mode

Individual power saving elements may be configured for custom mode.
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Access

Restrict access to Settings here.

Setup

Name] Password| Time and Date| NTP |e|:o “Access Syslog Settings | Save/Restore Manual

Initialize/Restart| Update Log out
Management Access
Log Output [~ Enabl
= neble You can enaue limitations to
other PCs. from chanyng
e AirStation's sett that
Enable Management Access Number of Packets checking all nflhaso xes at
once make it impossible to
Il Praohibit configuration from wireless LAN 0 change the AirStation’s setti
until it is restored to its defaul
] Prohibit configuration from wired LAN o settings.
Internet-side Remote Access Leg Output
Checking this box will record
Enable Management Access B Access”
a
Al Permit configuration from the wired WAN Dg
Prohibit configuration from

Log Output

Enabling outputs a log of changes to access settings.

Prohibit configuration
from wireless LAN

If enabled, prevents access to Settings from wirelessly connected devices (only wired
devices may configure).

Prohibit configuration

If enabled, prevents access to Settings from wired devices (only wirelessly connected

from wired LAN devices may configure).

Permit 'conflguratlon If enabled, allows access to Settings from network devices on the WAN side.

from wired WAN

Permitted IP Address Displayed only if WAN-side configuration is enabled. Enter the IP address of a device that

is permitted to configure the AirStation remotely from the WAN side.

Permitted Port

Displayed only if WAN-side configuration is enabled. Set a port number (1 - 65535) to
configure the AirStation from the WAN side.
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Syslog Settings

Transfer the AirStation’s logs to a syslog server here.

Initialize/Restart| Update

Transfer Logs [~]Enable
Syslog Server

[¥] nadress Translation

] Firewall

[¥] Dynamic ONS
Logs [¥] DHCP Server

Fwireless

[¥] Setting Changes

ZINTP Client

(row) sesi i)

Name | Password| Time and Date NTP| eco| Access| Syslog Settings Save:Resmre] Manual

Log out
Syslog Setup
E

Transfers the AirStation’s logs to a
syslog server.

[P Fitter Transfer Logs

[ PPPOE Client Enable to have the AirStation

(] DHCP Client transmit logs to a Syslog server.

[ aoss Syslog Server

[¥] Authentication gpocifyhly?:nn&m nfy':m;‘Sysrog

anver ame, hostname
@I system Boot with domain or IP address.
[ Wired Alphanumeric characters, hyphens

*, and periods " may be used.
The Syslog senver name should not
start or end with a hyphen ™ or
period "

Transfer Logs

Enable to send logs to a syslog server.

Syslog Server

Identify the syslog server by hostname, hostname with domain name, or IP address. You
may enter up to 255 alphanumeric characters, hyphens (-) and periods (.).

Logs

Choose which logs will be transferred to the syslog server.

Save/Restore

Save AirStation settings as a file and restore from them later.

wAnsiaN | wiss |

Name] Fassword] Time and Date| NTP e:o] Access| Syslog Settings| Save/Restore Manual

Initialize/Restart| Update

Back Up Settings

Backup File

Restore setngs

[7] Open file with password

Log out
Save/Restore AirStation
Settings -

E

[] Encrypt the configuration file with a password

Back Up Settings

‘You may save the current
configuration of the AirStation to a
backup file on the PC.

Browse... Note:

The AirStation will not be able to
restore configurations from the

saved file if it was created with a
later version of the firmware than

¥ou are wmﬂ running, or -

Back Up Settings

Clicking Back Up will save the current configuration of the AirStation to a file. If the
Encrypt the configuration file with a password option is checked, then the configuration
file will be password protected with the password.

Restore Settings

Restore the configuration of the AirStation from a saved configuration file by clicking
Choose File, navigating to the configuration file, and then clicking Restore. If the

configuration file was password protected, check Open file with password, enter the
password, and click Restore.
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Initialize/Restart

Initialize or restart the AirStation.

Initialize/Restart Update

This reboots your AirStation.
Restart

Name | Password| Time and Date| NTP eco] Access| Syslog Senings] Save/Restore Manual

Log out

Initialize/Restart

Restart

11l

This reboots your AirStation.

This will restore your

Initialize Now

HNote:
Restarting will reset the clock to its
time.

to the factory default settings. defauit

Restart

Click Restart Now to restart the AirStation.

Initialize

Click Initialize Now to initialize and restart the AirStation.

Update

Update the AirStation’s firmware.

[ se | i | s | ot

Name] Password| Time and Date| NTP el:o| Access| Syslog Settings| Save/Restore Manual

Initialize/Restart| Update

Version

Updale @ Selectafile on your PC
Method ) sutomatic update

Firmware

Log out

Firmware Update

FIMWATE 310 300HP2 Ver1.00(R6.99/83.00) Update the AirStation's frmware. |

Firmware Version
Displays the firmware version of
the on.

File Browse... Update Method
Please select firmware update
: method.
T
Get updated firmware files from the link below: Egg]a‘l'g‘hrepgmrem afile
Buffalo )
Automatic update
Automatically download andinstall
Firmware Version Displays the current firmware version of the AirStation.
Select a file on your PC updates from a firmware update file that you've downloaded to
Update Method your computer. Automatic update will search the Internet for updated firmware and

update your firmware automatically when new firmware is available.

Firmware File Name

Click Choose File to navigate to the firmware file on your computer if Select a file on your
PCis selected. You don't need to specify the firmware location if you're using Automatic
update. Click Update Firmware to update the firmware.
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Diagnostic

System Info

View system information for the AirStation.

System Info Logs] Packet Info| Client Monitor Manual
Plng] Log out
System Information
Model WHR-300HP2 Ver.1.00(R6.99/B3.00) Dispaythe ArStatons main
AirStation Name AP20107AD2TES4 L E
Hardware Mode Switch Status ~ Router Mode Model
Displays the model name and
Mode Router mode H Ll
Method of Acquiring
IP Address AirStation Name
Internet Displays the AirStation's
Wired Disconnected Hardware Mode Switch Status
Static IP Address  192.168.11.1 Dis! P'ﬂga‘.;'éa status of the Router
LAN Subnet Mask 255285255.0 :
DHCP Server Enabled Mode
MAC Address 2010 TADZTESS Displays the cument mode of
operation.
Wireless Status  Enabled
Internet
S5ID1 Buffale-G-TEQE AirStation’s [ntemet port side
Authentication WPA2-PSK information.
Encryption HES Method of Acquiring IP Address
Wireless(802.11n/g/b) Acquiring an Intemnet IP address.
Broadcast SSID Enabled
Wireless Client Isolation Disabled Name of the Connection
Wireless Channel SAuto) The name of the PPPoE
High Speed Mode 20 MHz &nﬂr\:&:&ﬂeuﬁeu ns
MAC Address 20:10:TADZTES4
Connection Status
wDs Connection Status Disabled Displays the current WAN-side
eco Mode Status Scheduling Disabled e
Operational Mode
= The Onnmﬂommvm sh;:nlf
sh any DHCP or configuration
- is active. I DHCP is in use, he
&

Model Displays the product name of the AirStation and the firmware version.
AirStation Name Displays the name of the AirStation.

;l; ':;’are Mode Switch Displays the status of the AirStation’s mode switch.

Mode Displays the AirStation’s current operational mode.

Internet DDisplays the status of the WAN port.

LAN Displays the status of the LAN port.

Wireless Displays the wireless status.

WDS Displays the connection status of WDS.

eco Mode This indicates the operating status of eco Mode.
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Logs

The AirStation’s logs are recorded here.

s%stemlnl‘o| Logs Packetinfo| Client Monitor| Manual
Pin

Log out
Logs -

[#] Address Transiation  [¥11P Filter

[l Firewall [¥]PPPOE Client Displa information recorded in

e .
E i R i The oldest information is -
Dynam-c DNS _Z|DHCP Client L
Display Logs (V] DHCP Server [¥laoss Gl
[#] wireless Client [¥] Awthentication Display log info
[¥] Setting Ch [ System Boot Select the types of information that
ekl S should be logged by the AwStation
NTP Client ] wired The default is All. The following
items can be selected:
| Display | [ SelectAN | [ Clearall | * Address Translation
« IPFilter
Logs . nciudes discarded P
- asquerade packets|
Save Log as File + PPPOE Client{WaH Side)
Date Time: b Logs + Dynamic DNS(WAN Side)
- « DHCP Client
May 17 020454 WIRED Port 1 LinkUP It (WAN Side)
May 17 02.04:53 DHCPS  udhcpd (v1.12.1) started * DHCP Server(LAN Side)
May 17 020451 WIRED Port 1 Link DOWN I + ADSS
May 17 02:04:51 MNAT deanup fprocinetinf_connirack * mmﬁ‘?ﬂmnﬂd

Disp

lay Logs

Choose the types of logs to display.

Logs

Displays the log information recorded in the AirStation.

Packet Info

View packet transfer information.

stmm Info| Logs| Packetinfe Client Monitor Manual
Pini Log out
Packet Traffic Information .
Sent Received

fiEize Normal Errors Normal Errors “':‘.:‘%:;"‘“{7.:34:&':‘55:'2

Wired Internet a21 0 0 (1] :‘;emg' azrg:;;;dng

Wired LAN 6189 0 B546 ]

Wireless LAN (802.11nig/b) 0 0 0 0 s

Displayed packet information is

e un paion 1 dhchag 2o
Sent Displays the number of packets sent to the WAN, the LAN, and the wireless LAN.
Received Displays the number of packets received from the WAN, the LAN, and the wireless LAN.
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Client Monitor

This screen shows devices that are connected to the AirStation.

System Info| Logs| Packetinfo Client Monitor Manual
Pin, Log out
Packet Traffic Information
Sent Received
Interface The total numbers of packets sent
Normal Erors Nommal  Errors and recaned by the Al:rtfmin;. o
Internet 821 0 0 0 well as the errors sending an
wed receiing, are displayed. =
Wired LAN 6169 0 6546 0
Refresh
Wi 11 0 0 0 o
e ICAN S0ZNVOD] Displayed packet information is
renewed with current information
when this button is clicked.

Displays information (MAC address, lease IP address, hostname, communication
Client Monitor method, wireless authentication and 802.11n) for devices that are connected to the
AirStation.

Ping

A ping test checks whether the AirStation can communicate with a specific network device.

[ seun | a1 | irss | rovan | Ganes ops | _homin[CE

System Info| Logs| Packetinfo| Client Monitor Manual
Ping Log out
Ping
Destination Address A Ping test can be performed from |z
the AirStation. With a ping test,
can determine whether the
irStation can communicate with a
Result specific network device.
Destination Address
Destination | Mot entered
Enter the network IP address that
Result Mot executed want to ping; e.g.
%.1“.11.?0!
www.buffalotech.com. i

Enter the IP address or hostname of the device that you are testing communication with,

Destination Address then click Execute. The result will be displayed below.
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Chapter 4 - Connect to a Wireless Network

Automatic Secure Setup (AOSS / WPS)

AOSS and WPS are systems that enable you to automatically configure wireless LAN settings. Just pressing the buttons
will connect wireless devices and complete security settings. Use them to automatically connect wireless devices,
computers, or game machines which support AOSS or WPS.

)

AOSS"

AOSS (AirStation One-Touch Secure System) is technology developed by Buffalo Technology. WPS was created by the
Wi-Fi alliance.

« Before using AOSS or WPS to connect the Buffalo wireless client to the computer, download Client Manager or AOSS
Assistant from the Buffalo website and install it.

« Buffalo’s Client Manager software can be used with the wireless LAN devices built into your computer. However, it is
not guaranteed to work with all wireless LAN devices available.
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Windows 8, Windows 7 or Windows Vista (Client Manager V)

If you are using Windows 8, Windows 7 or Windows Vista, use Client Manager V to connect wirelessly with AOSS or WPS.

1 Launch Client Manager V.

2 Click Create Profile.

BUFFALOD
Client Manager V Ver 144

Connection [ (Disconnected) - ]

Transmission -—
Create Profile

TX Advance Setup

Signal

3 If the “User Account Control” screen opens, click Yes or Continue.

4  Ciick wps AOsS.

'\J Ei Create profile
Perform setup of wireless connection to the AirStation
Wireless Adapter BUFFALO WLI-UC-G300N -
Select the Setup Method
Automatic Secure Setup
Perform connection and security configuration automatically, % ((i®i))
wi AOSS”
Advanced Setup
Selecta Network Name (SSID) or enter the SSID,
then connect manually. p
Otherwise connect with WPS-PIN method.
Option (Expert only) Client Manager V Ver1.4.4 BUFFALH

When the wireless LED on the front of the AirStation stops flashing and glows steadily, the connection is ready to use.
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Windows XP (Client Manager 3)

If you are using Windows XP, use Client Manager 3 to connect wirelessly with AOSS or WPS.

1 Right-click the '?T icon in the system tray and select Profile.

2 Click WPS AOSS.

Status Q_ scan [E]  Profiles
AirStation e

Create profile and display priority level.

Profile Name

R - TR

4

It will take several seconds for your wireless connection to be configured. When the wireless LED on the front of the
AirStation stops flashing and glows steadily, the connection is ready to use.

Mac OS (AOSS Assistant)

If you are using Mac OS X 10.8, 10.7, 10.6, 10.5 or 10.4, use AOSS Assistant to connect wirelessly with AOSS.
T  Download AOSS Assistant from Buffalo's website.

2 Open the AOSS Assistant software. Click Agree to proceed.

47



3 Click Start AOSS.

A0 AOSS Assi

First of all
Welcome to the ADSS Assistant.

This application helps you to set up a wireless LAN connection using ADSS between this
Mac and the AirStation. Security (encryption) settings are also made automatically.

Before starting, make sure your AirStation is turned on and within range of this Mac.
If this Mac is already connected by an Ethernet (LAN) cable, please unplug the cable.

(@

AOSS"

Click "Start ADSS" to begin.

You must enter the admini: name and d for this Mac.

—
Start AOSS )

4 Enter the Mac’s username and password and click OK.

— Type your password to allow AOSS6 to make
& & changes.

S

Name: BUFFALO

Password: ssssssssss ]

b Details

@ (Ganeel) @06

It will take several seconds for your wireless connection to be configured. When the wireless LED on the front of the
AirStation stops flashing and glows steadily, the connection is ready to use.

Other Devices (e.g. Game Console)

If you are using a game machine which supports AOSS or WPS, refer to that device’s manual to initiate AOSS or WPS.
When instructed, hold down the AOSS button on the AirStation for 1 second.

When the wireless LED on the front of the AirStation stops flashing and glows steadily, the connection is ready to use.
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Manual Setup

You can also connect to the AirStation without installing Client Manager V or Client Manager 3 by using the utility built-
in to the operating system. The procedure varies depending on which operating system you are using.

Windows 8 (WLAN AutoConfig)

With Windows 8, use WLAN AutoConfig to connect to the AirStation.

1 Switch Windows 8 to desktop mode.

2 Click the network icon ﬂ in the system tray.

3 Select the target AirStation’s name and click Connect. If you will be connecting to this device again, check Connect
automatically.

Networks

Wi-Fi
BUFFALO-123456(Manual)_A aill

BUFFALO-123456(Manual)_G il

Connect automatically

BUFFALO-123456(Manual)_G-1 aill

4 Enter the encryption key and click Next.
(© Networks

BUFFALO-123456(Manual)_G all

Enter the network security key
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5 Click No, don't turn on sharing or connect to devices.

(© Networks

BUFFALO-123456(Manual)_G all

Do you want to turn on sharing
between PCs and connect to devices
on this network?

Yes, turn on sharing and connect
to devices
For home or v

Windows 7 (WLAN AutoConfig)

With Windows 7, use WLAN AutoConfig to connect to the AirStation.

1 Click the network icon d in the system tray.

2 Select the target AirStation and click Connect. If you will be connecting to this device in the future, checking
Connect automatically is recommended.

Currently connected to:

11 Network
2. Internet access

m

Wireless Network Connection ~
manual_G 1.1_“_
V| Connect automatically
WAP-G oL

0018E76A1EGE

"

MName: 0018E76A1EGE
Signal Strength: Fair
Open Network an Security Type: WPA2-PSK
Radio Type: 802.11n

001D7390E9F2
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3 Enter the encryption key and click OK.
r@ Connect to a Network M

Type the network security key

Security key:

[ Hide characters

You can also connect by pushing the
button on the router.
v

Windows Vista (WLAN AutoConfig)

With Vista, use WLAN AutoConfig to connect to the AirStation.

1 Right-click the wireless network icon in the system tray.
2 Click Connect to a network.

3 When this screen is displayed, select your network and click Connect.

=lEE=

(&) Lg\" Cennect to a network

Select a network to connect to

o : iy- : '
& 001073899104 Security-enabled network !51!5 i

&' 001073299104 Security-enabled network dﬂ!

Set up a connecticn or netwerk
Open Metwork and Sharing Center

Connect l Cancel
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If the screen below is displayed, click | want to enter the network key or passphrase instead.

Otherwise, go to step 4.

Press the configuration button on your access point

Press the cenfiguration button on the
access point before continuing.

I can't find the configuration butten.
Lwant to enter the network key or passphrase instead

Enter the PIN for BUFFALO INC. WHR-G300N on 001D73B8991D4

‘You can find this PIN displayed on the BUFFALO INC. WHR -G300N.

PIN:

|| Display characters

I den't have the PIN,
Lwant to enter the network key or passphrase instead

(et [ conce |
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4 Enter the encryption key and click Connect.

=lEE=

@ % Connect to a network

Type the network security key or passphrase for 001D738991D4

The person who setup the network can give you the key or passphrase.

Security key or passphrase:

|| Display characters

s Iyouhave a USE flash drive with network settings for (01073899104, insert it now.

Connect Cancel

Step through the wizard to finish configuration.

If the “Set Network Location” screen is displayed, select Home, Work, or Public location depending on where you're using
the AirStation.

Windows XP (Wireless Zero Configuration)

Windows XP includes Wireless Zero Config, a built-in utility to connect to your AirStation.

Note: If Client Manager 3 is installed on your computer, Wireless Zero Config is disabled. Uninstall Client Manager 3
to use Wireless Zero Config, or just use Client Manager 3 to connect to the AirStation.

)
1 Right-click the image wireless network icon ﬂ in the system tray.

2 Click View Available Wireless Networks.
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3

4

Select the network to connect to and click Connect.

") Wireless Network Connection

Network Tadka Choose a wireless network

ﬁ Refresh network list Click an item in the list below to connect to a wireless network in range or to get more

information
<2 Setup a wireless network 001073899104
for a home or small office

Related Tasks

i) Learn about wireless
networking

Change the order of
preferred netwoarks ([i))

p Change advanced '’ Security-enabled wireless network
sattings

will

The network '001D73899104' requires a network key (also called a WEP key or WP key),
A network key helps prevent unknown intruders from connecting to this netwark,

Type the key, and then click Connect.

Mebwork key: | |

Confirm network key: | |

L Conneck J [ Cancel ]

It will take several seconds for configuration to complete.
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Mac OS (Wi-Fi)

Use Wi-Fi on a Mac to connect to the AirStation.
Note: In Mac OS 10.6 and earlier, “Wi-Fi” appears as “AirPort”.

1 Clickthe * iconin the top section of the screen and select Turn Wi-Fi On.
R Gr o2 2337 Q
Wi-Fi: Off

Turn Wi-Fi On

Open Network Preferences...

2 Find the SSID from step 1 on the list. Click it to highlight it.

hi G029 23:38 Q
Wi-Fi: On
Turn Wi-Fi Off

No network selected
BUFFALO-010175 a8
BUFFALO-6400A5 a

BUFFALO-0OF13F1 8=

)] 1) 4)

3 Enter your encryption key in the password field, check Remember this network, and click Join.

The Wi-Fi network “BUFFALO-0F13F1” requires a
— WPA2 password.

Pas;word;lu..u.uuu !

|| Show password
[2] Remember this network

Cance

It will take several seconds for configuration to complete.
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Chapter 5 - Troubleshooting

Cannot Connect to the Internet Over a Wired Connection.

+ Make sure that your AirStation is plugged in!
« Check that the status LEDs of your AirStation are lit as below:
Power/Diag: Green LED is on
Wireless: Green or amber LED is on
« Make sure that your computer is configured to “obtain an IP address automatically from DHCP".

+ Restart your AirStation.

« See chapter 3 for instructions to open Settings.

« Enter the correct username and password to log in to Settings. If you are using AirStation with factory default
settings, enter “admin” for the username and “password” for the password.

. Verify that your web browser is not set to use proxies.
« Make sure that your computer is configured to “obtain an IP address automatically from DHCP”.

+ Restart your AirStation.
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Cannot Connect to the Network Wirelessly.

« Configure your wireless client with the same SSID, encryption type, and encryption key as set on the AirStation.
The factory defaults are:
SSID (11n/g/b) - Buffalo-G-XXXX (the last 4 digits of the AirStation’s MAC address)
Encryption Type - WPA2 - PSK AES
Encryption Key - Printed on the setup card.
Note: For details, refer to the setup card.

+ Place your AirStation and wireless devices 2 - 10 feet apart.

+ Restart your AirStation.

Forgot AirStation’s SSID, Encryption Key, or Password.

Hold down the reset button on the base of your AirStation for 3 seconds to initialize its settings. All settings, including
your password, SSID, and encryption key will be initialized to their defaults.

With the AirStation powered on, hold down this button for 3 seconds to return it to factory default settings.
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How to Configure TCP/IP

Windows 8

To configure TCP/IP in Windows 8, follow the procedure below.

Open Control Panel.

Click Network and Internet.

Click Network and Sharing Center.

Click Change Adapter Settings on the left side menu.

Right-click the network adapter, then click Properties.

If the “User Account Control” screen opens, click Yes or Continue.

Select Internet Protocol Version 4 (TCP/IPv4) then click Properties.

0 N O U1 A W N =

To have DHCP set your IP address settings automatically, check Obtain an IP address automatically and Obtain DNS
server address automatically.

Alternately, you can configure the settings manually. Example:

If the router’s IP address is 192.168.11.1,

IP address: 192.168.11.80

Subnet mask: 255.255.255.0

Default gateway: 192.168.11.1

Preferred DNS server: 192.168.11.1

Alternate DNS server: blank

9 dickox.
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Windows 7

To configure TCP/IP in Windows 7, follow the procedure below.

Open Control Panel.

Click Network and Sharing Center.

Click Change Adapter Settings on the left side menu.

Right-click the network adapter, then click Properties.

If the “User Account Control” screen opens, click Yes or Continue.

Select Internet Protocol Version 4 (TCP/IPv4) then click Properties.

NGO L1 A WIN =

To have DHCP set your IP address settings automatically, check Obtain an IP address automatically and Obtain DNS
server address automatically.

Alternately, you can configure the settings manually. Example:

If the router’s IP address is 192.168.11.1,

IP address: 192.168.11.80

Subnet mask: 255.255.255.0

Default gateway: 192.168.11.1

Preferred DNS server: 192.168.11.1

Alternate DNS server: blank

8 dikoxk
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Windows Vista

To configure TCP/IP in Windows Vista, follow the procedure below.
Open Control Panel.

Click Network and Sharing Center.

Click Manage network connections on the left side menu.
Right-click the network adapter, then click Properties.

If the “User Account Control” screen opens, click Yes or Continue.

Select Internet Protocol Version 4 (TCP/IPv4) then click Properties.

NGO L1 A WIN =

To have DHCP set your IP address settings automatically, check Obtain an IP address automatically and Obtain DNS
server address automatically.

Alternately, you can configure the settings manually. Example:

If the router’s IP address is 192.168.11.1,

IP address: 192.168.11.80

Subnet mask: 255.255.255.0

Default gateway: 192.168.11.1

Preferred DNS server: 192.168.11.1

Alternate DNS server: blank

8 dikoxk
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Windows XP

To configure TCP/IP in Windows XP, follow the procedure below.

1

wi b W N

Open Control Panel.

Double-click Network.

Right-click the network adapter, then click Properties.
Select Internet Protocol (TCP/IP) then click Properties.

To have DHCP set your IP address settings automatically, check Obtain an IP address automatically and Obtain DNS
server address automatically.

Alternately, you can configure the settings manually. Example:

If the router’s IP address is 192.168.11.1,

IP address: 192.168.11.80

Subnet mask: 255.255.255.0

Default gateway: 192.168.11.1

Preferred DNS server: 192.168.11.1

Alternate DNS server: blank

Click OK.

Mac OS

To configure TCP/IP in Mac OS, follow the procedure below.

1

2
3
4

Click Apple menu > System Preferences....
Click Network.
Click the network adapter.

To have DHCP set your IP address settings automatically, select Using DHCP in the “Configure IPv4” field.
Alternately, you can configure the settings manually. Example:

If the router’s IP address is 192.168.11.1,

IP address: 192.168.11.80

Subnet mask: 255.255.255.0

Default gateway: 192.168.11.1

Preferred DNS server: 192.168.11.1

Alternate DNS server: blank

Click Apply.
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Other Tips

Issue:
| reset my wireless router to factory settings and forgot how to log in to Settings.
Answer:

Open your browser, enter 192.168.11.1 as the browser address, and hit the enter key. You will be prompted to log in.
Enter “admin” for the username and “password” for the password. Click OK to log in. The option to reset your password
will be available on the first page.

Issue:
How do | forward ports on my wireless router for my gaming console?
Answer:

Log in Settings and navigate to Internet Games (Port Forwarding) on Setup page. Enter the port that needs to be
forwarded and the IP address of the gaming console.

Issue:
How do | enable or modify security encryption settings on the wireless router?
Answer:

Log in Settings and navigate to Wireless Encryption on Setup page. Buffalo recommends the use of WPA2-PSK AES for
wireless encryption. The passphrase/key should be at least 8 characters in length.

Issue:

How do | change my wireless router’s broadcasted network name (SSID)?

Answer:

Log in Settings and navigate to Wireless - Basic. Find the SSID setting. Select Use and enter the new name for your
network. Click Apply. Once the wireless router has rebooted, you will need reconnect any wireless clients to the
AirStation using the new network name. The encryption key will still be the same.

Issue:

What can | do if my wireless connection drops randomly or seems slow?

Answer:

There are many environmental factors that may cause this. First, ensure the issue is not range related by moving the

wireless router and the client device closer together. If the connection drops continue, then range is probably not the
issue.

Other 2.4 GHz devices such as microwaves, other wireless networks, and 2.4 GHz wireless phones may impact
performance. Try a different wireless channel for your wireless router. Log in Settings and navigate to Basic Wireless
Setup on Setup page. Wireless channels from 1 - 11 may be selected. Try “Auto Channel” option if available. Otherwise,
manually select an alternate channel and click Apply.

Issue:

Though | am able to successfully make a connection with my wireless router, | am unable to access the Internet with my
web browser.

Answer:

First, press the router button on the AirStation to switch to router mode. The router LED on the AirStation turns on,
and after about one minute, turn off the cable or DSL modem, AirStation, and your computer. Verify that the modem
is connected to the Internet port on the AirStation with a Ethernet cable. Power on the modem and wait one minute.
Power on the wireless router and wait another minute. Power on the computer. Open a browser on the computer and
navigate to a familiar website to verify whether the Internet connection is functioning normally.

If after these steps, an Internet connection is still unavailable, power off the cable or DSL modem and computer again

and directly connect your computer to the cable or DSL modem with a cable between the computer and the port

on the modem. Power on the modem and wait one minute. Power on the computer and again check for an Internet
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connection.

If an Internet connection IS NOT available with a direct connection to the computer, please call the Internet Service
Provider who installed the modem.

If an Internet connection IS available with a direct connection to the computer, please call our customer support.

Issue:
Where can | download the latest drivers, firmware, and instructions for my Buffalo wireless products?

Answer:
The latest drivers and firmware are available online at www.buffalotech.com
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Chapter 6 - Default Configuration Settings

Feature Parameter Default Setting
Method of Acquiring IP Address | Perform Easy Setup (Internet Connection Wizard)
Default Gateway -
Internet DNS Name Server Address -
Internet MAC Address Use default MAC address
MTU Size of Internet Port 1500 Bytes
Connection Type Continuous connection
Disconnect Condition:
L . When no packets are sent or received
Automatic Disconnection . . .
Disconnection Time:
PPPoE 5 Minutes
Authentication Automatic Authentication
MTU Size 1454 Bytes
MRU Size 1454 Bytes
Keepalive Enabled
Dynamic DNS Service Disabled
DDNS . -
Current Dynamic DNS Settings | -
LAN-side IP Address 192.168.11.1 (255.255.255.0)
DHCP Server Function Enabled
DHCP IP Address Pool 192.168.11.2 for up to 64 Address(es)
PPTP Server Function Disabled
Authentication Type MS-CHAPv2 (40/128-bit Encryption)
PPTP Server Server IP Address Auto
Client IP Address Auto
DNS Server IP Address LAN IP address of the AirStation
WINS Server IP Address -
MTU/MRU Value 1396
PPTP User List No registered users
Router mode (Router on):
192.168.11.1 (255.255.255.0)
Bridge mode (Router off):
LAN-side IP Address 192.168.11.100 (255.255.255.0)
Bridge mode (when the mode switch is in the Auto
LAN position):

Obtain automatically from DHCP server

DHCP Server

Enabled

DHCP IP Address Pool

192.168.11.2 for up to 64 addresses

Lease Period

48 Hours

Default Gateway

AirStation’s IP address
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Feature Parameter Default Setting
DNS Servers AirStation’s IP address
LAN WINS Server Assigned IP address
Domain Name Assigned domain name
DHCP Current DHCP Clients -
NAT Address Translation Enabled
Log Output of Deleted Packets | Disabled
Routing Routing No routes are registered.
WPS Enabled
External Registrar Enabled
AirStation PIN Ar\ 8—d!git random value (Printed on the label of the
AirStation)
WPS status:
configured
WPS SSID:
Buffalo-G-XXXX (the last 4 digits of the AirStation’s MAC
WPS Security Settings address)
Security:
WPA?2 - PSK AES
Encryption key:
The 8-digit random number printed on the setup card.
Exclusive SSID for WEP AOSS is not in use.
AOSS Dedicated WEP SSID isolation Disabled
AOSS Button on the AirStation
Unit Enabled
Wireless Enabled
Wireless Channel Auto Channel
High Speed Mode Bandwidth: 20 MHz
Broadcast SSID Allow
SSID1 Enabled
. SSID Isolation Not used
Basic - -
SSID Use AirStation’s MAC address
Authentication WPA2 - PSK
Encryption AES
WPA-PSK (Pre-Shared Key) The 8-digit random number printed on the setup card.
SSID2: WEP Disabled
Key Renewal Interval 60 minutes
Multicast Rate 1 Mbps
Advanced DTIM Period 1
Wireless Client Isolation Disabled
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Feature Parameter Default Setting
For AP For STA
WMM-EDCA P briori CWmin 15 15
- arameters (Priority CWmax 1023 1023
AC_BK (Low))
AIFSN 7 7
TXOP Limit | 0 0
For AP For STA
WMM-EDCA P (Priori CWmin 15 15
- arameters (Priority
AC_BE (Normal)) CWmax 63 1023
AIFSN 3 3
WMM TXOP Limit | 0 0
For AP For STA
WMMLEDCA P briori CWmin 7 7
- D.C arameters (Priority CWmax 15 15
AC_VI (High))
AIFSN 1 2
TXOP Limit | 94 94
For AP For STA
WMM-EDCA P (Priori CWmin > >
- arameters (Priority
AC_VO (Highest)) CWmax 7 ’
AIFSN 1 2
TXOP Limit | 47 47
. Enforce MAC Filtering Disabled
MAC Filter - - - -
Registration List No registered MAC addresses
WDS WDS Disabled
Multicast Snooping Disabled
Control Multicast Aging Time 300 Sec.
Log Output Disabled
Prohibit NBT and Microsoft-DS routing: Disabled
Firewall . .
Basic Rules Reject ident requests: Enabled
Block ping from Internet: Enabled
Log Output Disabled
IP Filter og. s o ? -
IP Filter No IP filters have been configured yet.
VPN IPv6 Passthrough Disabled
PPPoE Passthrough Disabled
Passthrough -
PPTP Passthrough Disabled
Port Forwarding | Forwarded Ports Port forwarding has not been configured yet.
DMz IP Address of DMZ -
UPnP UPnP Enabled
QoS QoS Disabled
Name AirStation Name AP + AirStation’s MAC Address
Network Services Enabled
Password Admin Name admin (fixed)
w
Admin Password password

Time and Date

Local Date 2010 Year 1 Month 1 Day
Local Time 0 Hour 0 Minute 0 Seconds
Time Zone (GMT+00:00) Greenwich Mean Time, London
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Feature Parameter Default Setting

NTP Enabled
NTP NTP Server time.nist.gov
Update Interval 24 hours
Scheduling Disabled
Power Saving Mode: Normal
Start Time: 0:00
Schedule Entry .
End Time: 0:30
eco
Day of Week: none
LED: Off
User Define Mode Wired LAN: eco (Slow operation)
Wireless LAN: Off
Log Output Disabled
Prohibit configuration from wireless LAN:
Disabled
Access Prohibit configuration from wired LAN:
Management Access .
Disabled
Permit configuration from wired WAN:
Disabled
Transfer Logs Disabled
Syslog Server -
Syslog Settings Addres§ Translation, IP Filter, Firewall, PPPoE CIientI
Logs Dynamic DNS, DHCP Client, DHCP Server, AOSS, Wireless,
9 Authentication, Setting Changes, System Boot, NTP Client,
and Wired
Update Update Method Select a file on your PC
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Appendix A - Supplemental Information

Technical Specifications

Wireless LAN Interface

Standard Compliance

IEEE 802.11n/ IEEE 802.11g / IEEE 802.11b

Transmission Method

Direct Sequence Spread Spectrum (DSSS), OFDM, MIMO

Frequency Range

Available frequencies depend on the country of purchase.

Transmission Rate

IEEE 802.11n 20 MHz BW <Long GI>:
130/117/104/78/52/39/26/13 Mbps (2 stream)
65/58.5/52/39/26/19.5/13/6.5 Mbps (1 stream)

IEEE 802.11n 20 MHz BW <Short GI>:
144.4/130/115.6/86.7/57.8/43.3/28.9/14.4 Mbps (2 stream)
72.2/65/57.8/43.3/28.9/21.7/14.4/7.2 Mbps (1 stream)
IEEE 802.11n 40 MHz BW <Long GI>:
270/243/216/162/108/81/54/27 Mbps (2 stream)
135/121.5/108/81/54/40.5/27/13.5 Mbps (1 stream)
IEEE 802.11n 40 MHz BW <Short GI>:
300/270/240/180/120/90/60/30 Mbps (2 stream)
150/135/120/90/60/45/30/15 Mbps (1 stream)

IEEE 802.11¢g:

54/48/36/24/18/12/9/6 Mbps

IEEE 802.11b:

11/5.5/2/1 Mbps

Access Mode

Infrastructure Mode

Security

Wired LAN Interface
Standard Compliance

AOSS, WPA/WPA2 mixed PSK, WPA2-PSK (AES), WPA-PSK (AES), 64-bit or 128-bit WEP,
Mac Address Filter

IEEE 802.3u (100BASE-TX) / IEEE 802.3 (10BASE-T)

Transmission Rate 10/ 100 Mbps

Transmission Encoding 100BASE-TX 4B5B/MLT-3, 10BASE-T Manchester Coding
Access Method CSMA/CD

Speed and Flow Control 10/ 100 Mbps, Auto Sensing, Auto MDIX

Number of LAN Ports 5

Power Supply External AC 100-240V Universal, 50/60 Hz
Power Consumption About 10.2 W (Max)

Dimensions 55%x130.5x 159 mm (2.17 x 5.14 x 6.26 in.)
Weight 2659 (9.3 0z)

Operating Environment

0-40°C(32-104°F), 10 - 85% (non-condensing)
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Environmental Information

« The equipment that you have purchased has required the extraction and use of natural resources for its production.
« The equipment may contain hazardous substances that could impact health and the environment.

« In order to avoid the dissemination of those substances in our environment and to diminish the pressure on the
natural resources, we encourage you to use the appropriate take-back systems.

+ The take-back systems will reuse or recycle most of the materials of your end life equipment in a sound way.

+ The crossed-out wheeled bin symbol invites you to use those systems.

« If you need more information on collection, reuse, and recycling systems, please contact your local or regional waste
administration.

GPL Information

The source code for Buffalo products that use GPL code is available at http://opensource.buffalo.jp/ .
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