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Chapter 1 - Product Overview

Package Contents

The following items are included in your AirStation package. If any of the items are missing, please contact your vender.

Wireless LAN access point 1
Antennas (with protective caps) 2
AC adapter 1
Power cable lTor2
Bracket 1
Ceiling-mounting screws (large) 4
Wall-mounting screws (medium) 4
Wall-mounting anchor (for medium-size screws) 4
«  Screws (small, 5 mm *) 2
« Screws (small, 4 mm *) 4
« Spacers (ring-shaped metal part) 2
« Ejector (L-shaped part) 1
« Serial number stickers one sheet with 2 stickers
« Quick setup guide 1
« Warranty statement 1

* @]— The “length” here refers to the length of the section shown in the figure.



Hardware Overview

Front Panel LEDs

-

AirStation Pro

N hWN=-=

aux (o IJ'I

POWER DIAG SGHz 24GHz LANT  LANZ

1 Power LED
On:
Power is on.
Off:
Power is off.

Note: You can permanently turn off the power LED in Settings.

2  Diag LED (Red)

This indicates the status of the unit depending on the number of blinks per cycle.
Note: When the unit is first turned on or restarted, the diag LED will blink for almost a minute during boot. This is
normal.

Off:

Normal.

Glows red at startup (about 2 to 3 minutes):

RAM error.

Blinks red twice at startup or immediately after settings are saved:

Flash ROM error.

3 blinks **:

Wired Ethernet LAN error.

4 blinks **:



Wireless LAN error.

5 blinks:

USB error.

9 blinks **:

System error.

Continuously blinking *:

Updating firmware, saving settings, or initializing settings.

* Do not unplug the AC adapter while the diag LED is blinking continuously.
** Turn off AirStation first, wait for a few seconds, then turn it back on.

3 5GHzLED (Blue)
On:
5 GHz wireless is enabled.
Randomly blinking:
5 GHz wireless is transmitting.
2 blinks:
AirStation is waiting for an AOSS or WPS security key.
Continuously blinking:
AOSS/WPS error; failed to exchange security keys.

Note: You can permanently turn off this LED in Settings.

4  2.4GHzLED (Green)
On:
2.4 GHz wireless is enabled.
Randomly blinking:
2.4 GHz wireless is transmitting.
2 blinks:
AirStation is waiting for an AOSS or WPS security key.
Continuously blinking:
AOSS/WPS error; failed to exchange security keys.

Note: You can permanently turn off this LED in Settings.

5 LANLED (Green)
On:
An Ethernet device is connected.
Blinking:
An Ethernet device is communicating.

6 Antenna Connector
Screw on the included antennas here.

Note: The supplied antenna supports both the 2.4 GHz and 5 GHz bands.



Back Panel
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1 Power Connector
Connect the power adapter here.

2 Power Button
This button turns the power on and off .

3 LANPorts
With Auto-MDIX, you can use straight or crossover Ethernet cables. LAN port 1 supports PoE.

4 EZ Analyzer Port
This port is reserved for the upcoming EZ Analyzer function. It is disabled for this firmware release.

5 ussPort
Connect a USB device here to upgrade firmware or save logs.

6  UsB Eject Button
Before unplugging a USB device, hold down the USB eject button for 3 seconds. The USB LED will begin to blink.
Then you can unplug the USB device safely.

7 USBLED (Green)
On:
USB device is being used.
Randomly blinking:
USB device can be removed.

8 RJ-45 Serial Console Port for Settings
This port is reserved for additional functionality in the future. It is disabled for this firmware release.

9 Reset Button
To reset all settings, hold down this button until the diag LED comes on (about 3 seconds). Power must be on.

10 A0ss/WPs button
To start AOSS (or WPS), hold down this button until the wireless LED blinks twice (about 1 second).

1 1 Maintenance port
For factory use only.



Chapter 2 - Placing Your AirStation

Antenna Placement

Remove the antenna caps and attach the antennas. Don't touch the conductive parts of the antenna connectors
because they can be damaged easily.

Note: These antennas support both 2.4 GHz and 5 GHz.

BUFFALD

Connecting to PoE Equipment

The AirStation is compatible with PoE equipment (sold separately). If POE (Power over Ethernet) is available on the
network, you may not need to use the AC power supply. Instead, connect LAN port 1 to an Ethernet connection with
PoE as shown below.

Installation

Notes:
« LAN port 2 does not support PoE. Don't connect PoE equipment to LAN port 2.
« You may supply power to the AirStation with either PoE or the AC adapter. Do not connect both at once!

10



1 Use an Ethernet cable to connect LAN port 1 of the AirStation to a PoE switch or other device that supports PoE.
AirStation ,

“ponmll-m- -8

1L

|

PoE Switch

Notes:

« Be sure that the cable connecting the AirStation and power sourcing equipment is an enhanced Category 5 or
higher 4-pair cable.

+ Connect ITE to PoE networks without routing to the outside plant.
2 Power on the AirStation.

3 Make sure that the power LED is on.
If the power LED does not turn on after several minutes, make sure that the LAN cable is connected correctly, the
AirStation is turned on, and the power source is turned on.

Connecting the AC Adapter

If PoE is not available, connect the AC adapter to the AirStation.

1 Use the supplied AC adapter to connect the equipment to a UPS, power strip, or outlet.
2 Turn on the AirStation.

3 Make sure that the power LED is on.

If the power LED does not turn on after several minutes, make sure that the AC adapter is plugged in correctly and
that the AirStation is turned on.

1



Mounting the AirStation on a Ceiling or Wall

The AirStation can be mounted to a ceiling or wall. The location where you mount the AirStation should meet the
following requirements:

«  Mount in a location with an ambient temperature range from 0°C (32°F) to 45°C (113°F), humidity from 10% to 90%,
and no condensation.

« Do not bring the AirStation into close contact with other devices, other walls, or other objects.
- Do not mount on wobbly surfaces, slanted surfaces, or other unstable locations.
« Do not mount in locations that are exposed to direct sunlight, heat sources, or electromagnetic waves.

« Mount in a firm and stable position. If the AirStation is not properly mounted, it can fall and cause an accident.

Use the supplied accessories below to mount the AirStation to the ceiling or wall.
« Ceiling-mounting screws (large)

«  Wall-mounting screws (medium)

Note: The ceiling where the AirStation is mounted must be capable of supporting a weight of at least 1.5 kg (3 1b 5
0z). If the ceiling does not have sufficient strength, be sure to reinforce the ceiling before securing the AirStation to
it. If the ceiling is not reinforced, the AirStation can fall and cause an injury.

g
Ceiling reinforcement g
. -
Ceilin/g rear Square blocks (30 mm bloérk} g
Ceiling y
N\ I VA ]
. —

Wall-mounting fixture Supplied screws
(large)

20 mm or less

If the ceiling is made from plaster board or other material that does not provide enough strength, be sure to
reinforce the ceiling before mounting the AirStation. The figure above shows an example when using the supplied
screws (large) for attaching the wall-mounting fixture. The thickness and size of the reinforcement piece varies
depending on the screw size that you use. For details, please consult with a specialized contractor with building
experience or the dealer where you made the purchase.

If the screws cannot be properly secured to the wall, such as when the wall material is thin, drill holes in the wall instead,
embed the wall-mounting anchors, and secure the AirStation with the screws.

12



1

2

Use the four screws to secure the bracket.

Note: For certain environments, you may be able to use items other than the supplied screws. Select the most
suitable item for use on your mounting surface.

Secure the screws. W

J——
Front
i}
’
- ﬂ ~—————Rear (wall side)
1
E |

_ Secure the screws.

If mounting to a wall, secure so that
this section is on the bottom.

Press the AirStation onto the bracket, then push it down until it clicks into place.

)

AirStation P,
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Mounting the Security Case

An optional security case (sold separately) is available for the AirStation. Follow the steps below to mount it.

1 Use the four screws to secure the bracket.

Secure the screws.

Secure the screws.

— If mounting to a wall, secure so that this section is on the bottom.

2 Press the AirStation onto the bracket, then push it down until it clicks into place.

)

O

AirStation Prp,

14



3 Insert the key into the cover and turn to the “open” position.

4  Asshowninthe figure, attach the cover at an angle.

7 )

AirStation Prp

[ Y]

v

™
g,
2 g

5 Turn the key to the “close” position and then remove it.

M

ArEhnuunPro

15



Removing the AirStation

To remove the AirStation from the mounting bracket, follow the procedure below.

Ejector

Insert the ejector key to raise the locking clips, then gently slide the AirStation off in the direction shown.

If the AirStation is difficult to remove, twist the ejector key 45 degrees to raise the locking clips a little more, then slide
the AirStation off the bracket.

16



Initial Setup

The AirStation Configuration Tool lets you configure your AirStation easily. Download it from one of the links below:

WAPS-APG600H:
http://d.buffalo.jp/waps-apg600h/

WAPS-AG300H:
http://d.buffalo.jp/waps-ag300h/

Note: The AirStation Configuration Tool is intended for use with a Windows computer with Internet Explorer 8.0 or
later installed. To configure the AirStation from a Mac or Linux computer, log in to Settings.

Setting the AirStation’s IP Address

1 Start the AirStation Configuration Tool.
Click Start - All Programs - BUFFALO - AirStation Utility - AirStation Configuration Tool.

2 Click Next.

(J 8 Airstation Configuration Tool
Getting Started

This utlity will search for connected AirStations on your network. It will ket you easly open the configuration
interface or change the IP address for an ArStation.

Click [Next] to continue,

17



Select the AirStation to configure, then click Next.

(=

@ ) AirStation Configurstion Tool

Select AirStation

Select a target ArStation, If no ArStations were detectad, dhck [Rescan].

Wt

Select an ArStation, then chck [Next].

Click Change IP Address.
(=1

@ {8 Airstation Configuration Tool

Select Operation

The following ArStation is selacted. Open the settings screen or change its IP address.

ArStation S5ID MAC Address 1P Address
AP 106F F 470050 BUFFALO-4T0050_A 10:6F: 3F:47:00:50 192.168.11.8
Go toSatings
| Change IP Address |

Enter the AirStation’s IP address and click Next.
rﬁ]

@ {8 Airstation Configuration Tool

1P Address

Enter an IP address for the ArStation manually, or have it assigned by the DHCP server.
() Get IP address from DHCP (recommended)

1@ Uise the following [P address
1P Address 192168 . 11 . 80 g)Confiqurstion
Snet Hask

This computer's IP address:
192.168.11.2 [ 255.255.255.0 : Local Area Connection (Intel{R) 82575V Gigabit Nety

Click [Mext] to conbnue,

18



6 Enter the AirStation’s admin password (the default is “password”) and click Next.

Note: If the admin password contains 9 characters or more, the IP address of the AirStation cannot be changed
using this procedure. In this case, open Settings and set the IP address.

@ 8 AirStation Configuration Tool
Configuring
Enter the ArStation's admin password.
Administrator password password ¥ View password
The default password is either blank (no password) or “password”.
7 Click Finish.
&) 8 AirStation Configuration Tool
Configuration complete.
The ArStation's IP address has been changed.
Click [Back to Select ArStation] to continue.
Back to Select AirStation

Settings

1 Start the AirStation Configuration Tool.
Click Start - All Programs - BUFFALO - AirStation Utility - AirStation Configuration Tool.

19



Click Next.

Getting Started
This utlity wil search for connected AirStations on your network, It will ket you easly open the configuration
interface or change the IP address for an ArStation.
Click [Next] to continue,
RurStation Configuration Tool Yersion 2.0.13

Select the AirStation to configure, then click Next.

Select AirStation

Select a target AlrStation, If no ArStatons were detected, dick [Rescan].

MAC Address. IP Address

AirStation 551D

st =

Select an AirStation, then chck [Next].

(et ] [ Concel |

4 Click Go to Settings.

Select Operation
The following ArStation is selacted. Open the settings screen or change its IP address.

AirStation 551D MAC Address. P Address

AP 106F F 470050 BUFFALO-470050_A 10:6F:3F:47:00:50 192.168.11.80

Go to Settings

Change IP Address




5 cickok

AirStation Configuration Tool =

If a window asks for a username and password, the defaults (until you
W' change them) are

Username: root
Password: blank (no password)

or

Usermname: admin
Password: password

6 To log in to Settings, enter “admin” for the username and “password” for the password. Click OK.

Windows Security

The server 192.168.11.80 at AirStation requires a username and password.

| admin ]

| password |

| Remember my credentials

[ oK ] [ Cancel

7 Settings will open.

Wireless & Encryption

By default, the AirStation’s wireless LAN is disabled. To configure it, follow the procedure below.
Note: This example uses WPA2-PSK AES encryption.

1 Open Settings.

2 Click Encryption.

Home

LEa,sic Settings

Il wireless
Encryption
Wireless Settings

21



3 For the WAPS-APG600H, select“11aand 119"
For the WAPS-AG300H, select“11g”or“11a"

| Eneryption Level (WEP/TKIP/AES)
|| Wireless Security Settings

= Choose which wireless band to configure encryption for.

‘ Wireless band ‘ Maand 11g u
11a and 11q
| Each wireless band may be conﬁgureumg

separately.

4 Select the security mode (example: “WPA-PSK").

= Choose an encryption level for this connection.

‘ Security Mode ‘ Mo authentication -
Mo authentication
[ WEP

|IEEEB02. 1x/EAP

Back

5 Select “WPA2 Only” for the WPA type, “AES” for the encryption type, set the pre-shared key, and click Apply.

** Choose an encryption level for this connection.

‘ Security Mode WPA-PSK -

WPAType WPA2 Only -

Encryption Type AES -

Pre-shared Key Type Passphrase -

Pre-shared Key 12345678901234567890

TKIP: TKIP is an encryption method which is somewhat more secure then WEP.

AES: AES is the most secure wireless encryption currently available. Itis highly recommended if all your

: clients support it

WPA- . . =
PSKWPA2- WPA-PSK and WPA2-PSK use a password ("pre-shared key”) to authenticate wireless clients.
PSK:

22



Changing the Password

To change your AirStation’s settings, you'll need to log in to Settings. The default username is “admin”and the default
password is “password”. After initial setup is complete, it is highly recommended that you change the password as
described below.

1 Open Settings.

2 Click Advanced.

AN Air Station P

Haome Advanced System Information Log Out
| Basic Settings |
ll wireless IEEE 802.11¢g (Auto Ch 9)
Encrption SsID BUFFALO-470050_G
Wireless Settings Authentication WPA2-PSK
Encryption AES
I other Mult-SSID  Multi-SSID disabled
Update
B IEEE 802.11a (Auto Ch 36 + 40)

SSID BUFFALO-470050_A
Authentication WPA2-PSK
Encryption AES

Multi-SSID Multi-SSID disabled

Language

English v’ Change Language ‘

&)

40580 A0SS

wesd WPS

100-2012 BUFFALD INC. All rights

3 From the left-side menu, click Administration - Username and Password.

BUFFALO

AirStation P

¢ Home | ¢ LogOut
WAPS-APG600H

¥ Administration

Username and Password

Date and Time

23



Enter a new administrator password (twice) and click Apply.
Username and Password

This is the account to manage this router.

Administrator Name admin
sesssene
Administrator Password
Ty (Confirm)
Username user
sesssene
Password
sesssene (Confirm)
Apply
Notes:

The administrator password should contain between 6 and 32 single-byte alphanumeric characters and symbols.

Passwords should contain between 6 and 32 single-byte alphanumeric characters and symbols.
« Passwords cannot be blank.

If you log in as “admin’, all AirStation settings can be changed.

If you log in as “user”, you can view settings but not change them.
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Chapter 3 - Configuration

Settings is a browser-based GUI where you may configure the AirStation and monitor the network.

The menu is displayed on the left side of the screen and system information is displayed on the right side.
The descriptions in the following pages show screens from the WAPS-APG600H.

“AirStation P

Home Advanced System Information Log Out
s T ——
Il wireless 1EEE 802.11 g (Auto Ch 9)
»* Encrption SSID BUFFALO-4T0050_G
Wirel gitin Authentication WPAZ.PSK
Encryption AES
“ Other

Multi-SSID Multi-5SSID disabled

=+ Updale
== [nitialize

IEEE 802.11a (Auto Ch 36 + 40)
SSID BUFFALO-470050_A
Authentication WPAZ.PSK

Encryption AES

Multi-SSID Multi-55ID disabled

English = [ Change Language

Encryption Configure the wireless LAN encryption here.

Wireless Settings Change the SSID, wireless channel, and operational mode here.
Update Update the AirStation’s firmware here.

Initialize Initialize the AirStation’s settings here.
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LAN Settings

LAN-side IP Address

Configure the LAN-side IP addresses here.

LAN Settings - LAN-side IP Address

LAN-side IP Address Settings

LAN-side IP Address

IP Address .
e DHCP Client  [~]
IP Address 168.11.100
Subnet Mask 255

Default Gateway From DHCP ||
DNS Servers

Primary Address From DHCP [~]
Secondary Address  |From DHCP

IP Address Assignment Choose the method for obtaining the IP address.

Enter the IP address when IP address assignment is set to “Static IP
Address”.

Enter the subnet mask when IP address assignment is set to “Static IP
Address”.

Configure the default gateway. Enter the IP address when IP address
assignment is set to “Static IP Address"

Configure the primary DNS server. Enter the IP address when IP address
assignment is set to “Static IP Address”.

Configure the IP address of the secondary DNS sever. Enter the IP address
when IP address assignment is set to “Static IP Address".

IP Address

Subnet Mask

Default Gateway

Primary Address

Secondary Address
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LAN Port

Configure the wired LAN port here.

LAN Settings - LAN Port

LAN-side Ethernet Settings

Wired LAN Port Settings

Wired LAN
Port

Enable

Wired Port (#1) |Enabled [+ || Auto
Wired Port (#2) |Enabled [~ || Auto

Speed & Duplex

Flow

Control 802.3az

[+]/Auto [+ ||Enabled [+] Enabled [~]
[=]/Auto [~] Enabled [~ ||Enabled [~ ]

Wired LAN Port

Displays the port number of the wired LAN port.

Enable

Select whether to enable or disable the wired LAN port.

Select the communication speed of the wired Ethernet connection.

Speed & Duplex Normally, use “Auto”. If the connected device cannot be automatically
recognized, try to use another one.
Select the communication status (straight-through or crossover

MDI connection) of the AirStation with the connected device.

“Auto” is recommended for most users.

Flow Control

Select whether to enable or disable flow control. If flow control is
enabled, overflows of the receive-side buffer are detected and a specific
frame is sent to enable send-side restriction.

802.3az

Select whether to enable or disable IEEE802.3az EEE. When enabled, the
power supplied to the LAN port can be limited when data is not flowing.
Note: The connected device must support IEEE802.3az EEE for this to
work properly.
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VLAN

Configure the VLAN settings for the wired and wireless LAN here. Don’t change VLAN settings unless you know what

you're doing!

LAN Settings - VLAN

VLAN
Interface VLAN
Wired LAN Port VLAN Mode  VLANID  Additional VLAN ID
Wired Port (#1) Untagged |Z| 1
Wired Port (#2) Untagged |Z| 1
Wireless 11g VLAN Mode  VLANID  Additional VLAN ID
5SID [BUFFALO-470050_G] Untagged |Z| 1
Wireless 11a VLAN Mode  VLANID  Additional VLAN ID
551D [BUFFALO-470050_A] Untagged |Z| 1
Management VLAN
VLAN ID 1
Select the VLAN mode of the wired LAN port (#1, #2) and each SSID
(when wireless is enabled). One of the VLAN modes below can be
selected.
Tagged
This sends or receives frames with a tag (compliant with IEEE 802.1Q).
VLAN networks that contain different IDs can be relayed.
VLAN Mode Untagged
This receives only frames that have not been tagged. The specified VLAN
ID is added to the received frames, and they are transferred to another
LAN port.
Multiple
This receives only frames that have not been tagged. The specified VLAN
ID and 1 additional VLAN ID can be transferred to another LAN port.
Enter a specific VLAN ID to the interface VLAN. An integer value from 0
VLAN ID to 4094 can be set for the VLAN ID. You can enter a value in this field only
when “Untagged” or “Multiple”is selected for VLAN mode.
Enter an additional VLAN ID to the interface VLAN. An integer value from
Additional VLAN ID 0 to 4094 can be set for the additional VLAN ID. You can enter a value in

this field only when “Multiple”is selected for VLAN mode.
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Management VLAN ID

Sets the VLAN ID of the management VLAN. An integer value from 0 to
4094 can be set for the VLAN ID.

Note: Limitations are placed on the values that can be set to the
management VLAN ID for enabling access to the management VLAN
from the wired LAN. One of the conditions below must be satisfied.

« If all wired ports are untagged ports, the VLAN ID of one of the ports
must be the same as the management VLAN ID.

« One of the wired ports is a tagged port.
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Proxy ARP
Configure Proxy ARP settings here. Proxy ARP enables the wireless client to improve the performance and power saving

feature.

Network - Proxy ARP

Proxy ARP
Proxy ARP Disabled [~ |
R R (300 (60-86400 seconds)
Proxy ARP If enabled, Proxy ARP will work for all VLAN. Disabled by default.

Select how long to retain the ARP information monitored by Proxy ARP.
Proxy ARP Aging Time Set an interval at least twice as long as the ARP request interval of the
y ging wireless client. Values of 60-86400 seconds can be set. The default value

is 300 seconds.
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Bridge

Configure bridge parameters here.

Network - Bridge

Bridge Settings

Rapid STP ©on @ off
Aging Time 300

BPDU Forwarding | Enabled [+ ]
Bridge Priority

Forward Delay

Max Age

Transmit Hold Count
Auto Edge

Bridge Port Settings

(1-86400 seconds)

(0-61440)
(4-30 seconds)
(6-40 seconds)
(1-10)

Wired LAN Port Port Priority Path Cost ~ Edge Port  Point to Point
Wired Port (#1)
Wired Port (#2)
Rapid STP ?glfift whether to enable or disable rapid spanning tree. The default is
Set the time to hold MAC address learned by frame forwarding of the
Aging Time bridge. If the network configuration is changed frequently, try to set

smaller value to shorten the time of relearning. 1-86400 seconds can be
set. The default value is 300 seconds.

BPDU Forwarding

Select whether to enable or disable BPDU forwarding. Enabled by
default.

Bridge Priority

Configure the priority to recognize the bridge in the spanning tree.
Normally, duplicate ID can be in the same network. The bridge device
which has the smallest priority in the network works as the “root bridge”.

Forward Delay

Set the time to reconfigure the bridge. Smaller value makes
reconfiguration faster. If the network is massive, the reconfiguration may
not be able to finish by the set time. 4-30 seconds can be set. The default
value is 15 seconds.

Note: This setting is enabled when the AirStation is working as the root
bridge. If it is not the root bridge, this setting is ignored.

Max Age

Select how long before the AirStation automatically reconfigures the
bridge once it stops receiving BPDU frames. 6-40 seconds can be set. The
default value is 20 seconds.

Note: This setting is enabled when the AirStation is working as the root
bridge. If it is not the root bridge, this setting is ignored.

Transmit Hold Count

Specify the maximum number of BPDU sent in 1 second. 1-10 can be
entered. The default value is 6.

Auto Edge

Select whether to enable or disable Auto edge. If enabled, the port which
does not receive BPDU for 3 seconds works as the edge port. Disabled by
default.
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Bridge Port Settings

Configure the information for each port. This information enables the
spanning tree protocol to calculate the best route to reconfigure the
bridge.

Port Priority

Set the priority of each port. Smaller values are prioritized if the path cost
of each port is the same. You may enter up to 240. The default value is
128.

Path Cost

Set the cost for the frame forwarding of each port. Generally, configure
the cost depending on wired or wireless device standard communication
rate. In spanning tree protocol, the route whose total cost is lowest is
actually used. 1-200000000 can be entered. The default value is 20000 for
wired ports, 200000 for wireless ports.

Edge Port

Select whether to enable or disable edge port. Edge port is effective
when you connect a device which does not have any bridge to the port.
After the connection, you can communicate immediately. Disabled by
default.

Point to Point

If enabled, ports connect one-to-one to the other bridge. The default is
“Auto-select”.
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Wireless Settings

AOSS

You can make detailed changes to AOSS settings here.

Wireless Settings - AOSS

AOSS

gjsunmsj

X...

AOSS Settings

AOSS Button on the
AlrStation Enatied [1]

Allgwed Bands 11a and 11g[=]
WEP Authentication
802.11g Disabled  [=]
802 11a Disabled  [x]
THIP Authéntication
802.11g THIPIAES moxed mode [=]
802 11a THIP/AES maxed mode =]
VLAN VLAN Mode  VLANID Adational VLAN ID
802110 (AESTKIF) Untagged [=] 1
802115 (WEP) Untagged [=] 1
802112 (AESTKIP) Untagged [=] |1
802113 (WEP) Untagged [=] 1

q

Encryption (802.11g)

Encryption Type £$
55D Z24ETTFEZTEARIEE 1EAFBES0SETIDFTT
yplion Key | tde24ct 1646937 s4ta1
Encryption Type Tk
581D 63CBE19E2 3BDEFIC
Key 145839300 14c20eT 35413086
Encryption Type 126-bit WEP
58D 48083C2837159314500F S0BAZBIFACAS
£47420082DAAF 5218820 DFEEF
F444EDS83FERLZ132B5EDFDOTD
Encryption K&Y  ;5c 1024r5521E8815277084074
3IDTACF2IETF31B2007 35656009
Encryption Type .51 0ER
58D 00B17ERR51969417T18TFFES1E20210F
TESEEBE1AS

F2FSEB2CCR
Encryption KeY ' coopcezs

FRDTE34311

Encryption (802.11a)

Encryption Type  ES
SSID T4209CF 252326700687 IFFCAIBAFS1ED

iplion Key 14372050 13888t 1dena11
Encryption Type  TKIP
58D 34,
Encryption Key 155154385757 3 1203022
Encryption Type  128-bit WEP
SSID 1778AB4D65 1ECFEFISFDSD1DTC1DES3E

DEBF2FAERIBS0IFTOSERSIEIF
FZFFFO812802BCTEBS1ASA445E
Encrypion Key  g5591072411F0882367044000
DEEDOTCOTAISDT2EABIF IB04ED
Encryption Type | 64-58 WEP
SSID 4CS1H4EAICI322FB 10090806 1SDEE2E8

F3EDOCECTS
842048F508
Encryption Key e 3258

ACIBEZAESS

AOSS Clients

et | MAC Address  Supported Encryption w Operation

S40WERNZE-08 awow [ Dany connection |
SC-028 B4.0TFIEF 3841 WEPTKIPIAES(802.11g) =) m‘
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Start AOSS

Click the button to start the AOSS connection.

Stop AOSS

Displayed when AOSS is in use. Click this button to disconnect the AOSS
connection. This disconnects from all connected wireless LAN devices.
AOSS clients information and AOSS connected device information will be
erased.

AOSS Settings

AOSS Button on the AirStation

Select whether to enable or disable physical AOSS/WPS button on the
AirStation. If disabled, the AOSS connection does not start even when
the AOSS/WPS button on the AirStation is pressed.

Allowed Bands

Select the band(s) to use AOSS.

WEP Authentication

The encryption system for an AOSS device that uses the WEP encryption
level can be specified. 64-bit WEP and 128-bit WEP are provided as
encryption systems with 64-bit length and 128-bit length WEP keys
respectively. If “Disabled” is selected, the WEP encryption is disabled.
TKIP Authentication

The encryption system for an AOSS device that uses the TKIP encryption
level can be specified. If “TKIP/AES mixed mode” is selected, both TKIP
and AES can be used for the unicast encryption system. (TKIP is used for
the multicast encryption system regardless of the unicast encryption
system.)

VLAN

The VLAN mode, the VLAN ID, and the additional VLAN ID of the device
connected by AOSS can be specified. When AOSS is started, the same
VLAN as the management VLAN ID is assigned, but this can be changed
manually to any user-selected ID. The additional VLAN ID can be
specified only when “Multiple”is selected as the VLAN mode.

Encryption

The encryption level used by AOSS and the detailed security information
is displayed for each wireless LAN interface standard. When the
AirStation is connected to a wireless device that does not support AOSS,
set this information manually to the wireless device. The 802.11a and
802.11g standards each have different security information.

Encryption Type
Displays currently available encryption levels.
SSID

Displays SSID corresponding to each encryption level. Only the SSID for
the currently-set encryption level is used.

Encryption Key
Displays currently available encryption key.

AOSS Clients

Client Information

Displays the names of the wireless devices connected by AOSS.
MAC Address

Displays the MAC addresses of the connected wireless devices.
Supported Encryption

Displays all the encryption levels corresponding to the wireless devices
connected by AOSS.

Notes:

When AOSS or WPS starts, all other operations are disabled until the setup process is complete.
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If AOSS or WPS connection is not established after 3 minutes, the AirStation will cancel setup and return to nor-
mal.

Up to 24 wireless devices can be connected with AOSS. Settings configured by AOSS can’t be modified.
To change the settings, either run AOSS again or disable AOSS and configure settings manually.

AOSS is disabled by default.

To connect a non-AOSS device to a network configured with AOSS, enter the SSID and key in the device's settings
manually.

If SSID 1 is configured, its settings will be used by AOSS configuration. The following security settings will not be
used:

WPA2-PSK AES

WPA2-PSK TKIP

WPA2-PSK TKIP/AES mixed mode

AOSS can't be used if the SSID 1 encryption key contains spaces or 64 hexadecimal characters.

WPS

You can make detailed changes to WPS settings here.

Wireless Settings - WPS

WPS (Wi-Fi Protected Setup)

WPS

Enable

WPS

Airstation PIN 12345670 | Generate PIN
Push-button WPS

WPS by PIN Start
WPS Security

WES Status Configured (A0SS)

11g

ssID 70C8BFBD335947AF67C2C81711FE4SDE
Encryplion o P A2-PSK TKIPIAES mixed mode
Type

Encryption Key 4c40b178080306061a37373a701035220289190055440500044011279631274
11a

ssID 4BC547931FC471D43444DF DT 2AF 55862
E;‘;gp"')” WPAMWPA2-PSK TKIPJAES mixed mode

Encryption Key d3106d1dde33567b16760805386e220a21f9b62500¢53a1030dbeB073d 18527

WPS

Select whether to enable or disable WPS (Wi-Fi Protected Setup).

AirStation PIN

Displays the PIN code of the AirStation. Click Generate PIN to generate a
new PIN code.

Push-button WPS Click Start to start WPS.
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WPS by PIN

After you enter the PIN code and click Start, the internal registrar of the
AirStation waits 2 minutes for the connection request from the enrollee
with the PIN code.

WPS Status

Displays “Configured” or “Not configured”. “Configured”is displayed if all
currently-available wireless bands are configured. “Not configured”is
displayed if any wireless bands are not configured.

SSID

Displays the SSID used in WPS. This is not displayed when the WPS status
is “Not configured”.

Encryption Type

Displays the encryption method used by WPS. This is not displayed when
the WPS status is “Not configured”.

Encryption Key

Displays the encryption key used by WPS. This is not displayed when the
WPS status is “Not configured”.

The setting items for IEEE802.11g and IEEE802.11a are grouped together in this explanation.

Basic

Configure the basic information for wireless LAN here.

Wireless Settings - 802.11g or 802.11a - Basic

Basic (11g)
Wireless @ Enable !
Band
Enable SSI0#
# S5ID Name VLAN Mode VLAN ID Additional VLAN ID

1 BUFFALO-470050_G

Auto Channel @ Enable

Auto Channel Range  |Ch 1-11[~]

Auto Channel Interval | Half hour [~ ]
[ Change channel even if clients are connected
Channel Bandwidth 20 MHz |Z|

BSS Basic Rate Set | 1.2.5.5.11 Mbps [+]
Wireless Select whether to enable or disable wireless LAN.
This is used to set the wireless mode. To set manually, select “User-
Band defined”. In communication with devices that are set as WDS connection

devices, the transmission speed is determined automatically regardless
of the user-defined setting.

Enable SSID#

Specify enabled number of the SSIDs from SSID1 to SSID5. You may
specify up to 5 SSIDs each for 11g and 11a.
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SSID1 - SSID5

Enter the SSID and select the VLAN mode. Enter the VLAN ID, and if
“Multiple”is selected as the VLAN mode, enter the additional VLAN ID. A
roaming environment can be built by installing multiple AirStations with
the same SSID over a wide area.

1 to 32 single-byte alphanumeric characters and single-byte symbols can
be entered. It is case-sensitive. The VLAN ID and the additional VLAN ID
can be set to an integer value from 0 to 4094.

Note: To set SSID2 to SSID5, enable the numbers corresponding to
“Enable SSID#"

Auto Channel

Select whether to enable or disable auto-channel. When enabled, vacant
channels can be automatically detected.

Auto Channel Range

Specify the channel range used in the 2.4 GHz or 5 GHz band wireless
LAN.

Channel

Specify the channel used in the 2.4 GHz or 5 GHz band wireless LAN.
If there are any wireless devices using a nearby frequency in the
surrounding area, communication can be adversely affected. If the
communication speed is slow, try changing the channel.

Note: If W53 (52, 56, 60, or 64 ch) or W56 (100, 104, 108, 112, 116, 120,
124,128,132, 136, or 140 ch) is selected, DFS (dynamic frequency
selection) is automatically enabled to prevent crosstalk with weather
and flight control radar and similar equipment. When enabled, if the
AirStation detects crosstalk, wireless communication may be temporarily
stopped for about 1 minute to prevent interference with radar.

Auto Channel Interval

Specify the interval for changing the channel when auto-channel

is enabled. When “Change channel even if clients are connected”is
checked, the channel is changed even if the client is connected to the
AirStation.

Channel Bandwidth

Specify the channel bandwidth.

BSS Basic Rate Set

Select the communication speed of the management and control
communication frame for the AirStation and wireless device.

The following speeds are available in the 802.11g standards:
« 1,2 Mbps

« 1,2,5.5,11 Mbps (selected by default)

« 1,2,55,6,11,12,24 Mbps

all (1,2,5.5,11,12, 18, 24, 36, 48, 54 Mbps)The following speeds are
available in the 802.11a standards:

«  6,12,24 Mbps (selected by default)

all (6,9, 12,18, 24, 36, 48, 54 Mbps)If communication cannot be
performed when set to “all’, return to the default setting.
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Advanced

Configure the detailed information for the wireless LAN here.

Wireless Settings - 802.11g or 802.11a - Advanced

Advanced (11g)

Contention Slot Short[ |
Preamble Type Long [~]
Guard Interval Short Gl [~ |
Aggregation AMPDU [~]

802.11g Protection @ Enable ! Disable
802.11n Protection @ Enable (' Disable

DTIM Period 1
RTS Threshold 2347
Fragment Threshold 2346
Multicast Rate Auto [+]
Tx Power 100% [~
Beacon Interval 100

Station Keepalive 60
Interval

SM Power Save Disabled

Contention Slot

Select“Short” or “Long". If “Short” is selected, the communication speed
may be improved, but connection may not be possible to wireless
devices that do not support short slot time. Make the same setting for
the connected wireless devices. This option is not available in 802.11a.

Preamble Type

Select“Long” or “Short”. If “Short” is selected, the communication speed
may be improved, but connection may not be possible to wireless
devices that do not support short preamble. Make the same setting for
the connected wireless devices. This option is not available in 802.11a.

Guard Interval

Select the encoding format during frame sending. “Long GI” arranges the
encoding with a certain amount of time or space to prevent interference.
“Short GI" shortens this interval to send more information.

Aggregation

To improve the transmission rate, multiple transmission frames are
aggregated into one frame. The AirStation supports AMSDU and AMPDU.

802.119g Protection

If enabled, communication with 11g devices can be given priority even
in environments where 11g and 11b wireless LAN devices coexist. This
option is not available in 802.11a.

802.11n Protection

If enabled, collisions and other adverse effects on performance can be
reduced even in environments where devices using previous bands (11a,
11b, 11g) coexist.

DTIM Period

This interval is how often the AirStation sends power management
information to wireless devices. Larger values may reduce power
consumption, but might cause slower responses.

This setting is ignored if the power management setting in the wireless
device (computer) is disabled.
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This performs a RTS/CTS process before sending frames with a size
that exceeds the threshold value. This enables improved reliability in

RTS Threshold frame transfers when the surrounding environment is poor, where
separated from the AirStation by considerable distance, or other adverse
conditions.

Frames with a size larger than this threshold value are broken up

Fragment Threshold before sending. This improves reliability of frame transfers when the

wireless environment is poor, when separated from the AirStation by
considerable distance, or other adverse conditions.

Multicast Rate

This setting controls the communication speed of multicast packets.
When set to “Auto’, the communication speed is determined
automatically for maximizing the coverage distance.

802.11¢g

Auto, 1,2,5.5,6,9,11,12, 18, 24, 36, 48, or 54 Mbps can be selected.
802.11a

Auto, 6,9, 12, 18, 24, 36, 48, or 54 Mbps can be selected.

Because the multicast communication speed and coverage distance are
inversely proportional to each other, this setting is recommended only
when necessary.

Tx Power

Specify the output power when the AirStation performs wireless
transmission.

Beacon Interval

Enter the interval for sending beacons. If the interval is long, wireless
communication performance may be improved, but the capability of the
wireless device to detect the AirStation will be reduced.

Normally, usage at the default value is recommended.

Station Keepalive Interval

Specify the interval for confirming whether the AirStation is connected
to the wireless device. Normally, this setting can be used at the default
value (60), but in some wireless devices, setting a larger value enables
more stable communication and reduced power consumption.

When set to 0, the connection is not confirmed by the AirStation, but in
environments where a large unspecified number of wireless devices are
connected, a new wireless device may be unable to make a connection.

SM Power Save

This enables reduced power consumption in devices when
communicating with 11n standard wireless devices that have two or
more transmission systems (11n2x or later).

If “Enabled (Static)”is selected, communication with the AirStation
always uses one transmission system. Because power does not need to
be supplied to other transmission systems, this enables maximum power
efficiency.

If “Enabled (Dynamic)”is selected, the AirStation can request the
receiving wireless device to use the second or later transmission system
if needed. Unless it is needed, power does not need to be supplied to
more than one transmission system, and this enables the providing of
both high-speed communication and power saving.
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Security

Configure wireless LAN security information here.

Wireless Settings - 802.11g or 802.11a - Security

Security (11g)
SSID BUFFALO—4?UO?U_G|Z|
Broadcast SSID Enable [+]
Wireless Client Isolation | Disable |Z|
Load Balancing 25 125
Authentication Method WPA-PSK |Z|
WPA Type WPA/MPAZ2 mixad mode-PSKIZ‘
Encryption Type TKIP/AES mixed mode IZ|
Key Renewal Interval 60 minute(s)
Pre-shared Key Type Passphrase []

Pre-shared Key

Additional Authentication Mo additional authentication

[~]

SSID

Choose which SSID you will be changing settings for.

Broadcast SSID

When enabled, you can search for the AirStation.

Wireless Client Isolation

Restricts communication between wireless client devices connected to
the same SSID.

STA separator

Prohibits communication between all wireless devices connected using
this wireless standard.

SSID separator

Prohibits communication to wireless devices except those connected to
the same SSID.

Disable

No restrictions are placed on communication between wireless devices.
Note: The wireless client isolation does not prohibit communication
that passes through WDS (repeater) or wired LAN ports. Therefore,
communication that passes through wireless device proxies cannot be
restricted.

Load Balancing

Specify the maximum number of wireless devices that can be
simultaneously connected to the AirStation.
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Authentication Method

Select the authentication method used for wireless device connection.
No authentication

The AirStation does not request authentication.

WEP

This performs the authentication compliant with WEP. A fixed-length
encryption key (shared key) must be set in both the AirStation and
wireless device. WPS should be disabled.

IEEE802.1x/EAP

This performs the authentication compliant with IEEE802.1x/EAP. Both
this and the RADIUS server can be used together to use the wireless LAN
only for users who have the account.

WPA-PSK

This performs the authentication compliant with WPA (Wi-Fi Protected
Access) and WPA2. Communication can be performed only by wireless
devices that were set with the same pre-shared key.

WPA-EAP

This performs the compliant with WPA (Wi-Fi Protected Access) and

WPA2. Both of RADIUS server and wireless device (supplicant) should be
compatible with the EAP authentication protocol.

Additional Authentication

Select an additional authentication for connecting a wireless device.
No additional authentication

The AirStation does not request additional authentication when a
wireless device is connected.

MAC address filters

Restrictions are made for enabling connections only by wireless devices
with pre-registered MAC addresses.

MAC filtering & MAC RADIUS authentication
Restricts access using a registered MAC address list and RADIUS

authentication. A compatible RADIUS server is required for MAC RADIUS
authentication.

MAC RADIUS authentication

When a wireless device is connected, authentication is performed using
the MAC address of the device. A compatible RADIUS server is required
for MAC RADIUS authentication.

Authentication Method: WEP

Key Length

Select an encryption key length between 64-bit or 128-bit.

Key Type

This is used to select the encryption key format.
ASCII (5 characters)

Enter 5 single-byte alphanumeric characters (key length: 64- bit) or 13
characters (key length: 128-bit).

Hex (10 characters)

Enter 10-digit hexadecimal characters (key length: 64-bit) or 26-digit
characters (key length: 128-bit).

Default key

The encryption key that is used can be selected from Key 1 to Key 4.
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Encryption Key 1
Encryption Key 2
Encryption Key 3

Encryption Key 4

Enter the encryption key specified in “Key Type”.

Authentication Method: IEEE802.1x/EAP

Key Length

Select an encryption key length between 64-bit or 128-bit.

Authentication Method: WPA-PSK

WPA Type

WPA/WPA2 mixed mode-PSK

Wireless device authentication by both WPA-PSK and WPA2-PSK can be
performed simultaneously.

WPA2 Only
This performs the authentication compliant with WPA2 (IEEE802.11i).
WPA Only

This performs the authentication compliant with WPA (Wi-Fi Protected
Access).

Encryption Type

TKIP/AES mixed mode

TKIP and AES authentication and communication can be performed
simultaneously. TKIP is used for broadcast and multicast communication.

TKIP

TKIP is an encryption method with enhanced security features.

AES

AES is an encryption method that uses a strong algorithm for encryption.

Key Renewal Interval

Enter the interval to update the encryption key.

Pre-shared Key Type

This is used to select the pre-shared key format.

Passphrase

The key is entered using 8 to 63 single-byte alphanumeric characters.
Hex (64 characters)

The key is entered using 64 hexadecimal digits.

Pre-shared Key

Enter the pre-shared key specified in “Pre-shared Key Type”.

Authentication Method: WPA-EAP

WPA Type

WPA/WPA2 mixed mode-EAP

Wireless device authentication by both WPA-EAP and WPA2-EAP can
be performed simultaneously. A RADIUS server and wireless device
(supplicant) compliant with the EAP authentication protocol are
required.

WPA2-EAP

This performs wireless device authentication compliant with WPA2
(IEEE802.11i).

WPA-EAP

This performs wireless device authentication compliant with WPA (Wi-Fi
Protected Access).
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TKIP/AES mixed mode

TKIP and AES authentication and communication can be performed
simultaneously. TKIP is used for broadcast and multicast communication.

TKIP

Encryption Type ) . .
TKIP is an encryption method based on the WEP system with enhanced
security features. WPS should be disabled.
AES
AES is an encryption method that uses a strong algorithm for encryption.
Key Renewal Interval Enter the interval to update the encryption key.
Clients

Displays information on the wireless devices communicating with the AirStation.

Wireless Settings - 802.11g or 802.11a - Clients

Clients (11g)

WLAN Client Table

Interface MAC Address Tx  Rx  Signal (%) Connected Time Idle Time
BUFFALO-470070_G B4:07:F9:EF:38:41 0 Bytes 2.5 KBytes 100 28 secs 0
WDS Clients
Interface MAC Address Tx Rx Signal (%) Idle Time
Interface The SSID of wireless devices communicating with the AirStation.
The MAC addresses of wireless devices communicating with the
MAC Address . . 9
AirStation.
Tx The data size (bytes) sent to wireless devices communicating with the
AirStation.
Rx The data size (bytes) received from wireless devices communicating with
the AirStation.
. The signal strength (%) of wireless devices communicating with the
Signal (%) . g. gth (%) 9
AirStation.
. The continuous connection time of wireless devices communicating with
Connected Time . .
the AirStation.
. The time since wireless devices began communicating with the
Idle Time . .
AirStation.
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WDS

Configure the repeater (WDS) that connects AirStations wirelessly here.

Wireless Settings - 802.11g or 802.11a - WDS

WDS (11g)

WDS Mode

WDS Functionality Disabled

Local MAC Address 10:6F:3F:47:00:50

Configuration WDS Peer

Wireless MAC Address
of WDS Peer
VLAN Mode Untagged port E| VLAN ID
Encryption None [~ |
Add

Registered Access Point

MAC Address Encryption Type

AABB:CC:AA:BB.CC No Encryption

VLAN ID Action

+ [dme ) Eat]

WDS Functionality

Select whether to enable or disable WDS. To use WDS, WDS must also be
set at the other connected AirStation.

Disabled

WDS is not in use.
WDS with AP
WDS is in use.
Dedicated WDS

Dedicated WDS is in use. Dedicated WDS does not accept
communication from normal wireless devices.

Local MAC Address

The AirStation’s MAC address.

Wireless MAC Address of WDS Peer

Enter the MAC address of the access point communicating by WDS.
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Configure the network ID of the VLAN associated with this WDS
connection.

Untagged

Defined as an untagged LAN port. The AirStation transfers only network
communication frames with a preset VLAN ID to this LAN port. The VLAN

VLAN Mode ID must be set at the same time.
Tagged
Defined as the tagged LAN port. The AirStation transfers all network
communication frames to this LAN port. During this transfer, a VLAN tag
compliant with IEEE802.1Q is inserted.
This must be set only when “Untagged”is specified for the VLAN mode.
VLAN ID This specifies the VLAN network associated with the WDS connection.
Communication with networks and LAN ports having different VLAN
numbers is not possible.
Specify the encryption protocol used for the WDS connection.
None
No encryption is configured for communication in WDS connections. This
setting is not recommended.
WEP
Encryption WEP is used for communication in WDS connections. A fixed-length

encryption key (shared key) must be set in both the WDS sending and
receiving AirStations.

AES
AES is used for communication in WDS connections. To use AES, a

preshared key (PSK) must be set in both the WDS sending and receiving
AirStations.

Registered Access Point

Displays a list of the MAC addresses of access points connected by WDS.
Edit

Click to edit the access point information.

Delete

This removes individual access point information.

Delete All

This removes all access point information.
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RADIUS

Configure the RADIUS server used for wireless LAN device authentication and other operations here.

In the AirStation, IEEE802.11g and IEEE802.11a can each be registered to 2 (primary and secondary) external RADIUS
servers. When the primary and secondary servers are registered, if a communication problem occurs in the primary

server, the inquiry target can be automatically switched to the secondary server for continuing the authentication
process.

Note: The RADIUS server must be capable of being accessed from the management VLAN.

Wireless Settings - RADIUS

RADIUS Settings

RADIUS Server (11g)

Primary RADIUS Server
RADIUS Server

Authentication Port 1812

Shared Secret
Session Timeout 3600 second(s)
Accounting © Enable ) Disable

Accounting Port 1813

Secondary RADIUS Server
RADIUS Server

Authentication Port 1812

Shared Secret
Session Timeout 3600 second(s)
Accounting © Enable ) Disable

Accounting Port 1813

RADIUS Server (11a)

Primary RADIUS Server
RADIUS Server

Authentication Port 1812

Shared Secret
Session Timeout 3600 second(s)
Accounting © Enable ) Disable

Accounting Port 1813

Secondary RADIUS Server
RADIUS Server

Authentication Port 1812

Shared Secret
Session Timeout 3600 second(s)
Accounting © Enable ) Disable

Accounting Port 1813

RADIUS Server Enter thg IP.address of the RADIUS server that makes the inquiry during
authentication.
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Authentication Port

Enter the UDP port number of the RADIUS server where the RADIUS
authentication protocol is used. Generally, the port number 1812 is used
in the RADIUS system.

Shared Secret

The shared secret used in communication between the RADIUS server
and AirStation is set from 1 to 255 characters. Authentication can be
accepted only from devices that have the same shared secret as the
RADIUS server.

Session Timeout

Enter the time (0 to 86400 seconds) that communication can be
performed for wireless devices allowed by the RADIUS server. If 0 is set,
the time that communication can be performed is unlimited. If a session
timeout attribute is also set to the referred RADIUS server, the AirStation
is used with priority to the value that was set to the RADIUS server.

Accounting

Select whether to enable or disable RADIUS accounting protocol which
tallies packet information of authorized clients on the RADIUS server. If
your RADIUS server is not compatible with RADIUS accounting protocol,
disable this. Disabled by default.

Accounting Port

Enter server-side UDP port for RADIUS accounting protocol. Generally,
the default value (1813) is used.
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MAC Filtering

MAC filtering lets you restrict access your network. Only specific wireless devices will be able to connect.

Notes:

« You can enter the MAC address like the following.
1234567890AB (No delimiter)
12:34:56:78:90:AB (Colon delimiter)
12-34-56-78-90-AB (Hyphen delimiter)

+ You can register up to 256 MAC addresses.

Wireless Settings - MAC Filtering

MAC Filtering

Add MAC Addresses

MAC Address Filtering Table

MAC Address
00:11:22:11:22:11

Action

Add MAC Addresses

Enter a MAC address or multiple MAC addresses to add to the MAC
address filtering table.

MAC Address Filtering Table

Displays a list of the MAC addresses where connection is allowed under
the MAC access restrictions.

Delete

Click to delete the MAC addresses.
Delete All

Click to delete all MAC addresses.
Backup

Click to save a text file with the name “wl_acl_list.txt” containing the MAC
addresses to your PC.
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WMM

Assign priority to VoIP and streaming data here. Use this setting for communication that requires real-time
responsiveness (such as VolP and other streaming communication) to minimize the effects of other communication. Use
the same QoS configuration and settings for all devices on the network.

Wireless Settings - WMM
WMM

QoS Configuration
QoS Disable |

WMM-EDCA Settings

WMM Parameters of Access Point

CWMin CWhMax Aifsn Txop
ACBK 4 10 7 0
AC_BE 4 6 3 0
AC_VI 3 4 1 94
AC VO 2 3 1 47
WMM Parameters of Station
CWMin CWhax Aifsn Txop
AC_BK 4 10 7 0
ACBE 4 10 3 0
AC VI 3 4 2 94
AC VO 2 3 2 47
[ Apply ] [ Cancel ]
Select whether to enable or disable QoS.
Disable
No priority is assigned for any communication. All frames are processed
in order of input.
QoS Enable

Priority control is performed using WMM-EDCA for communication
between the AirStation and the wireless device. QoS must be enabled at
both the AirStation and wireless device sides.

All communication with unsupported devices and broadcast or multicast
communication is performed at the priority “AC_BE".

WMM-EDCA Settings: In normal use, these settings do not need to be changed.
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WMM Parameters

The default values for the access point (AirStation) and station (wireless
client device) are shown below.

>
e

Priority Parameters STA
CWmin
CWmax
Aifsn
Txop
CWmin
CWmax
Aifsn
Txop
CWmin
CWmax
Aifsn
Txop
CWmin
AC_ VO CWmax 3
(Highest) Aifsn
Txop 47 47

o
o

AC_BK (Low)

AC_BE (Nomal)

- h WO W O O N = Db
N.l;wowa.pow—-b

AC_VI (High)

Vo)
=~
O
=

w N

CWmin, CWmax

This sets the maximum and minimum values of the contention window.
The contention window is used in the frame collision avoidance
mechanism that is performed in IEEE802.11, and generally, smaller values
in the window result in a higher likelihood that the queue will obtain
sending rights.

AIFSN

The AIFS number controls the period a wireless node has to wait before
it is allowed to transmit its next frame. The units are slots (the window
defined by CWmin and CWmax). A shorter AIFS period means a message
has a higher probability of being transmitted with low latency, which is
important for streaming video and voice data.

TXOP

The transmit opportunity is the period of time that a station can send
frames. Each unit is 32 ms. Longer TXOP periods may increase network
speeds for a device, but may make other devices on the network seem
unresponsive.
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Wireless

Monitor

Displays information about wireless clients connected to the AirStation.

Wireless Settings - Wireless Monitor

Wireless Monitor

Wireless 11g

Ch SSID

BBS_g
4C:EG:76:0B:A4:02
ApArt
4CEBTBAEA3ED
nas_dhcp_g
Buffalo-G-795C

0024A5C043DA_G
4C:EG:76:0B:A4:01

MAC Address Security

4C:E6:76:0B:A4:00 WPATPSKWPA2PSKITKIPAES
4C:E6:76:0B:A4:02 WPA1PSKWPA2PSKITKIPAES
4C:E6:76:0B:23:50 WPA2PSKITKIP
4C:E6:T6:AEIA3ED WPATPSKWPA2PSKITKIPAES
10:6F:3F.0E:63:6E WPATPSKWPA2PSKITKIPAES
B0:C7:45:29:79:5D WPA2PSKIAES

00:24:A5:C0:43:DA WPATPSKWPA2PSKITKIPAES
4C:E6:76:0B:A4:01 WPATPSKWPA2PSKITKIPAES

Signal
100 11bfg/n
100 11bfg/n
42 11bfg/n
78 11bfg/n
a9 11bfg/n
47 11bfg/n
a9 11bfg/n
73 11bfg/n
100 11bfg/n

GLO4P-24DBAC433D39 24:DB:AC:43:8D:39 WPATPSKWPA2PSKITKIPAES 100 11big/n

BUFFALO-AAD23C_G  10:6F:3F:86:89:A8

Wireless 11a

1
1
1
1
1
1
1 VERISERVE-Priter  00:24:A5:BC:CE:CD WPA1PSKWPAZPSKITKIPAES
1
1
1
8

WPA2PSKIAES 83  11big/n

Ch SSID MAC Address Signal (%) Type

40 106F3FOD4BSC_A 10:6F3F:0D:4B:8D WPATPSKWPAZPSKITKIPAES 29 11a/n

40  0024A551BFOT 00:24:A5:51:BF:07 WPA1PSKWPAZPSKITKIPAES 65 11a/n

40 106F3FODGSSE_A 10:6F:3F.0D:68:8F WPA1PSKWPAZPSKITKIPAES 55 11a/n

40 4CEGVGC3IFD1C_A 4CEG:T6:CIFDID WPAIPSKWPAZPSKITKIPAES 29 11a/n

40 001D73C42ADT  4CEG:76:0B:51:70 20 11a/n

40 WAP-A 10:6F:3F:47:06:18 81 11a/n

40 106F3F273986_A 10:6F:3F:27:39:87 WPATPSKWPAZPSKITKIPAES 44 11a/n

40 Island3-A 10:6F:3F:0D:39:9B  WPA1PSKWPAZPSKITKIPAES 44 11a/n

40 nas_dhcp_a 10:6F:3F.0E:63:6F WPATPSKWPAZPSKITKIPAES 60 11a/n
Displays detected wireless client information.
Ch: Displays channels of each SSIDs.

X SSID: Displays SSIDs of detected wireless clients.
Wireless 11g

Wireless 11a

MAC Address: Displays MAC addresses of detected wireless clients.
Security: Displays encryption methods of detected wireless clients.
Signal (%): Displays the signal strength of detected wireless clients.
Type: Displays available wireless bands of detected wireless clients.

EZ Analyzer

This function is currently disabled and will remain so until the optional antenna is released.

EZ Analyzer

EZ Analyzer Disabled
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Administration

Username and Password

This is where you configure the AirStation’s username, password