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Introduction

SAFENTRIX is a hosted Email security solution keeping Virus, SPAM and Phishers off
your network, while ensuring that genuine emails can always reach the users. System
administrators can easily setup SAFENTRIX for use with their domains in three easy steps.

SPAM protection is an on-going process with thousands of new category of SPAM
being generated every day. While SAFENTRIX guarantees 99%+ SPAM effectiveness, it is still
possible that small amount of emails are

¢ Wrongly classified as genuine when in fact they are SPAM
o Wrongly classified as SPAM when they are in fact genuine.

There are also times when SAFENTRIX blacklists an email server because it has sent
SPAM. In this case, SAFENTRIX will reject any email from this blacklisted server. Once the
administrator of the blacklisted email server fixes the SPAM issues, SAFENTRIX will need to
start accepting emails from the mail server again.

SAFENTRIX provides automated processes to correct the above situations. This guide
presents detailed steps on what is to be done in each of the above case so that normal

functioning is restored.

Reporting SPAM

If a SAFENTRIX user receives a SPAM, it can be reported by forwarding the email to
spam@safentrix.com. The SPAM feedback processor gets these emails, processes them and
ifitfinds thatitis indeed SPAM, changes the rule base as required.

Once the rule base is changed, users would not receive such emails in future, as the
system will classify them as SPAM and reject them.

SAFENTRIX SPAM feedback processor accepts emails only from genuine
SAFENTRIX users. It ignores emails from any other senders. To ensure that user's SPAM
feedback is processed (and not ignored), the user needs to get a SPAM Security key from
SAFENTRIX portal.

Please note that the SPAM Security key is unique for each user and each user who
wants to report SPAM should get their own Security key.
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> Getting Spam Security Key

To get user SPAM security key, visit http://www.safentrix.com/reportspam/getkey.php.
That will display the following page:

We're Sormy! Despite aur hest efforts, SPAM mails do go uncaught and they reach the users inbox, You can send such

emalls 1o us o that we will consider these emalls as SPAM In future.

Heporting of sFAM emails can be done simply by forwarding these emails to 54131]1-b'_t.lsafm1ni'.-:.r,m1|. Each such
forwarded email needs to be authenticated with a SPAM security key, Authentication ensures that emails are heing

forwarded from a genuine SAFENTRIX user.

Authentication is done by adding a user specific SPAM security key in the Subject of email being forwarded. This page
helps you to get your SPAM security key.

Please enter your emall address as well as the CAPTCHA response. An emall will be sent to you with a confirmation
key. Once you click on the confirmation key, the 8 character security key will be emailed 1o you. Without further delay,

wie will now praceed to provide you with a secunty key. Kindly enter the following details:

Email Address

! | LEIp Al

Enter user's email address in the “Email Address” field and enter the correct CAPTCHA
response.

If this email ID represents a valid SAFENTRIX user, an email will be sent to user's Email
address and the following dialog will appear:

The page at hitps:/ /wwe_safentnis com saps:

/N

_nm_pmm'mmmmmm with instructions, please follow the inshuctions to get fhe

www.safentrix.com
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The user will receive an email as follows:

Dear ]

e have received a request for getling a navw SPAM Security key gving your emal address. Pleasze click on the: confirmation link below to get your
SPAM Security Hey

I * i ¥ r 1 1 [’ ¥ i ¥ i 1) il
R WA S TR T comiajakindex. php SR=f] SHAM KewsCeys By o oed by b &n maoil

i vyou did niot mafoe thiss request, yow may landly igrore this mai

whrw safeniris.com

World's Best Free Email Security Service

Once the email is received, user can confirm the request for Security key by clicking on

the link included in Email. If the confirmation is successful, the SPAM Security key will be sent to

your mail box. Asample email is given below:

nHrrv
Safe Stop SPAM, Stop Virus, Stop Paying!

Dear a2 .LOom,

Thanks for confirming request of a new SPAM Security key. YWe have generated a new key and have given i below
Pleaze use this key wwhile forwarding SPAM mails.

SECURITY KEY: 0262A5E1

www.safentrix.com

World's Best Free Email Security Service
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» Forwarding SPAM

Once user gets a SPAM Security key from SAFENTRIX site, SPAM emails can be
forwarded to spam@safentrix.com.

It is preferred that SPAM emails are forwarded using “Forward as Attachment” option.

If the user's email client does not provide such an option, the SPAM email can be forwarded
using the plain “Forward” option.

When forwarding add SPAM Security Key anywhere in the “Subject” line enclosed

within “[]". For example, if your SPAM security key is “BEB656D5”, add “[BEB656D5]”
somewhere in the Subject of the SPAM email being forwarded.

An example of a SPAM being forwarded with SPAM Security key is given below:

Sender [ir‘lfn gnfol@ - » ;!

Recipient

| spam@safentrix.com

Add Cc | Add Bee | Add Reply-To

Subject Re:fBEB656D5T" ALL INCLUSIVE HOLIDAY PACKAGE "
B Il |2 F8|=i= E| @ Qm A~ ?'I--Fantfamﬂy— =|| - Font
On Wed, 28 Jan 2009 15:53:08 +0100, enquiry@®_ .com wrote:
Hello Friend,
Hever ending traffic jam ... noise ... pollution .......... And the recent down fall of 3
Recegsion ... You are stressout,

*IT IS HIGH TIME, YOU NEED A BREAK AND UNWIND IN A COOL AND PEACE]
AND IT SHOULD NOT PINCH YOUR POCEET ™
YE3! We, at Jain Fearms have * ALL INCLUSIVE HOLIDAY PACEAGE ™ just for you

In the above example, the included SPAM Security key is marked with a red Oval. Users
must add their Security key similarly before forwarding SPAM emails.
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Reporting False Positives

False positives are emails that are wrongly classified as SPAM by SAFENTRIX and
rejected. SAFENTRIX rule base ensures near zero false positives. However, there are rare
instances when genuine emails are classified as SPAM.In these cases, SAFENTRIX will reject
the email and sender will get a notification as follows:

957 -Message categorized as SPAM.

552-If you feel it is mis-categorized, please visit

552 -http:Awownw safentrix. com/whitelist to resend the email.
552 Your key is: caebb757 Te2effacTicO8 MATLII 040 (#5.6.1)

The sender can visit the page http://www.safentrix.com/whitelist, white list this email
and resend the email. This time, the system will recognize this to be a valid email and
deliver it to recipient.

Each rejected email will contain an unique Key (which is given in Red, underlined and
Italicized above).

To whitelist the Email, goto http://www.safentrix.com/whitelist. That will bring up the following page:

We are sorty! Daspite oui hest ellons, valld amails get classified as SPAR and they gel fejectied by our emall server,

When our email server rejects such emails, it gives an emor message as follwes

552 Message cateqorized a5 SPAM,
S5 11 you feel it ls mis-categorized, please vish
552 hittp: e safentrix.com'whitelist to resend the amall.

552 Your key is: caebB75T ThedellacT Tedl MATHTHO #5.6.1)

Thie text that is lalicized, Undodined and in Rid ls the Secority key, Yoo can use this security key to validate your
email. This way, when you resend the email, the system will recognize it as a valid email and will not block the same.
The syslom will alzn epsuie thal such emails are nol classified as SPAM in the Tuture, Without funbeg :I|:I.11||', wrie il

now proceed fo whitelist your email. Kindly enter the following details:

Fram email addrass

To emmail address(es)

ceC

Whitelist Key
Send this email for analysis F &

gk MUSEUM

| is b

Submit| _Cla |

www.safentrix.com
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Enter the details asked for, including

1. Fromaddressinthe email (Sender's email address)

2. Email addresses to which the email was sent. If the email was sent to multiple email
addresses, enter all the email addresses, separated by commas.

3. White list key. This will be present in the rejection message.
4. Correct CAPTCHA response.

Once all the details are entered, SAFENTRIX will whitelist the email. Sender can resend the
email and it will reach the recipient without any delays. SAFENTRIX may also modify its rule
base to not consider such emails as SPAM in future.

De-Blacklisting Email Server

SAFENTRIX maintains a proprietary Real time Blacklist (RBL). IP Addresses of email

servers that

1. Send SPAMtoa SAFENTRIX user
2. Sendemailto SAFENTRIX SPAM trap email address, or
3. Sendemailto SAFENTRIX Honey pot servers,

are added to the RBL. Once an address is listed in SAFENTRIX RBL, SAFENTRIX rejects all
emails from these servers, irrespective of content.

While this is a good system, there are times when a “good” email server is Hijacked to
send SPAMs. In this case, it is possible that even genuine emails from this server are rejected.
This section explains the steps to be taken so that the email server is removed from the blacklist
and normal mail traffic resumes.

Kindly note that these steps can only be performed by the System administrator of
Blacklisted email server. This means that if you are a sender whose Email was rejected due to
blacklisting, please forward the bounce message to

1. Yourorganization's Email administrator, or
2. Supportdesk of your Email service provider.

If you are the administrator of the Email server that has been blacklisted, you may follow
the steps below:

1. Please fix the problems that enabled your server to be used for SPAM.
Goto http://www.safentrix.com/rbl
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That will display the following page:

RBL Lookup and Whitelist

Your email was bounced because the address of the Email server that sent your email iz blacklisted in our database.
An emall server |P address s blacklisted when

& The email server sends 3 SPAM to a SAFENTRIX user, or
ﬁ The email server sends a SPAM 1o one of our Honeypot Email ServersSPAM traps

Once this happens, the address of Email server is added to our blacklists and any emails originating from this sarver is
rejected,

This situation can only he rectified by the administrator of this Emall Server. If you are not the administrator, kindly
forward the hounce message to your System adminisirator {or) Email service provider so that they can rectify this

problem.
If you are the administrator of this Email server, you can remave your [P from our blacklists as follows:

E Fizx your Email server so that it is not used for sending SPAM in future

ﬁ Whitelist your Email server using the forms below
Please note that any further SPAM from your email server will immediately blacklist the Email server address.

Pleasse enter your [P in the space glven below and check if your server is currently blacklisted. If your server is
blackiisted, you will get an option to Whitelist the same. For whitelisting, you will need fo enter a valid email address
which you can access. An email with instructions for whitelisting will be sent to this Email address. Please follow the

instructions given in the email to whitelist. Kindly enter the following details:

IP Address

Copnors:

=
P [ meCAPTCHA
eontwbution © C
I e e

FE0 DOCRE.

Thefirst step is to find if your Email server IP is still blacklisted. To find out
1. Enteryour Email server IP address in the “IP Address” edit field.
2. Enterthe correct CAPTCHAresponse.

www.safentrix.com
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SAFENTRIX will check if the given address is blacklisted and if it is not blacklisted,

give a message as follows:

The page at https:/ fwww_zafentrix. com says: |

i Given IP iz not blacklisted.
(2

In the above case, there is nothing further to be done.

If your Email server is blacklisted, you will receive a message as follows:

The page at https://www_safentnx com saps: |

Y IR Given IP is blackksted
e

In the above case, SAFENTRIX will give an option to Whitelist (as in the following

dialog):

The page at https:/fwww.safentrix.com says:

6 Gtven IP is blacklisted. IF you want to whitelist this P, please snter vour email address and confirm.

| ox || concel

To Contents Page
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You will need to

1. Enter a valid email address in the “Email Address” field.

Once this is done, you will get an Email with instructions for White listing in the
specified email address. A sample email is show below:

nirrv
Safe Stop SPAM, Stop Virus, Stop Paying!

Dear @y ahoo.com,

ensures that only the owners of the smail servers can make a whitelist request,
We have recelived a requerst to sehikelist '127,0,0.2° giving your Emall address,

IF wiou did make the request, kindhy confirm the same by etther clicking on the link below or entering the URL ina
broveser, from the email server

https:/ /'www. safentrik.com/ ajax;/ index.php?task=rbl whitelist®chkey=81T38080126Z678

IF wou did nat make this request, you may kindly ignare the amail,

www safentrix.com

World's Best Free Email Security Service

Confirm the White listing by clicking on the Email link from the Email server. This is
required to ensure that White list requests can be done only by the Email server administrator.

Once the White list request is confirmed, SAFENTRIX removes the email server
address from its RBL and normal mail traffic resumes.

Please note that any future SPAM emails to SAFENTRIX will immediately add the
server address to RBL.

1
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