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Introduction

SAFENTRIX is a hosted Email security solution keeping Virus, SPAM and Phishers off
your network, while ensuring that genuine emails can always reach the users. System
administrators can easily setup SAFENTRIX for use with their domains in three easy steps.
Once setup, SAFENTRIX requires minimal maintenance. Whatever maintenance needs to be
done can be performed by logging onto SAFENTRIX Control panel.

SAFENTRIX Control panel provides options for
Managing/Adding/Deleting domains
Managing/Adding/Deleting users from domains

Changing Accountinformation

A e

Adding funds to account

This guide explains the functionality available in SAFENTRIX Control panel and how to

access them.

SAFENTRIX services
SAFENTRIX Service is available in two flavors:

1. Standard Service
2. Enterprise Service

Both services provide same level of Email security. Standard Service is free for any
number of users and is supported by one line text based advertisement appended to every
delivered email. Enterprise Service provides 100% SLAbacked warranty.

The differences in features are as follows:

_ Standard Enterprise
Particulars Service Service
Cost Free 43 Cents

per user per month.

Appends Single line text based advertisement as

Signature to emails Yes No
100% SLA Warranty No Yes
Compatible with Industry Standards like HIPAA/GLB No Yes

To Contents Page
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SAFENTRIX allows administrators to mix these services in the same domain. For
example, out of 100 users, administrator can give Standard Service to 60 users and Enterprise

Service to40 users.

SAFENTRIX also allows administrator to convert users from one service to another
(Standard to Enterprise or vice-versa) at any point of time.

Control Panel Login
SAFENTRIX Control panel can be accessed by using the “Client Login” link. That will
display the following page

Control Panel Login

o120

Sign In_il Forgol Password

Tologin, enter:
1. Your SAFENTRIX accountnamein “User Name” field.

2. Passwordin “Password” field.
3. Correct CAPTCHAresponse.

If the entire above are entered correctly, you will be logged in. If any of the above is
incorrect, you will receive an error message as listed in the following table:

Incorrect field Error Message

User Name You are not a registered User. Please register to our site
and then try again. Thanks for visiting Safentrix.com

Password Invalid Login, Please try again with correct password.

CAPTCHA Please enter the correct CAPTCHA response.

To Contents Page
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There are also a couple of other situations where you may not be able to login. They are

described below.

Situation

Displayed Error Messag

e Action to be taken by User

User has registered,
but has not confirmed
registration.

You have not confirmed
your registration.
Please check your
email before
proceeding further.
Thanks for visiting
safentrix.com

Please check your Email
INBOX/SPAM folder. There will be
an email from SAFENTRIX asking
you to confirm your registration.
Click on the link in the email from
the same computer where you
registered from.

User is trying to login

from a new computer.

Invalid Login, Please try
again with correct
password. You are trying
to login from an
unauthorized IP. Please
check your email before
proceeding further.

SAFENTRIX, by default, keeps a
list of IP addresses a user is
allowed to login from. If user tries
to login from a different place, an
email is sent. User can click on
that link and then login from the
new computer.

This is an additional security
measure available with SAFENTRIX.

Once user logs into the Control Panel, a page with the list of domains in User's account

is presented.

Control Panel

» Domain Management

Once a user logs in, list of domains in the account is presented. It the account

already has some domains, the following page is presented.

Showing 1 1o 1 of 1 domains

1 safentrix.co.in

Welcome Ms. Supraja Sriram, you are at Home

Indlis

L oot

Accoun! Information

hd AddDumainl

Check All |

Delete Selected Dnmuins'

To Contents Page
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If there are no domains in the account, following page is presented.

Welcome Ms.. Supraja Sriram, you are af Home Logowt L
Account Information
| | India ~ | AddDomain

Demain name Active Reasan Select

No records found. Fiease add new domain!.

»» Add Domain

The first step to getting SAFENTRIX services for your domain is to add the

domain to your account. Adomain can be added to your account using the following Control in

domain page

- J_:_j; India v | Add Domain

ACCount rformation

“Del

1. Enter the domain name in field specified above (circled by Red Oval).
2. Change the Country of Origin, if incorrect.
3. Click on “Add Domain”.

One of the key parameters to be entered with every SAFENTRIX domain is the
ivery MX”. These are the set of Email servers where SAFENTRIX will deliver email after

scanning for Virus/SPAM/Malware. SAFENTRIX can “guess” the Delivery MX by looking into
current MXrecords.

Once you enter the domain name and click on “Add Domain”, SAFENTRIX will ask you if you

want it to “guess” the Delivery MX from the current “MX” records. This is done by displaying a

dialog:

The page at hitps:/fwww.safentirix.com says:

If this is a live domain with existing M record, do vou wank us bo set the current MY record as saur
delivery 1M (Recommended)?

|_ Ok, I| ’ Cancel J

To Contents Page
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Possible scenarios and answers are given in the following table

Scenario Answer

This domain has active email services and your current MX records are OK
pointing to your email servers

The domain has active email services and your current MX records are
pointing to another Anti SPAM provider. You want to switch from this Cancel
Anti SPAM provider to SAFENTRIX

The domain has active email services and your current MX records are
pointing to another Anti SPAM provider. You want to retain this Anti SPAM OK
provider in addition to having SAFENTRIX services

The domain is a new one, and there are no valid MX records Cancel
The domain is a new one, but MX records are pointing to your email servers | OK

Once the input to the above dialog is obtained, SAFENTRIX tries to confirm that user is
the owner of this domain. If SAFENTRIX cannot confirm the ownership of domain, it will ask to

publish additional DNS records for the domain.

If SAFENTRIX requires user to add additional DNS records, a message similar to the

one shown below will be displayed.

The page at hitps:/hwww.safentrix.com says:

YWe need ko confirm thak wou are the authorized adminiskrator For this domain, Kindly add an'4'
= record For 'sPxOnyxbZoWHRA, safentrix.in', with value '192,168.1.1" and retry.

Please note that the exact DNS record (like 'sfxOnyxb2o0WHhA.safentrix.in') to be
added will vary depending on account as well as domain details.

At this stage, you will need to ask your DNS service provider to add the
appropriate 'A' record. Once the 'A' record is added, you may need to wait for some time before
adding the domain again. DNS records usually take some time to propagate and trying it after
some time will ensure that SAFENTRIX recognizes the newly added records.

To Contents Page
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After adding the DNS record, re-add the domain. SAFENRTIX will then add the
domain to your account and the same will be displayed as follows:

‘Welcome Ms.. Supraja Sriram. you are at Home Logout L7
Account Information

| | e .

mg 1to 1 of 1 domams

D omain name Reason Select
1 safentrix.co.in []
Chectc Al [

[ Delete Selected Domains ]

You will find that the domain has been added in the “Inactive” state (as seen in the Red
Cross mark). Now we are ready to add details to the domain to make it active. In case the
domain was present in somebody else's account, you may find the domain transferred in
“Active” state. In this case, all the old information about the domain (like User names, Delivery
MX) will be preserved.

Adomain that is “Inactive” is not part of SAFENTRIX mail database. The domain has to
be made “Active” before SAFENTRIX is ready to receive emails for the domain. A domain
can be made active ifithas atleast one “Delivery MX”.

»» Enable Domain

A domain that is marked “Inactive” can be manually made active. Refer to the
figure below.

Showmng 1to 1 of 1 domains

Deomain name Reason

1 safentrix.com | x &) ]
| Enable l:lchrnin-] Chetk M I:l

[ Delete Selected Domains ]

www.safentrix.com
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When adomainisinactive a Red X appears in the “Active” field. There is a small up arrow
icon next to the “X” mark (it is marked by a Red Oval in the above picture). Clicking on this arrow
allows user to manually Enable/Activate the domain.

Please note that enabling of a domain adds all the domain details to SAFENTRIX email
server database and SAFENTRIX becomes ready to start accepting emails from Internet for
this domain.

Enabling a domain is not an on line action. This means that whenever a domain is
enabled manually, itis not enabled immediately. The request for “enabling” is added to a queue
and processed in the order. Therefore, after enabling a domain, you may still see it being
displayed as “Inactive”.

The running of the “Enabling” process in the queue could take anywhere from
15 minutes to 1 hour depending on pending requests. Once done, the domain will be displayed
as “Active” as follows:

ng 1to 1 of 1 domams
Domain name Active

Select

Reason

safentrix.co.an

Check All L

Now SAFENTRIX s ready to receive emails for this domain.

»» Disable Domain

Disabling a domain removes all domain details from SAFENTRIX Email server
database and the Email servers no longer receive emails for this domain. Itis similar to deleting
the domain from SAFENTRIX, except that disabling can be reversed, whereas deletion cannot

be reversed.

When a domain is “Active”, a Green tick mark is placed in its “Active” field. There is a
small up arrow icon next to the Green tick mark as displayed in the following picture:

Showing 1 to 1 of 1 domains

Domain name Ve Reasan

1 safentinix. com \ / 'B' I:l

|EiEaL'r|'E' Domain Chﬂﬂk All D
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The icon is highlighted by a Red Oval in the above picture. The domain can be disabled
by clicking on the arrow icon. When you click on it, SAFENTRIX will ask for the reason you are
disabling the domain and following dialog will be displayed.

User can enter any text as reason for disabling. The only condition is that the reason
cannot be blank. Once you enter the reason, click on “OK”. The domain is disabled
immediately and is displayed in “Inactive” state as in the picture below:

Showmg 1to 1 of 1 domams

Domain name Reasan Select

1 safentiix.co.in x . Motusing anymore L] |

Check A1 [ |

»» Delete Domain

Domains can be deleted from the Control panel. When this happens, all information
about Domain (users, etc.) is permanently deleted from SAFENTRIX database. SAFENTRIX
no longer receives email for this domain. This action cannot be reversed.

To delete the domain, first select the domain by checking the “Select” box next to the
domain (illustrated in the following picture with a Red Oval):

Showing 1 to 1 of 1 domams

Domain name Reazon

_ 1 l safentnx. co.m l X 4 . ot UStg anymore iE N
Check All [
Once the domain is selected (as above), click on “Delete Selected Domains”. Since this

is an operation that could potentially seriously affect your email traffic, SAFENTRIX asks for
additional confirmation by displaying the following dialog:

The page at hitps: /fwww.safentns. com says: B

o Aue vou sune yau warnl o delete sl sslected items?

o

Confirm the Domain deletion by selecting “OK” in the above dialog. This will delete the
selected domain and all associated records from SAFENTRIX database.

10
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»»> Delete Multiple Domains

Multiple domains can be deleted from SAFENTRIX Control panel. To delete multiple
domains, first select the domains by checking the “Select” box correspondingtothe domains.

An exampleis given in the picture below:

Showing 1 to 4 of 4 domains

Artive Reasan Select

Domain name

1 com v O

2 com \/ N ]

3 com o i)

. safentiix.com / N ﬁl’?u
Check Al

[ Delete Selected Domains |

As the Red Oval shows, we have selected domain “3” and “4” to delete. Once the
domains are selected, click on “Delete Selected Domains” button. SAFENTRIX will ask for a

confirmation of deletion by displaying the following dialog:

The page al https:/fwww._safentriz. com zaps: [‘.'3

9 Are you sure youl want o delete all selected tems?

[Tk ]  concat |

Once the deletion is confirmed by clicking on “OK”, the domains are deleted from
SAFENTRIX control panel.

11
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> Delivery MX
»» Enable Domain

Once a user logs in, list of domains in the account is presented. It the account already

has some domains, the following page is presented.

SAFENTRIX is a scan-and-forward service. Once configured, SAFENTRIX receives
email for your domains. It rejects any email considered SPAM or has a Virus/Malware. Rest of

the emails are forwarded to the domain's Original email server.

SAFENTRIX refers the Email servers to which the emails should be forwarded after
scanning as “Delivery MX” for that domain. Each domain added to SAFENTRIX needs to have
atleastone “Delivery MX”. Amaximum of 5 “Delivery MX” can be specified for a domain.

In SAFENTRIX, every “Delivery MX” specified for a domain has a priority associated
with it. This priority can be a number between 0 and 100. When delivering emails, SAFENTRIX

tries to deliver the emails first to a “Delivery MX” with lesser priority number.

Forexample, ifa domain has two “Delivery MX” as follows:

Host name/IP Priority
mail.example.com 0
mail2.example.com 10

When an email comes in, SAFENTRIX will, first, try to deliver the email to
“‘mail.example.com” because it has a lower priority number. If the delivery to
“mail.example.com” fails, SAFENTRIX will try to deliver the email to server with next higher
priority number.

In the above case, “mail2.example.com” has the next highest priority humber and
therefore SAFENTRIX will try to deliver the email to “mail2.example.com”.

A domain needs to have at least one “Delivery MX” specified before it can be enabled.
“Delivery MX” servers need to be valid email servers. If wrong “Delivery MX” details are
specified, emails may get lost and the domain may be disabled by SAFENTRIX administrators.

If an account has multiple domains, each of the domains can specify different “Delivery
MX”. Emails for a domain will be delivered to the “Delivery MX” specified for that domain.

12
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»»> Add

When logging in to SAFENTRIX Control panel, you will get the page giving the list of

domains. Click on the domain name to which you want to add “Delivery MX”. That will display
the following page:
Walcome Ms_. Supraja Sriram. You are at Home - safanirix.co.in Logout L

show Lsers
DELIWVERY MX

IP ar Hostname :i_:_ ___ ;T::Prin ri[_ Add Deliverny b= J

LIST OF CURRENT DELIVERY NI

Na Priarity iy Select
No records found. Flease add nevwe MX. |

In the above picture, the domain has no “Delivery MX” entered yet. To add a new

“Delivery MX”,
1. Add the IP address/Host name of “Delivery MX” server. This must be a valid email
server that will accept emails for this domain. SAFENTRIX will check for validity of

email server and may reject the address if unable to validate. The address needs to be
entered in “IP or Hostname” field in the above picture (field indicated by a Red Oval).

2. Add a priority for the “Delivery MX” Server. The priority must be a number between 0

and 100. Lower priority numbers indicate that SAFENTRIX should try those delivery
serversfirst.

After entering the above information, click on “Add Delivery MX" button.
SAFENTRIX will now check for the validity of Host name entered. If it is unable to validate,
SAFENTRIX will display a message as follows:

The page at hitps://www_salentrie. com says:

1 Theemal server address does not seem to be valid, Kindly check the address and rety,

User will need to correct the Host name in the above case.

13
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If the Host name entered is fine, SAFENTRIX will add the “Delivery MX' to domain and

display it as follows:

Show Usars
DELIVERY MX

IP ar Hosthame | | Prioity | | [ Add Delivery Mx |

LIST OF CURRENT DELIVERY N

Ehowing 1 to 1 of 1 delivery B0Cs
1 0 mail canzen codn 1

Check A O

| Delete Selected |

»» Delete
“Delivery MX” for a domain can be deleted as follows:

1. Select the “Delivery MX” to be deleted by checking the “Select” box next to it
(highlighted by a Red oval as in example in the following picture).

Showing 1to 1 of 1 delivery M

Priority Select
1 0 mail canzen co.in (Lh

Check All L

| Delete Selected ]

2. Click on “Delete Selected” button. SAFENTRIX will try to confirm the deletion by
displaying following dialog:

The page at https:f/www_safentnx. com zays: Ed |

D Are pou sure you want to delete all selected items?

32

- OK Cancel |

3. Confirm deletion by selecting “OK”.
4. The“Delivery MX” will be deleted and resulting table displayed in page.

www.safentrix.com
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»»> Multiple Delete
Multiple “Delivery MX” for a domain can be deleted as follows:

1. Select all the “Delivery MX” to be deleted by checking the “Select” box next to them
(highlighted by a Red oval as in example in the following picture)

LIST OF CURRENT DELIVERY MX

Select
! 1 0 il carzen. co i -".
| 2 10 mail safentro: com I"-@'J
Check Al L
| Delete Selected ]

2. Click on “Delete Selected” button. SAFENTRIX will try to confirm the deletion by
displaying following dialog:

The page at https://www_zafentriz. com saps: |

O Are you sure pou want to delete all zelected items?

Cancel |

3. Confirm deletion by selecting “OK”.
4. Allthe selected “Delivery MX” will be deleted and resulting table displayed in page.

Please note that if all the “Delivery MX” for a domain are deleted, SAFENTRIX will
automatically disable the domain and you will not be able to receive any emails for that domain.

15
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» Users
»» Concept

To reduce SPAM, SAFENTRIX accepts email only for valid email addresses in a
domain. This means that SAFENTRIX users must specify all the user names/email addresses
that are valid for a domain.

SAFENTRIX Control panel gives easy, web based user interface for maintaining users.
User maintenance page can be accessed as follows:

1. Logintothe Control panel.

2. Inthedisplayed domain list, click on domain for which user maintenance needs to be
done.

3. Inthe page that comes up click on “Show Users” link at top right.
4. That will display the following page. This page provides way to do all user

operations.
Welcome Ms.. Supraja Sriram,. You are at Home - safentrix.co.in Logout L¥
Show M= Records
USERS
User Name | | | AddUser | Bulk Dperatians

Show only names be ginnung with
| | All users b

Showing 0 of O users (Total : 0

UserName Reason

No records found. Please add new user.

To Contents Page
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»» Add

To add an email address to a domain,

1. Gotothe User Managementpage. Thatwill display the following:

Welcome Ms.. Supraja Sriram. vou are at Home - safentrix.co.in Logout L*
Show WX Records
USERS
User Name{{: __H Add User J Bulkk Operations

Show only names begimming wath
| | Allusers v

UserName Service Heasan

Ne records found, Flease add new user. |

2. Enter the user part of the Email address to be created in “User Name” field
(highlighted by the Red Oval in above picture).

3. User part of the Email address is the text which occurs before '@' symbol in the
email address. For example, if the email address you are trying to add is
info@safentrix.co.in, user partis 'info'.

4. Clickon“Add User” button.

If the user name is valid and is a new email address, user gets added and displayed as
follows:

Welcome Ms.. Supraja Sriram, Y'ou are at Home - safenirix.co.in Logowt &*
Show MX Reconds
USERS

User Name | | [ Add User ] Bulk Operations

Show only names begmning with
li | Allusers v

Reason

1 nfo Y A 5 A I o
Check A1l U

| Delete Selected Users ] [ Toggle Selected Users [ ! Swatch Service of Selected Users I

www.safentrix.com
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There are cases when user addition fails with an error message. The following table lists

the error messages and situations corresponding to them.

Error Message

Description

This user already exists.

The email address is already in SAFENTRIX database.
There is no need to add again.

Invalid user name.

The email ID is invalid. Internet Email addresses should
follow a standard and the user name you tried to add
does not conform to the standard. Please note that only
the user name should be given and not the full Email
address.

When a useris added, itis added in “Active” state with “Standard” Service.

»» Bulk Add

SAFENTRIX Control panel provides easy ways of adding multiple users. This is

especially useful for organizations with large number of users.

To Contents Page

To add multiple users into a domain, following needs to be done:

Prepare a text file with user names to be added to the domain, one line per user.

2. Forexample, letus take that we want to add the following email addresses:

o sales@safentrix.co.in
e marketing@safentrix.co.in
e purchase@safentrix.co.in

3. Create a plain text file with the user names of the Email addresses (example

follows):

sales
marketing
purchase

4. In Windows platform, use “Notepad” or “Word Pad” and remember to save the

document as a text document.

5. InLinuxplatform, use

[N

vi” to prepare the document.

18
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Now go to the user management page for “safentrix.co.in” in the Control panel. The
following page is displayed:

Welcome Ms.. Supraja Sriram, You are al Home - satentrico.in Logout L

ahow M Records
LISERS

User M Add U ulk Operat
ser Name || il ser Jw

Show only names begmmung with
[ [ All uzers ~

Service Reason Select

Checke A1 [ |

l Delete Selected Users ] [ Toggle Selected Users ] [ Switch Service of Selected Users ]

7. Clickonthe “Bulk Operations” link (highlighted in the Red Oval in above picture).
8. Thatwilldisplay the following page

@ Safentrix - Upload File - Mozilla Firefox |-/ 0/ x

|l@ ] nittps: /mwww safentrix com/ajax/upload php

| Add Users || Delete Users |

| Switch Users to Standard Service |

| Switch Users to Enterprise Service

Done

www safentrix.com & ¢fid

www.safentrix.com

To Contents Page 1 9


http://www.safentrix.com

To Contents Page

10.
11.
12.

13.

14.

15.

Click on “Browse” button (highlighted with a Red Oval in above picture). That will
display a File Selection Dialog.

Using the File Selection dialog, select the text file created in the previous step.
Clickon “Add Users”.
SAFENTRIX will check validity of file and if valid, will display the following dialog:

The page at httpsz: f /'www_zalentnx.com saps: l

715 Your request haz been queued.
L J

Please note that all Bulk Operations are not on line operations. They are batch
operations. SAFENTRIX adds these requests to a process queue and the
operations are processed in order.

When the operation is completed, SAFENTRIX database is updated and status of
completion of operation is sent to user by an email.

When the users are added, an email is sent to the user. The email gives status of
addition of every user in the file. Invalid user names are highlighted in the result
email. Asample email is given below:

Delete | Rephy 'rF Forveard vl Spam I Mowe ... -

This message is not flagged. | Flag Mezsage = Mark as Unread |

Dt Fri, & Feb 200% 18:33:01 #0530
Tan: @y ahoo, com
Fromi “tdministrator” <wvebmaster@safantziz.com> @ add to Address Book

Subject: SAFENTRIF ALERT: Bulk user addition results for "safentrix couin’
Diear b, Supraja Srram

Flease refer to your submussion of uzers for bulk addihon The table below gives the results
User |Added Reason for fallme

sales Added successinlly

|ni|1|..r:rlu11_: [ Added suce P.'{Sfilu}

pmthase Added successfully
Thanking You,

The Safentriz Accounts hamtenance Team

20
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»» Attributes

“USERS” section displays alist of users. The attributes of user are given in the same row
as the user. Asample listing is given below:

UserName Service Reasan Select

The following table gives a description of various attributes of the user

Attribute Heading Description

No Gives the Serial Number of the user in the list of users
UserName User name

Active Says if the user is “Active” now. If a user is marked “Active”,

SAFENTRIX receives email for the user. If a user is not marked
“Active”, SAFENTRIX will reject all emails for this user. User
who is not marker “Active” is functionally equivalent to a user
who is not in the user list of the domain.

Service Says what kind of service (Standard/Enterprise) the user has.
“S” says that user has “Standard Service”.

"E" says that user has "Enterprise Service".

If a user has Standard Service, it is not charged and all emails
delivered to the user will have a one line text advertisement
appended as a Signature.

If a user has Enterprise Service, the service is chargeable and

the user's emails are passed as is without appending any signature.
Reason If user is Inactive, this gives the reason as to why the user was
disabled.
Select Click on this box to select the user for various operations
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»» Search

SAFENTRIX Control panel by default displays a sorted list of all users. When there are a
large number of users (as SAFENTRIX supports up to 20,000 users per domain), there is a
need to navigate to the users we want to maintain quickly.

Administrators can quickly navigate to the user names they are interested in using the
Search facility. In SAFENTRIX, Search is possible based on the following criteria:

Criteria

How to Search

Name of user

Enter first few characters of user name and press “Enter”

Active/lnactive

Select appropriate criteria from the Combo box next to Search
Edit box

Standard/Enterprise
Service

Select appropriate criteria from the Combo box next to Search
Edit box

By using the search facility, administrators can quickly get to the users they are
interested in and maintain them. Now, we will look at how to search for users based on their

names.

USERS
User Name | | | Add User | Bulk Operations
T —Show only names beginning with
:|_F r Allusers »
P = —

The Search box appears as above (is highlighted by a Red Oval). To search for a

particular user, enter a few characters from the beginning of the user name and press “Enter”
key. Then SAFENTRIX will display only users whose address starts with those characters.

[{H ”

For example, suppose we want to search for users whose name starts with “in”, we
enter “in” into the Search box (highlighted with a Red Oval) and press “Enter”. Then, as per the
figure below, only users whose name starts with “in” will be displayed.

Lser Name |

i Show onky
] &

Showmg 1to 1 of 1 users (Total: 1

USERS

| | AddUser | Bulk Operabons

names begoming with
| Allusars

UserName Active Burvice Reason Select
1 nfn Y a g a ' : 0
Check A [
| Delete Selected Users | | Toggle Selected Users | | Swich Senvice of Selected Users |

To Contents Page
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An example is given below:
_Show-only-namesbegimningwath

fn________|iEnabled/Standard ueers ¥

Heason Select

1 oo Ta 2 A L]

Check An [

| Delete Selacted Users | [ Taoggle Selecied Lsers | LS'mt,cI'- Sarvice of Seleced LUsars |

»» Delete

Users can be deleted as follows:

1. Search for the users to be deleted to make sure that those user names are
displayed in the current page.

2. Once we have the users to be deleted in the page, select the users to be deleted by
checking the “Select” Check box corresponding to users. In the example below, we
want to delete the users “purchase” and “sales” and we have selected those users
(selection highlighted using the Red Oval)

Shewang 1 te 4 of 4 users (Total 4

UserName Active Service Heason Select
1 o T a Sa El
2 marketng Y a S oa ]
3 purchase Y a S a |"'.
4 sales Ya | S a \=/
Check Al O

[ Celete Selected Usears J [_ Toogole Selected Users J [ Switch Serace of Selected Llsers J

3. Once the users to be deleted are selected (as above), press “Delete Selected
Users” button.

4. Since this operation cannot be reversed, SAFENTRIX asks for Deletion
confirmation by displaying a dialog as follows:

The page al https:/fwww._ safentriz. com zays: E

D Ate you sue you want to delets all selected tems?

7
[Tk ] concst |

Confirm deletion by clicking on "OK".

6. SAFENTRIX deletes these users from its domain database and display a
confirmation as follows:
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The page at https: / /www_safentnix. com saps: | %]

1 Selected users have been deleted successhully!

As mentioned, Search can also be done on other criteria. This is done using the Combo
box nextto the Search box (highlighted in the figure below):
USERS

Uszer Name | | Add Llaer | Bulk Dperations

Show only ||r||m-::.l-_-z_-gn_ugj.£_wiﬂx

T n,;_ .
: All Enabled users
All Premium Service users
iifo Yok All Standard Servce users
Enabled/Standard usears =
markstng T i Enabled/Pramiurm users

Once a criterion is selected, only users fitting the criteria are displayed in the page.
The different options in the Combo box are explained below:

Combo Box Text Criteria Description

All users Alist of all users in the domain is displayed

All Enabled users All users who are in “Active” state are displayed

All Disabled users All users who are not in “Active” state are displayed.

All Enterprise Service users All users who have “Enterprise Service” are displayed

All Standard Service users | All users who have “Standard Service” are displayed

Enabled/Standard users All users who are in “Active” state and who have “Standard
Service” are displayed.

Enabled/Enterprise users | All users who are in “Active” state and who have “Enterprise
Service” are displayed.

Please note that whenever a user is disabled (made not “Active”), the user is
automatically converted to “Standard Service”. Therefore, architecturally, it is not possible to
have disabled users who have “Enterprise Service” and therefore that option is not available for
searching in the above Combo box.

Searching based on name can be combined with the above criteria and then, only the
subset of results will be displayed. For example, if we type in “in” in the Search edit box and
choose “Enabled/Standard users”, we will get all users

[{H ”

o Whose name starts with “in”,
o Whoare “Active”, and
e Who have “Standard Service”

24

To Contents Page


http://www.safentrix.com

4. Since this operation cannot be reversed, SAFENTRIX asks for Deletion
confirmation by displaying a dialog as follows:

The page at https://www_safentnix.com saps: |

w Are ol sure vou want bo delete all zelected tems?

Cancel I

5. Confirmdeletion by clicking on “OK”.

6. SAFENTRIX deletes these users from its domain database and display a
confirmation as follows:

The page at https:/fwww zafentriz.com says: |

! Selected wzers have been deleted successfullyl

»» Bulk Delete

While manual deletion of users (as described in the above section) is appropriate for
small number of users, it becomes difficult to use that method when you have to delete
hundred's or even ten's of users. In that case “Bulk Deletion” feature provided by SAFENTRIX
Control panel can be used.

Bulk deletion of users can be done as follows:
1. Prepare aplain textfile containing the list of user names to be deleted.

¢ In Windows platform, use “Notepad” or “WordPad” and remember to save the
document as a text document.

¢ InLinuxplatform, use “vi” to prepare the document.
2. Asan example, say we wantto delete the following users
purchase
info
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3. Now go to the user management page for the domain name (in this case
“safentrix.co.in”) in the Control panel. In the displayed page, click on “Bulk
Operations” link. That displays the following page:

@ safentrix - Upload File - Mozlila Firefox | -|0|x

[ g: https: [fwww safentrix. com/ajax/upload php

Browse. ..
Name
| Add Users Delete Users |
| Switch Users to Standard Service |
| Switch Users to Enterprise Service !
Done www.safentrix.com 5 .tf.r"t

Click on “Browse” button. That will display a File Selection Dialog.
Using the File Selection dialog, select the text file created in the previous step.

Click on “Delete Users”.

N o o A

SAFENTRIX will check validity of file and if valid, will display the following dialog.

The page at https://www_safentrix. com says: |
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3. Please note that all Bulk Operations are not on line operations. They are batch
operations. SAFENTRIX adds these requests to a process queue and the
operations are processed in order.

4. When the operation is completed, SAFENTRIX database is updated and status of
completion of operation is sentto user by an email.

5.  When the users are deleted, an email is sent to the user. The email gives status of
deletion of every user in the file. Invalid user names are highlighted in the result
email. Asample emailis given below:

Dl e ] Raply 1’ Forwraed 'I Span I PO, -1

This message 1= not fagged. | Flag Mesrage - Mark ax Unread |
Drake: Thu, 1% Fab Z00% 13:233:02 +0530
T @y ahoo. com

: ‘administrator® €wabmastas@safentrs. com> 5 add to addrass Book
From: o 1

Subject: SAFENTELN ALERT) Bulk wsar delation rasults for 'safantri=. co.in'
Crear Ms, Suprara Snram:

Please refer to your submssion of users for bulk deletion. The table below mwves the results
| User |DeletedReason for failure
:pu.rl:hase Deleted successfully

infa T Deleted successfully

Thanking ¥ou,

The Safentrmm Accounts Mamtenance Team

»» Disable User

Disabling a user is equivalent to removing the user from SAFENTRIX database. Once
disabled, SAFENTRIX rejects all emails for this user. Administrators can, however, enable any
disabled user using the Control panel.

Auser can be disabled as follows:

1. Gotothe Users section forthe domainin Control panel.

2. Searchforthe user.

3. Inthe row, where the user is displayed, there is a small up arrow icon next in the
“Active” column. An example is given below:

Select

Check All [
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4. Theiconis highlighted with a Red Oval in the above picture.

Click on the Icon.

6. SAFENTRIX will ask a reason for disabling by displaying the following dialog. You
may enter any non-empty text.

The page at hitpz: //www_ zafentnx. com says:

& Pleaze enter the reason for dizabling

ok Carncel

7. Afterenteringthe reason, press “OK”

8. SAFENTRIXwill disable the user and display the following dialog
The page at https://www._safentriz.com saps: |

i LIzer marketing has been dizabled.
{14y

9. SAFENTRIXwill nolonger receive emails for this user.

10. Now the useris shown in Inactive state (Example below)

chowing 1to 1 of 1 users (Total : 4

UserName Active Service Heasan Select

1| marketing N a s Left organization O

11. If this were a “Enterprise Service” user, the user is automatically converted to
“Standard Service”. Then the unused portion of the amountin “Enterprise Service”
is reimbursed and added back to the account.

To Contents Page
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»» Enable User

Disabled users can be enabled manually by the account administrator. Once enabled,
SAFENTRIX starts accepting emails for the user.

Auser can be enabled as follows:
1. Gotothe Users section for the domain in Control panel.
2. Searchfortheuser.

3. Inthe row, where the user is displayed, there is a small up arrow icon next in the
“Active” column. An example is given below:

UserName Active Service Reasan Select

1 marketing N @ s Left organization ]

4. Theiconis highlighted with a Red Oval in the above picture.
5. Clickonthelcon.
6. SAFENTRIXwillenable the user and display the following dialog

The page at httpz: //fwww_zafentrix. com zays: |

Liser marketing has been enabled

(25

7. SAFENTRIXwill now start accepting emails for this user
8. Nowtheuseris showninActive state (Example below)

UserName Service Heason Select

1 | marketing Y a S a O

Kindly note that all enabled users are by default given “Standard Service”. They can be
switched to Enterprise Service as required.
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»» Disable/Enable Multiple Users

Multiple users visible on a page can be disabled/enabled by using the “Toggle Selected
Users” function. To use the Toggle functionality, all users selected must be in the same state
(Active or Inactive)

Multiple users can be Enabled/Disabled as follows:

1. Searchforthe users.
2. In the page that comes up, select the users whose status you want to Toggle.
An example is given below

1

2 | marksting T ra S 4 O

3 purchase Y a S A I{El \

4 sales A S A \ -\EJ,- |
Check Al I

[ Delete Selected Users ] [ Togale Selected Users ] [ Swatch Service of Selected Users ]

3. Inthe example above, we want to disable users “purchase” and “sales”. We select the
users by checking the “Select” box next to these users (highlighted by Red Oval).

4. Clickon“Toggle Selected Users” button.
5.  SAFENTRIXwill confirm the operation by displaying the following dialog

The page at hitps:/fwww.safentrix.com says: E|

6 fre wou sure you wank o togole all selected users?

| QI | [ Cancel

6. Confirm the operation by selecting “OK”.
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7. Ifyouaretrying to Disable the users, SAFENTRIX asks for a reason for disabling by

displaying the following dialog:

The page at https:/fwww.safentrix.com says: E|

e Flease enter the reason For disabling

[

] [ Cancel

8. Enterthereason fordisabling (any non-empty text may be entered) and select “OK”

9. SAFENTRIX toggles status of the users and display a dialog as follows:

The page at hitps:/hwww.safentrix.com says: E|

P2

Selected users have been togoled successhully!

10. You will see the status of the users changed in the resulting page. In the example,
we will see the users status as “Inactive” (highlighted by Red Oval)

Service Heason Select
1 mfo T a A ]
2 marketing T A S A A
3 purchase I‘N\In Left El
< sales lk_NJJIL Left L
_ Check Al [

[ Delete Selected Users ] [ Toggle Selecied Users i | Switch Serace of Selected Users ]

To Contents Page
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»» Switch to Enterprise Service

SAFENTRIX comes in two flavors. “Standard Service” is absolutely free for any number
of users and is supported by third party advertisements. “Enterprise Service” is a paid service
and comes with 100% SLA Warranty and compliance with Industry standards (HIPAA/GLB).

By default, all users created are given “Standard Service”. Account administrator can
switch any user to “Enterprise Service” using the Control panel. Please note the following facts
about “Enterprise Service”

-

“Enterprise Service” costs about 43 cents per user per month.
2. Theservice needs to be renewed on a monthly basis.

3. SAFENTRIX will send automatic reminders whenever “Enterprise Service” has to
be renewed.

4. Ifthere is sufficient balance in the account, SAFENTRIX will also do an auto-renew
of “Enterprise Service” and inform the account administrator.

5. Charges for “Enterprise Service” are always calculated on a pro-rate basis with
respect to the renewal date.

6. For example, if we convert an user to “Enterprise Service” and 15 days remain for
renewal, only charges for 15 days are made (which is approximately 20 cents) and
not the fullamount for the month.

7. Similarly, when a user is concerted from “Enterprise Service” to “Standard Service”,
the unused charges till renewal date is credited back to Account.

When converting a user to “Enterprise Service”, itis important that the pro-rata charges
forthis action is presentin the Account. If not, the operation will fail.

Auser can be converted to “Enterprise Service” as follows:

1. Gotothe Users section for the domain in Control panel.
2. Searchforthe user.

3. Inthe row, where the user is displayed, there is a small up arrow icon next in the
“Service” column. Anexampleis given below:

1 o Y a S @ &
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4. Theiconis highlighted with a Red Oval in the above picture.

Click on the Icon.

6. If sufficient account balance is not present for this operation, SAFENTRIX will

display a dialog as follows, giving the amount required for the operation.

7. Ifthatis the case, kindly recharge the account (See “Account Information” section

on how to recharge) and try again. The minimum recharge amount should be
whatever amountis displayed in the displayed dialog.

8. Ifthereis sufficient balance in account, user is switched to “Enterprise Service” and

following message is displayed.

9. Now the useris shown with “Enterprise Service” (Example below)

1

infa ¥ E [ ]

»» Bulk Switch to Enterprise Service

While manual switching of users to “Enterprise Service” (as described in the above

section) is appropriate for small number of users, it becomes difficult to use that method when
you have to delete hundred's or even ten's of users. In that case “Bulk Switch Users to
Enterprise Service” feature provided by SAFENTRIX Control panel can be used.

To Contents Page

Bulk switching of users to “Enterprise Service” can be done as follows:
1. Prepare aplain textfile containing the list of user names to be switched.

¢ In Windows platform, use “Notepad” or “WordPad” and remember to save the
document as a textdocument.

¢ InLinux platform, use “vi” to prepare the document.
2. Asanexample, say we want to switch the following users to “Enterprise Service”.
purchase

marketing
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Now go to the user management page for the domain name (in this case
“safentrix.co.in”) in the Control panel. In the displayed page, click on “Bulk

Operations” link. That displays the following page:

@ safentrix - Upload File - Mozilla Firefox —|[oi(x]

{:p'] hittps: fwww salfentrix com/ajax/jupload php

.\!u':ld Users | DE'|E.|:E' Users

switch Users to Standard Service

Switch Users to Enterprise Service

Drone Www. salantrix com &5 P

Click on “Browse” button. That will display a File Selection Dialog.
Using the File Selection dialog, select the text file created in the previous step.
Click on “Switch Users to Enterprise Service”.

SAFENTRIX will check validity of file and if valid, will display the following dialog.

The page at https:/f'www_zafentnx com zaps: |

our request has been quewed.

(1
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8. Please note that all Bulk Operations are not on line operations. They are batch
operations. SAFENTRIX adds these requests to a process queue and the
operations are processed in order.

9. When the operation is completed, SAFENTRIX database is updated and status of
completion of operation is sent to account administrator by an email.

10. As “Enterprise Service” is a paid service, you have to ensure that there is sufficient
balance in the account for switching the users to “Enterprise Service”. If sufficient
balance is not present in the account, the operation fails and the same is
communicated to account administrator as an email (sample follows):

Dalate i Raply -I Forvward 'E Spam [ S L "L P vl

Thiz meszage is not flagged. | Flag Message - Mark as Unread | Printable View
Dralte: Sat, 21 Feb Z00% 17:33:01 0530

Tos ifyahoo com

Fromu: “Adminazstrator” <webmastendsafentris coms> o add bo Address Book

Subject: SAFENTRIM ALERT: Bulk switch wser to ‘Premium Eervica't Results tor 'satentnx, co.in’

Dear Mz Supraja Sroran

Ths eperation requires a balance of at least Ee. 27 4/ moyour account. Mone of the users were switched as you do not have enough
encugh balance. Flease recharge vour account and try agam

Thanking Yo,
The Safentrc Accounts Mamtenance Team

11. If your operation fails, kindly recharge the account with at least the amount
specified in the email, and retry the operation.

4. If there is sufficient balance in the account, all the users in he file are switched to
Enterprise Service and an email is sent to the account administrator. The email
gives status of service of every user in the file. Invalid user names are highlighted in
the result email. Asample email follows:
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Delete i Reply v| Forward -[ Spam [ Move... -I:

This message is not flagged. | Flag Massage - Mark as Unread |

Draltes: Sat, 21 Feb 2009 18:33:02 +0530
To: @yahoo, com
From: "administrater” <webrnastend@satentnix.com> ?:-I Add to Address Book

Subject: SAFEMTRIX ALERT: Bulk switch uzer to 'Premium Service’: Resules for ‘safentrix co.in’

Dear Mz Supraja Snram:

DPlease refer to your subrrassion of uzers for bulk switching to Prerunm Serwmece’ The table below gives the results
User Switched Beason for falure
purchase Switched snecessfully

matketme  Switched succezzfully

Thanking Tou,
The Safentriz Accounts Martenance Team

»» Switch to Standard Service

Auser can be converted to “Standard Service” as follows:

1. Gotothe Users section for the domain in Control panel.

2. Searchfortheuser.

3. Inthe row, where the user is displayed, there is a small Up arrow icon next in the

“Service” column. An example is given below:

No UserName Active Service Reason Select
1 Infa ¥ E &) B

4. Theiconis highlighted with a Red Oval in the above picture.
Clickonthe lcon.

6. SAFENTRIX switches the user to “Standard Service” and following message is
displayed.

The page at https:/fwww.safentrix.com says: E|

,L, User info has been switched to Standard service,

www.safentrix.com
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8. Now the useris shown with “Standard Service” (Example below)

UserName Active Reason Select

8. When a user is switched from “Enterprise Service” to “Standard Service”, the
unutilized amount for the user is calculated on a pro-rata basis and credited back
into Account balance.

»» Bulk Switch to Standard Service

While manual switching of users to “Standard Service” (as described in the above
section) is appropriate for small number of users, it becomes difficult to use that method when
you have to delete hundred's or even ten's of users. In that case “Bulk Switch Users to Standard
Service” feature provided by SAFENTRIX Control panel can be used.

Bulk switching of users to “Standard Service” can be done as follows:

1. Prepare aplain textfile containing the list of user names to be switched.

+ In Windows platform, use “Notepad” or “WordPad” and remember to Save the
document as a text document.

+ InLinux platform, use “vi” to prepare the document.

2. Asanexample, say we want to switch the following users to “Standard Service”.

purchase
marketing
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3. Now go to the user management page for the domain name (in this case
“safentrix.co.in”) in the Control panel. In the displayed page, click on “Bulk
Operations” link. That displays the following page:

= (B

( Add Users -| r Delata Usars ]

| Switch Users 1o Free Senice |
[ Switch Users to Faid Service j

Done wiane. safentriccom L

Click on “Browse” button. That will display a File Selection Dialog.
Using the File Selection dialog, select the text file created in the previous step.

Click on “Switch Users to Standard Service”.

N o o &

SAFENTRIX will check validity of file and if valid, will display the following dialog.

The page at https:/fwww_safentny. com says: E3 |

Your request has been queued.

(AN

8. Please note that all Bulk Operations are not on line operations. They are batch
operations. SAFENTRIX adds these requests to a process queue and the
operations are processed in order.

www.safentrix.com
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9.  When the operation is completed, SAFENTRIX database is updated and status of
completion of operation is sent to account administrator by an email. The email
gives status of service of every user in the file. Invalid user names are highlighted in
the resultemail. Asample email is given below:

. Dabeta [ lh.npdy HI' Foraw ard HI Sgann I Mova.. vI

Frintable Wiew

Thie messaga e not flagged. | Flag Message - Mark as Unraad |

Dratms Sat, 21 Feb 2009 20:33:01 +033D0

Tou @yahoo.com

From: "Administrator” <webmastensafantix. corns ?_'J.ﬂdd to Addrass Book

Subjeck: SAFENTRIN ALERT: Sulk switch userto 'Etandard Earvice'' Results for “safentrix.co.in

Dear Me. Supraja Snram.

Please refer to your submission of users for bulle swatchmp to 'Standard Sernce’. The table below mves the results
User Suatched Reason for falme
purchase Swatched successiully

maketmg  Switched successinlly

Thanking You,
The Safenty Accounts Mamtenance Team

»» Switch Service of Multiple Users

Service (Standard/Enterprise) of multiple users visible on a page can be switched by
using the “Switch Service of Toggle Selected Users” function. To use the Toggle functionality, all
users selected must have the same service (Standard/Enterprise).

Service of multiple users can be switched as follows:

1. Search forthe users.

2. Inthe page that comes up, select the users whose status you want to Toggle. An
example is given below

UserName Service
2
3 purchase ¥ A S A I,fE!\I
4 sales Y A S A 1\@;]‘
Check All [

1 Delete Selected Users I | Toggle Selected Users ] l Swatch Service of Selected Users |

www.safentrix.com
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3. Inthe example above, we want to provide Enterprise Service to users “purchase”
and “sales”. We select the users by checking the “Select” box next to these users
(highlighted by Red Oval).

4. Click on “Switch Service of Selected Users” button.

SAFENTRIX will confirm the operation by displaying the following dialog

The page at https:/fwww.safentrix.com says: E|

e Are you sure you want bo switch status of all sslected users?

| ok | [ cancel

Confirm the operation by selecting “OK”.

If you are switching users from “Standard” to “Enterprise”, ensure that the account
has enough balance to perform the operation.

8. Ifthere is sufficient balance to do the operation, SAFENTRIX toggles status of the
users and display a dialog as follows:

The page at https:/hwww.safentrixz.com says: E!

I Selected usars hava been switched status successfully!

9. You will see the service of the users changed in the resulting page. In the example,
we will see the users service as “Enterprise” (highlighted by Red Oval)

1 info Y s [ ]
2 marketing Y S [ ]
3 purchase b § (E\ [ ]
4 sales Y I\E J [ ]

www.safentrix.com
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» AccountInformation

SAFENTRIX accounts have information associated with them. This information can be
viewed (and if required changed) by clicking on Account Information in the Login page
(highlighted by a Red Oval in the figure below):

L+
{Account Informatio
Add Domain

YWelcome Ms.. Supraja Sriram. vou are &t Home

I | India b

When an account administrator clicks on this link, a page with all the Account
information is displayed. Asample is given below:

‘Wielcome Ms.. Supraja Sniram. “vou are at Home - Account [nformation Logout E*
ACCOUNT INFORMATION
Fleaze adit the follovmng details, if required. All (*) fields are mandators.
Company Name Alpine Merdien
Contact Name Ms * |Suprajs Sriram >
Designation [CED =
Address 1 [ [
Address 2 | |
Address 3 [ |
Clity [Chennai pr
State [Tamil Mady P
Country Inctia o+
Zip Code | [+
Phone Mumber [ [+
Fax Mumber [ |
Tser name sUpraja
Password | |
Confirm Password [ _I
Primary contact Email T @vahoo.com
Cash Balance Rs. 003
Benewal Date 25 Apnl 2002
Allow Logm from Any TP |
Enable istng as an 1
Implementahon Partner 2
[ Save Freferences ]

To Contents Page
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The account related information includes:

Sl. No.,  Description

Contact person name
Contact Email address
Organization Name
Address of organization
Contact person designation
Contact Phone and Fax

DA |WIN| -

There are some SAFENTRIX specific information. These are enumerated and their
functionality described in the following table:

Attribute Description

1 | User name This is the account used by SAFENTRIX account
administrator to login.

2 | Cash Balance This says the amount currently in the account. When any
switch to “Enterprise Service” occurs, the charges for the
same is taken from this balance.

Similarly, when a switch to “Standard Service” occurs, the
unused charges are credited back to this account.

Account administrators can recharge the account and add
to the account balance anytime using Credit card or Bank
transfers.

3 | Renewal date Every account has a renewal date associated with it. If the
account only has “Standard Service” users, this date has no
relevance. If an account has “Enterprise Service” users, this
date is used to calculate the Service charges (on a pro-rata
basis if required) to be paid.

42
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Attribute

Description

Allow Login from
any IP

This is a security attribute. By default, account administrators
can only login from IP addresses (roughly translates to their
physical location in Internet) they have logged in before.

If this attribute is checked, account administrator can
login from anywhere in the world.

We recommend that you do not change the default value of
this attribute for security reasons.

However, if you use an Internet connection which has a
dynamic IP, then you will need to change the default value of
this attribute so that you do not face problems logging in.

Enable listing as an
implementation
partner.

If you have at least one valid domain working with
SAFENTRIX services, and you are willing to help

other clients implement SAFENTRIX for their domains on a
chargeable basis, you can check this option. Implementation
partners can charge a maximum of US$ 200 (Rs. 10,000/-)
to setup SAFENTRIX for their clients.

Once you check this option, your name will appear on the lis
of Implementation partners for SAFENTRIX and you may be
contacted by potential SAFENTRIX users.

[

To Contents Page
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» AccountBalance - Concepts

SAFENTRIX provides Standard Edition, which is free, and Enterprise Edition which is
chargeable. If you plan to have provide SAFENTRIX Enterprise Edition service for users, it is
preferable to understand the concept of “Account Cash Balance” (also referred to as “Account
Balance”)in SAFENTRIX. This section explains the same.

SAFENTRIX follows a pre-paid model for payment transactions. Every SAFENTRIX
account is associated with an Account Cash Balance. SAFENTRIX users can add (this process
is referred to as “Recharge”) to the Account balance using Credit Cards/Direct payment.

Whenever, there is a chargeable operation, SAFENTRIX deducts cost of the Service
from SAFENRTIXAccount balance.

The chargeable operationsin SAFENTRIX are:

Sl. No. Operation

1. Converting an user or a set of users to Enterprise Edition.

2. Automatic renewal of Service for SAFENTRIX Enterprise Edition users.

If enough account balance is not available for a chargeable operation,the  operation

fails and the account balance is leftasis.

Every SAFENTRIX account is associated with a “Renewal Date”. Please note that this
is the case even if you do not have any Enterprise Edition users. Renewal date is incremented
every month and can be seenin the “Account Information” page of SAFENTRIX Control panel.

“‘Renewal Date” is like a reference post. All Chargeable operations use the “Renewal

Date” to calculate the cost of operation to be performed.

For example, when you convert an user to “Enterprise Edition”, SAFENTRIX does not
deduct charges for a month. SAFENTRIX calculates the cost of services only till the next
Renewal date and deducts from Account Balance. Similarly, if an user is deleted (or converted
from Enterprise to Standard Edition), SAFENTRIX calculates the cost of unutilized services
(again taking into account the Renewal date) and increments the Account balance.

44
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“‘Renewal date” is also used for automatic renewals. On every renewal date,
SAFENTRIX tries to renew the service of all Enterprise Edition users of all domains in your
account. If sufficient Account balance is available for this operation, the renewal completes
successfully and an acknowledgment is sent. If sufficient Account balance is not available for
this operation, the account balance is left as is and all users in your account are converted to
SAFENTRIX Standard Edition, which is free.

To provide SAFENTRIX Enterprise Edition service to users, it is essential that the
Account balance is kept at the required levels. SAFENTRIX Account balance can be recharged
online. SAFENTRIX provides an automated tool called “Recharge Calculator “to help calculate
recharge amounts. In the next section, we will look at the Recharge Calculator in detail.

» Recharge Calculator—Concepts

As explained before, “Renewal Date” is the reference post for every Chargeable
operation. This offers unparalleled flexibility to clients. For example, if you convert an user to
Enterprise Edition and convert the user back to Standard Edition on the same day, your Account
balance gets reduced only by an equivalent of one day charges.

However, this also makes the task of calculating the exact recharge amount difficult. As
an example, let us say we want to find the charges for the following Enterprise Service
requirements:

Today's Date 30-Aug-2009
Enterprise Service period 2 Months
Next Renewal Date 15-Sep-2009
Number of users 100

45
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Expiry date should always coincide with the “Renewal date” (used as a reference post
by all Enterprise Service chargeable operations). This means that we need to calculate charges

till 15-Nov
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-2009 (2 months from next renewal date).

Our calculation would look like this:

Sl. No. Description of Calculation
1 Pro-rata Enterprise Service charges for 100 users from 30-Aug-2009 (today) till
next renewal date (15-Sep-2009).
2 Add to the above, Enterprise Service charges for 100 users from 15-Sep-2009 till
15-Nov-2009).
3 If we have any amount in Account Cash balance, we need to subtract that.

This is a very complex calculation. This is where the “Recharge Calculator” comes in.
Given the number of users and number of months, Recharge Calculator gives the exact amount

we need to add to Account Cash Balance.

In the next sections, we will see how to use Recharge Calculator and add to Account

balance.

To Contents Page
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» Recharge Calculator—US/International Clients

SAFENTRIX Recharge Calculator is available in the “Account Information” page in
Control panel. The page can be accessed by clicking on the “Account Information” link (circled
by a Red Oval in the picture below).

Welcome Ms. Supraja Sriram, you are at Home Logoun

\:,-7':-' aunt Infommation

———

India =] AdcDoman

When an account administrator clicks on this link, the following page appears.
Recharge Calculator is accessed by clicking on the “Recharge” button (circled by a red Oval in
the picture below):

Flease adit the following details, il required. All (*) lields are mandatory
Company Name Alpine Merdien

Contact Name Ms. *| Supraja Sriram '
Designation CEO i
Address 1 | 3
Address 2
Address 3

City Miskayuna g
State NY ]
Counfry United States of America
Ap Code 12309 :
Phone Number 22393245 .
Fax Number 42185612
User name alpine
Password

Confirm Password
Primarny contact Email 1D

p e —— '-_\
Cash Balance Rs. Elm'\:l‘ﬁ?[_harg?_!,_../
Renewal Date 15 September 2009
Allow Login from Any 1P |

Enable listing as an
Implementation Parner

Save Preferences

www.safentrix.com
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Clicking the “Recharge” button displays the following page

Welcome Ms. Supraja Sriram, You are at Home - A ni Information - Recharge
RECHARGE
Recharge Calculator Mumber of users_ )
Number of monfhs =
Update

To Contents Page

Recharge Amount (INR)
Transaction Charge (LUISE)
Total charges (USH)

Walid fill

Contact Name Supraja Sriam

Address 1

Address 2

Ciny Miskayuna

Slate NY

= ountry United States of America
Zip Code 12 300

|Submit| |Clear

Inthe above page, enter the following details:

Enter the number of users you want to have Enterprise Edition service for in “Number of
Users” edit box (Indicated by a red oval in the picture above). The value should be a number
between 1 and 20,000 (both inclusive).

Enter the Number of months for which you want the Enterprise Edition service in “Number
of months” edit box (Indicated by a blue oval in the above picture). The value should be a
number between 1 and 60 (both inclusive).

Please note that the number of months is always taken from the next Renewal date.

Click on “Update” button.
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Once done, SAFENTRIX Recharge calculator calculates the Recharge Amount. If your

Account has enough balance for this operation, Recharge Calculator displays the following

alert:

The page at https://www.safentrix.com says:

X

i You have sufficient balance in your account for this operation.

[@ox ]

In that case, there is no need to Recharge your account. However, if the Recharge

Calculator finds that you do have to Recharge your account, it displays the values in the

Recharge page as follows:

Welcome Ms. Supraja Sriram, You are at Home - A

REC

Recharge Calculator

Recharge Amount (INR)
Transaction Charge (USF)
Total charges (LUSF)
Walid till

Contact Name
Address 1
Address 2
City

State

Country

Zip Code

| Submit |

- Recharge Logout

HARGE

Mumber of users |100
Mumber of r1'|4::'ri|h:'-,= 12

x|

|Update | |

(2103397
1

526,85

Supraja Sriram

MiskKayuna

NY

United States of America
12309

(Sin

www.safentrix.com
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Recharge Calculator displays the following values:

Field Value _ _
Field Name (in above Description Indicated by in
sample) above picture.

Recharge 21033.97 This value specifies the recharge Blue Oval
Amount value in INR. When this transaction
(INR) gets completed, this gets added to

the Account Cash Balance.
Transaction 1 Every payment transaction carries a Green Oval
Charge Transaction Charge of US$1.
(US$)
Total 526.85 This is the amount that should be Red Oval
Charges paid in US$ (inclusive of Transaction
(USS$) charges) to recharge the account by

the value specified. If you proceed

with the Credit card transaction, your

Card will be charged this amount.
Valid till 2010-09-15 | This gives the date (in YYYY-MM-DD Black Oval

format) till which the Enterprise
Service will be valid for the number of
users specified.

Please note that if you add additional
users sometime before “Valid till”
date, your account balance may not
be sufficient for services till this
period.

To continue and make the payment using Credit card, refer to the Section on

To Contents Page

“Add Account Balance US/International Clients”.
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» Recharge Calculator—Clients from India

SAFENTRIX Recharge Calculator is available in the “Account Information” page in
Control panel. The page can be accessed by clicking on the “Account Information” link (circled
by a Red Ovalin the picture below):

Welcome Ms. Supraja Sriram, you are at Home Lo

: s
\:-'-f.':-:'-_.—:nl il Informatiop
= |

indin 5l AdeDaman]

When an account administrator clicks on this link, the following page appears.
Recharge Calculator is accessed by clicking on the “Recharge” button (circled by a red Oval in
the picture below):

Welcome Ms. Supraja Sriram, You are at Home - Account Information Logout

ACCOUNT INFORMATION

Please edit the following details. if required, All (*) fields are mandatory

Company Name Alpine Merdien

Contact Name Ms. =| |Supraja Sriram y
Designation CED

Address 1 "
Address 2

Address 3

City Chennai

State Tarnil Nadu ;
Country India

Zip Code GO0059

Phone Number N
Fax Number 42185612

Usar name alpine

Password

Caonfirm Password
Primary comact Email ID

Cash Balance Rs. 6192 ”r,lﬁf.;r;har @
Renewal Date 15 September 2009

Allow Login from Any 1P ™|

Enable listing as an i
Implementaton Partner e

| Save Preferences |

www.safentrix.com
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Clicking the “Recharge” button displays the following page

Welcome Ms. Supraja Sriram, You are at Hol

Recharge Calculator

Service Tax (1L0.3%)
Total charges (INR)
Walid tifl

- Recharge

RECHARGE

Number of users §

Number of months ¢

Recharge Amount (INR)

Update| |Ciear| |

Inthe above page, enter the following details:

5. Enter the number of users you want to have Enterprise Edition service for in “Number of

Users” edit box (Indicated by a red oval in the picture above). The value should be a number
between 1 and 20,000 (both inclusive).

6. Enter the Number of months for which you want the Enterprise Edition service in “Number
of months” edit box (Indicated by a blue oval in the above picture). The value should be a

number between 1 and 60 (both inclusive).

7. Please note that the number of months is always taken from the next Renewal date.

8. Clickon “Update” button.

Once done, SAFENTRIX Recharge calculator calculates the Recharge Amount. If your

Account has enough balance for this operation, Recharge Calculator displays the following

alert:

.-"l'

]

@ The page at https://www.safentrix.com says:

/2 You hawve sufficient balance in your account for this operation

Pox |

To Contents Page

S2


http://www.safentrix.com

In that case, there is no need to Recharge your account. However, if the Recharge
Calculator finds that you do have to Recharge your account, it displays the values in the
Recharge page as follows:

Welcome Ms, Supraja Sriram, You are at Home - Account Information - Recharge Logout
Help
RECHARGE
Recharge Calculator Mumber of users  [100

Mumber of months [12
\Update| |Clear|

Recharge Amount (INR) @

Semvice Tax (L0.3%) 2166,
Total charges (INR) 2320047

WValid till 010-09-1

To complete the recharge, kindly do the following steps:

1. Prepare a cheque/DD for Rs. 23200.47 in favour of Carizen Software (P} Ltd. payable at
Chennai.

2. Prini 1I!|h Il-ﬂﬁ}(prel'emhly in your company letterhead), fill in the Chegue/DD detalls and
sign the same, along with company seal.

3. Please send the printed lefler as well as payment to

Mr. K. R. Raghavan
Carizen Software Lid.
3 Lelth Castle Street
Santhome

Chennal 600 028
044-2495822218

4. Once the payment is received, your account balance will be set and an Invoice will be
sent by Email.

www.safentrix.com
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Recharge Calculator displays the following values:

Field Value . .
Field Name (in above Description Indicated by in
sample) above picture.

Recharge 21033.97 This value specifies the recharge Blue Oval
Amount value in INR. When this transaction
(INR) gets completed, this gets added to

the Account Cash Balance.
Service Tax 2166.5 All transactions from India carry an Green Oval
(10.3%) additional Service tax (currently

10.3% of Renewal charges).
Total 23200.47 This is the amount that should be Red Oval
Charges paid in INR (inclusive of Service tax)
(INR) to recharge the account by the value

specified.
Valid till 2010-09-15 | This gives the date (in YYYY-MM-DD Black Oval

format) till which the Enterprise
Service will be valid for the number of
users specified.

Please note that if you add additional
users sometime before “Valid till”
date, your account balance may not
be sufficient for services till this
period.

To continue and make the payment, refer to the Section on
“ADD ACCOUNT BALANCE - CLIENTS FROM INDIA”.

To Contents Page
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» AddAccountBalance -US/International Clients

Prior to adding account balance, use the SAFENTRIX Recharge Calculator and
ascertain the amount by following instructions in “RECHARGE CALCULATOR
US/INTERNATIONAL CLIENTS” section.

The Recharge calculator will output the Value to be recharged and Credit card

charges forthe same. Asample outputis given below:

Welcome Ms. Supraja Srirmm, You are at |

t inf ition - Recharge

RECHARGE

Recharge Calculator Mumber of users |100

Mumber of months 12

e

| Update |
Recharge Amount (INR) 2103397
Transaction Charge (USS$) 1
Total charges (US§) R26.85
Walid il 2010-09-15
Contact Name Supraja Sriram
Address 1
Address 2
City Niskayuna
State NY
Country United States of America
Zip Code 12308

#

b

"y

Submit| ./ | Clear |
Sl

Click on “Submit”. SAFENTRIX will prompt with a Dialog as follows:

@ The page at https://www.safentrix.com says:

| -K-Cancel: |

4?"-I Pease note that this charge is not refundable . Account cash balances can be used towards
\—~" SAFENTRIX services and are not refundable {fully or partially} under any circumstance. By
clicking on "OK', you agrea to these terms. If you do not agree to the same, kindly salect
'‘Cancel’ now to cancel the payment process,

SAFENTRIX Account balance are not refundable and can only be used against

future SAFENTRIX Enterprise Edition Services. Click “OK” to agree to the terms and proceed

with the actual charge. If you do not agree, you may click on “Cancel”’ to cancel the payment

process.

To Contents Page
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Once you click “OK”, you will be redirected to Credit card site as follows:

Carizen Software (P) Lid.

SAFENTRIX Account Recharge (21033.97) [Users: 100, Validity: 2010-09-15]
Total with shipping:

PayPal is the safer, easier way to pay

PayPal securely processes payments for Carizen Software (P) Ltd. You can finish paying in a few
clicks.

Why use PayPal?

Use your credit card onling withoul expasing your cald nurmber 1o

merchants

LOG IN TO PAYPAL

Speed through checkout. Mo need 1o emer your card number o Email
address

Password

Don't hewe o PayPal ncoount™® o
Use your credit card or bank account (where availabl Elir,;;ﬂjl_:_-u_-;_:,;

visaB0 o2

Lag in

Waikign
idaniliy
Brotecikon

$526.85 USD

PayPa; % Sarure Payments

Fapa email o password?

Click on “Continue” (Indicated with a Red Oval in above picture) to proceed with Credit

Card transaction. Once the transaction is successfully completed,

1. An Email paymentreceiptis sentto your Email address.

2. Account Balance is incremented immediately (you can check the same in the “Account

Information” page.

3. Scanned copy of a Paper Invoice is emailed to you within 3 Business days.

After recharging, you can use SAFENTRIX Control panel to convert the users to

Enterprise Edition.
payment@safentrix.com with all payment details.

To Contents Page
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If Credit card transaction is not feasible, a Wire transfer can be done as follows:

Wire transfer from anywhere to Bank Account

Kindly refer to the following page for your specific country

http://www.icicibank.com/pfsuser/icicibank/ibanknri/
nrinewversion/moneytransfers_other_wiretransfer.htm

Account Number: 000105007540
Account Name: Carizen Software (P) Ltd.

Once you do the wire transfer, please send an email to payment@safentrix.com with
following details:

e Transaction|D

e Date oftransaction

e SAFENTRIXaccountname
e Amount

We will credit the account as soon as we receive the funds/email.

A soft copy of the Invoice will be generated and sent to your email ID once the account is
credited.

To Contents Page
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» AddAccountBalance - Clients from India

Prior to adding account balance, use the SAFENTRIX Recharge Calculator and
ascertain the amount by following instructions in “RECHARGE CALCULATOR CLIENTS

FROM INDIA” section.

The Recharge calculator will output the Value to be recharged and Total charges for the

same. Asample outputis given below:

Welcome Ms. Supraja Sriram, You are at Home - Account Information - Recharge
RECHARGE
Recharge Calculatar Numpe_réwsers T 100
Number of months |12
\Update| |Clear|

Recharge Amount (INR) 21033.97

Service Tax (10.3%) 2166.5
Total charges [INR) 2320047
alid till 2010-08-15

L oot

H|I||

Chennal.

sign the same, along with company seal.

Mr. K. R. Raghavan
Carlzen Software Lid,
3 Leith Castle Street
Santhome

Chennai G0D 028
044-2495822218

sent by Email.

To complete the recharge, kindly do the following steps:

1. Prepare a cheque/DD for Rs. 23200.47 in favour of Carlzen Software (P) Ltd. payable al

3. Please send the printed letter as well as payment to

2. Pi H'I-I@; lefte (preferably in your company letterhead), 1l in the Chequel/DD detalls and

4. Once the payment is received, your account balance will be set and an Invoice will be

To Contents Page
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Click on the “this letter” link (indicated by a Red oval in the picture above). You can fill

the details required in the letter. Payment can be made as follows:

Sl. No. Description of Calculation

1 Transfer to Bank Account (Within India)

You may do a transfer to the following bank account:
Bank Name: ICICI Bank
Account number: 000105007540

Please fill in details of the Account transfer in the payment letter and send signed
Payment letter (address is given in the letter template).

2 Demand Drafts/Cashier’'s Cheque/Banker’s Cheque (Within India)

Please fill in details of the Cheque details in payment letter and send signed
payment letter (address is given in letter template).

Once the payment letter and Cheque/DD/Account transferis received,

1. Your SAFENTRIX account will be credited with the new balance.
2. Scanned copy of Invoice will be sent to your Email address.

Once the balance is added to your account, you may convert users to SAFENTRIX

Enterprise Service.

To Contents Page
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