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Introduction

SAFENTRIX is a hosted Email security solution that helps keep Virus, SPAM and
Phishers off your network, while ensuring that genuine emails can always reach the users.
System administrators can easily setup SAFENTRIX for use with their domains. This process is

achievedin three easy steps.

This document gives concepts and detailed steps on how to Setup SAFENTRIX for your
domain(s). If you are familiar with how SAFENTRIX works and Internet concepts like DNS and
MX, you may want to refer to “SAFENTRIX Quick Start Guide” for installation.

Concept

SAFENTRIX provides Email security at domain level. This means that if your email
address is info@example.com and you want to use SAFENTRIX, then all email addresses of

the form user@example.com have to be processed by SAFENTRIX.

To see how it works, it is important to understand the concept of how Internet email
works. Let us take an example where in a sender is sending you an email atinfo@example.com.

The following steps are followed:

1. The sender’s email server consults their DNS and finds out the “MX” record for the
recipientdomain (in this case, example.com).

2. The “MX”record is set by your domain’s DNS provider and gives the Internet address

(also known as IP address) of your Email Server.

3. Once the sender email server finds Internet address of your email server (using “MX”
record), sender email server directly sends email to your email server.
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The architecture is diagrammatically represented in the Figure below:
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Whether sender is sending SPAM/Virus or genuine emails, they reach your Email
server. In this process, not only is recipient Email server security compromised, recipient also
incurs Bandwidth charges, which could be up to 40% of the total Email bandwidth.

SAFENTRIX solves the problem by inserting one layer into this setup. This layer is setup by

1. Specifying your actual Email server address(es) in SAFENTRIX Control panel as
“Delivery MX”.

2. Altering the MX records for your domain to point to SAFENTRIX email servers.

Once the above is done, sender’s email server, as in the usual course, sends email to
the SAFENTRIX servers (as specified in the “MX” records of your domain). SAFENTRIX blocks
the SPAM/Virus/Phishing emails and forwards the genuine emails to your email servers.

Due to this, not only is the security of your Email servers enhanced, you also save on
Bandwidth charges that would have otherwise been incurred due to SPAM / Virus / Phishing

mails.
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The new setup is diagrammatically represented by the following figure.
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Now that the concept is clear, the rest of the document gives detailed steps on how
to setup SAFENTRIX for your domain(s).

www.safentrix.com
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Registration

The first step to enabling services is to get an account in the SAFENTRIX portal. For the

same, go to http://www.safentrix.com and click on “Register”. That will lead to the following

page:

Please fi

Company Name
Contact Name
Designation
Address 1
Address 2
Address 3
City

otate

Country

Zip Code
Fhone Number
Fax Mumber
User name

Fassword

Confirm Password

Mt j

India

Primary Contact Email 1D

himself 0%

Hegisterl CJEﬂrl

the followang details. All (%) fields are mandatory:

Enter all the details required in the above page, including the correct response to the

CAPTCHA shown in the bottom of page. You may confirm that the account name selected

is available by clicking on the “Check Availability” link.

Once all the details are entered in the proper format, your registration request will be

entered in the database. The system will then try to confirm your Email address by sending

a confirmation email to the address mentioned in “Primary contact Email ID” field.
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You should receive an email like the following in your mail box.

N LY
Safe Stop SPAM, Stop Virus, Stop Paying!

Dear Ms. Supraja Sriram,

We have recefved a request For an account in our website safentrix.com From [P address 122, 165.3.54 " giving your
email address

YWhile ary interested user can get an account, we need bo verify the contack details bo ensure that thés Facility is naok
misised,

Therefore we reguest you to either click on the link below (or) copy and paste the link on a browser, This will
authenticate your request For an account,

IF wous did rot make this request, you may kindly ignore this mai

www safentrix.com

World's Best Free Email Security Service

To confirm, click on the link mentioned in the email. Once clicked, the SAFENTRIX
registration request is authenticated and account activated immediately. Please note that you
have to click on the link from the same place as you made the request.

SAFENTRIX checks that the originating IP address for registering as well as confirming
the registration is the same. If these addresses are different, SAFENTRIX will deny your
account confirmation.

At this stage, you will be able to login using the User name and password provided
during registration.
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Domain addition

1. We are now ready to add your domain to the system. Go to http://www.safentrix.com
and click on “Client Login”. In there, you will be presented with the following page

Control Panel Login

Lsermame
Password
=
FRIUtY gitention i (oo
(7]
read Dooks

S_ig' I‘I'[l"III Fargot Password

2. Enter youruser name, password and response to the CAPCTHA and click on “Sign in!”.

If the credentials are correct, you will be logged into SAFENTRIX and will be presented
with the following page.

Welcome Ms. Supraja Sriram, you are at Home Logout
Account Information
India | Add Domain
Mo Domain name Artive Heason Select
Mo records found Please add new domainl.

www.safentrix.com
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3. At this point of time, you are logged in and there are no domains in your account. The
next step in this case is to enter your domainin to the list of domains.

Welcome Ms. Supraja Sriram, you are at Home Logout

Account Information

;_:ﬂ_— ___—j_;- India j Add Dumainl

4. Enteryour email domain name in the Edit field and click on “Add Domain”.

One of the key parameters to be entered with every SAFENTRIX domain is the
“‘Delivery MX". These are the set of Email servers where SAFENTRIX will deliver email
after scanning for Virus/SPAM/Malware. SAFENTRIX can “guess” the Delivery MX by
looking into current MX records.

Once you enter the domain name and click on “Add Domain”, SAFENTRIX will ask you if
you want it to “guess” the Delivery MX from the current “MX” records. This is done by
displaying a dialog:

The page at https:/hiwww.safentrix.com says:

If this is a live domain with existing M record, do you want us ko set the current M record as wvour
delivery MY (Recommended)?

QK iZancel J

Possible scenarios and answers are given in the following table

Scenario Answer

This domain has active email services and your current MX records OK
are pointing to your email servers

The domain has active email services and your current MX records
are pointing to another Anti SPAM provider. You want to switch from Cancel
this Anti SPAM provider to SAFENTRIX

The domain has active email services and your current MX records

are pointing to another Anti SPAM provider. You want to retain this OK
Anti SPAM provider in addition to having SAFENTRIX services

The domain is a new one, and there are no valid MX records Cancel
The domain is a new one, but MX records are pointing to your email servers OK
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5. Once the input to the above dialog is obtained, SAFENTRIX tries to confirm that you are
the owner of this domain. If SAFENTRIX cannot confirm your ownership of domain, it
will ask you to publish additional DNS records for your domain.

If SAFENTRIX requires you to add additional DNS records, a message similar to the
one shown below will be displayed.

The page at htips:/fiwww.safentrix.com says:

' We need bo confirm that wou are the autharized administrator For this dornain, Kindly add an '8’
» . record For ‘sExOnvxbZowHhs, safentrix,in', with walue '192,168.1,1" and retry,

Please note that the exact DNS record (like 'sfxOnyxb2o0WHhA.safentrix.in') to be
added will vary depending on account as well as domain details.

At this stage, you will need to ask your DNS service provider to add the
appropriate 'A' record. Once the 'A' record is added, you may need to wait for some time
before adding the domain again. DNS records usually take some time to propagate and
trying it after some time will ensure that SAFENTRIX recognizes the newly added
records.

After adding the DNS record, repeat from Step 3. SAFENRTIX will then add your
domain to your account and the same will be displayed as in the following figure.

Welcome Ms. Supraja Sriram, you are at Home Lot

| Indlia =] AddDomain

Showing 1 1o 1 of 1 domains

|25 safentrix.in X | r

| Check All -

Delete Selecied Dl:lma]nsl

You will find that the domain has been added in the “Inactive” state (as seen in the
Red Cross mark). Now we are ready to add details to the domain to make it active.
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Adding Delivery MX Details

SAFENTRIX needs to know where to deliver emails after scanning for
Virus/SPAM/Malware. This detail can be specified in the “Delivery MX” screen in SAFENTRIX
Control panel.

Click on the domain name to get to the “Delivery MX” page. The following page will be

displayed.

Welcome Ms. Supraja Sriram, You are at Home - safentrix.in Logout

Show Users

DELIVERY MX
IP or Hostname Priority ﬁ,,d-d;[]gjmmyhﬁl
LIST OF CURRENT DELIVERY MX
No Priority IP Select
No records found Please add new MX.

You may see initial entries in the above table if you allowed SAFENTRIX to “guess” your
Delivery MX servers. If that is the case, check if the entries have been guessed correctly and
move on to the next step (Adding Users).

If there are no entries in the table, you will need to add at least one entry. Domains will be
made active ONLY if atleast one valid delivery MX is present for the domain. You may enter up
to 5 Delivery MX for a domain.

Welcome Ms. Supraja Sriram, You are at Home - safentrix.in Logaout

Show Users
DELIVERY MX

—\_\_\_‘_‘-"‘-n-.. " ¥ R ) - -
IP or I!uslumn(—v‘f— r___#)r'llullt},l'(“___r) {{ddDEiﬁEl?W[

—

LIST OF CURRENT DELIWERY MX

No Priority IP Select
Mo recorchs found Plesse add new MX,

www.safentrix.com
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To add a delivery MX, enter the IP address or Host name of your domain email server in
the edit field next to “IP of Hostname”. You may enter either the IP address of your email server
(like'122.23.45.67') ora host name (like 'a.as.safentrix.com’).

You will also need to add a priority (usually an integer between 0 and 100). The priority
decides how the emails are delivered. Delivery MX with a lower priority number is tried first.
If there are two Delivery MX servers and one has priority 0 and other priority 10, delivery is first
tried to the server with priority 0 and then to the one with priority 10.

Kindly ensure that these are valid email server addresses.

Once you enter the same, the email server addresses appear in the Delivery MX table

as follows:

Welcome Ms. Supraja Sriram, You are at Home - safentrix.in Logout
Show Lsers
DELIVERY MX
IP or Hostname Priority Add Dalivery Mx

LIST OF CURRENT DELIVERY MX

Showing 110 1 of 1 delivery MXs

1 1] mail.carizen.co.in r
Check All

Delete Selected |

Now we are ready to move to the next step.

www.safentrix.com
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Adding Users in a Domain

SAFENTRIX rejects all emails to invalid recipients. This means that administrators
need to specify who valid email recipients for a domain are. This can be specified in the “Users”
section of SAFENTRIX Control panel.

SAFENTRIX provides a way to add multiple valid recipients in a domain. To use this

mechanism, prepare a text file with one user name perline. An example is given below:

File Edit Miew Insert Faormat Help

Dezd && # B B

E:‘-‘-.rial :l |:IEI _vl iWestern ~| B 7~ u &

g---|---‘|---|---2---|---3---|---4---|

info
sales
career
purchase

i;cnr_HEIpJ prass Fl LM
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Only the user name needs to be given in every line and NOT the full email address (say
info@safentrix.in). Prepare the above file and give ita name.

Once prepared,

e Loginto SAFENTRIX

¢ Click onthe domain name

e Clickon “Show Users” near top of Control panel.
o Thatwill show the following screen

Welcome Ms. Supraja Sriram, You are at Home - safentrix.in Logout
Show MX Records
LISERS
Liser Name Adalieer] Bulk Operations

Show only names beginning with
Allusers =

Showing 0 of 0 users (Total : 0)

No records fonnd Please add new user.

Click on the “Bulk Operations” link. That will open up a new window as follows:

@ safentrix - Upload File - Moziila Firefox |- |0 (x|

EEJ https:/fwww safentrix_com/ajax/upload php

| Browse... |

| Add Lisers || Delete Users |

| Switch Users to Enterprise Service |

Done www.safentrix.com 5 Wi

www.safentrix.com
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In here, use “Browse” button to select the file created earlier and click on “Add Users”. If
the request was successful, you will geta message as follows:

The page at https:/fiwww.safentrix.com says: [E|

! ~ four request has been queusd,
Ll g

The request will be processed in a queue and when the operation is complete, you will
get a notification in your Inbox. Once you get the confirmation, the user page will look as follows:

Welcome Ms. Supraja Sriram, You are at Home - safentriz.in Logout
Show MX Records

USERS
liser Name Al l_lgarl Bulk Operations

Show only names beginning with
All ugers :I

Showing 1 to 4 of 4 users (Total : 4)

1 carger Y 5 r
2 infio Y 5 =
3 purchase ¥ 5 i
i cales ¥ 5 i
Check All

Delete Selected Usars[ Toggle Selected Usarsl Switch Service of Selected Uﬁers|

This will show that the users have been added successfully.

Please note that after the above details have been added, SAFENTRIX will take about
1-2 hours to enable the domain internally.

When the domain is enabled, you will see a Green tick mark against your domain in the login
“‘Home” page. Ifitis not there, wait for some time and the domain will be enabled automatically.

www.safentrix.com
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Once itis enabled by the system, the Home page for login will look as follows:

Welcome Ms. Supraja Sriram, you are at Home Logout

Account Infarmation

India :j Add Dumuin-l

Showing 110 1 of 1 domains

1 safentrix.in @

r|

Check All

Delete Selected Domains |

You can see that the domain added (“safentrix.in”) is enabled and has a Green tick mark
in “Active” field.
This confirms that the domain has been activated in the SAFENTRIX system and is

ready for use.

Changing MX for your Domain

Now that SAFENTRIX is fully setup to receive emails for your domain, you have to
change MXrecords for your domain and pointitto SAFNETRIX Servers.

You may ask your DNS Service provider to change MX record for your domain to

a.as.safentrix.com

b.as.safentrix.com

c.as.safentrix.com

The MX records should be added with Priority 0. Please note that your domain should
not have any other MX records.

Once the above change is completed you should receive emails through SAFENTRIX

servers in 1-2 hours. Please note that due to this change, there will not be any loss of emails.

There may be some slight delay in delivery of emails.

16
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Maintenance

With no quarantine, SAFENTRIX is very easy to manage. There is some minimal
maintenance that needs to be done periodically. This section gives references to documents for

performing basic maintenance.

Description

Step

Adding new Email addresses to domain

In SAFENTRIX Control Panel, go
to “Users” section and add user(s).

Deleting email addresses from domain

In SAFENTRIX Control Panel, go to
“Users” section and delete user(s)

Reporting SPAM that escaped the system

Refer to “Reporting SPAM” section
in “SAFENTRIX User Guide”

Converting a user from “Standard” to
“Enterprise” Service.

Refer to “SAFENTRIX Operations
Guide”.

Converting a user from “Enterprise” to
“Standard” service.

Refer to “SAFENTRIX Operations
Guide”
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